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[bookmark: _Toc415639772][bookmark: _Toc9431823][bookmark: OLE_LINK22][bookmark: OLE_LINK139][bookmark: OLE_LINK135]Executive Summary
[bookmark: OLE_LINK194][bookmark: OLE_LINK15][bookmark: OLE_LINK10][bookmark: OLE_LINK199]This document describes the automated gateways configuration tool based on Check Point GAiA API and Ansible. The tool enables gateways configuration in accordance to gateways attributes like
CMA, SW version, gateway type, platform type. For the tool, Python modules for Ansible inventory and log generation were written. 


Products supported by GAiA API and therefore by this tool:
· Check Point gateways/cluster/VSX, SMS, MDS with software version starting from R80.10 
Not supported:
· Scalable platform
· Embedded GAiA

Requrements for the automation server:
· Linux 
· Python 2.7
· Ansible 2.6.x

[bookmark: OLE_LINK134][bookmark: OLE_LINK150]Check Point API Ansible module has to be installed on the automation server according to: 
https://github.com/CheckPointSW/cpAnsible

Check Point GAiA API has to be installed on the gateway according to:
sk143612

Ansible installation hints:
https://community.checkpoint.com/thread/9423-cpansible-installation-on-ubuntu-1604

Check Point MGMT Python SDK:
https://github.com/CheckPointSW/cp_mgmt_api_python_sdk

[bookmark: OLE_LINK12]
Implemented configuration actions for gateways:
· GAiA API
· add-dns
· add-user
· delete-user
· …
· Shell Commands
· copy-user-keys
· delete-user-keys
· set-expert-pwd
· …



Note: NTP is not supported, since NTP API call was removed in GAiA API v1.1. It planned to be implemented in further versions. 















[bookmark: _Toc9431824][bookmark: OLE_LINK136]General tool and steps overview



1. [bookmark: OLE_LINK19][bookmark: _GoBack]Ansible playbook starts Dynamic Inventory Script  (located in scripts/getMDSInventory.py)
1. Dynamic Inventory Script gets the list of all gateways from SMS or MDS via MGMT API.
1. Dynamic Inventory Script reads the services configuration files.  
1. Dynamic Inventory Script creates the Ansible inventory files based on gateways list and services configuration.  
1. Ansible configures the gateways via GAiA API (and via SSH for expert mode) according to inventory files.

[bookmark: OLE_LINK144][bookmark: _Toc9431825]Installation

1. [bookmark: OLE_LINK3]Ansible 2.6.x installation according to:
https://community.checkpoint.com/thread/9423-cpansible-installation-on-ubuntu-1604


2. [bookmark: OLE_LINK153]Installation of Check Point API Ansible module according to:

https://github.com/CheckPointSW/cpAnsible


3. Installation of Check Point GAiA API on the gateway according to:
sk143612





[bookmark: _Toc9431826][bookmark: OLE_LINK187]How to run the tool



1. Adjust ansible configuration 
[bookmark: OLE_LINK186]Fill  ../vars/ansibleHosts.yml with your data:

vi vars/ansibleHosts.yml
[localhost]
127.0.0.1
[localhost:vars]
ansible_python_interpreter=/usr/bin/python
#ansible_python_interpreter=/usr/bin/python2.7
# Variables detailing the Check Point's management server access):
mgmt_server=192.168.168.50
mgmt_user=admin
mgmt_password=qwe123
# Used for ssh access to the Check Point's gateways
ansible_user=admin
ansible_ssh_pass=qwe123
# Folders for user public key transfer:
[bookmark: OLE_LINK166][bookmark: OLE_LINK155]local_key_path=<local folder with the public keys>
[bookmark: OLE_LINK156][bookmark: OLE_LINK164]remote_key_path=/etc/ssh/auth/
# on the gateway a folder per user will be created like /etc/ssh/auth/<userName>/
remote_key_fileName=authorized_keys


2. Run inventory script and accept SMS or MDS fingerprint
When running the tool for first time, run the inventory script and accept the fingerprint of SMS or MDS:
./scripts/getMDSInventory.py

3. Configure services in following csv configuration files:
servicesConfig/
├── dns.conf
├── ntp.conf
└── userGroups.conf

Below is a configuration example for NTP:
	Active item
	Gateways attributes
	Service  attributes to be configured

	
	 CMA  
	GWType   
	PlatType  
	SW
	Gateway(name/ip)
	 Comment
	Active 
	Primary
	Second

	true         
	CMA1 
	          
	 s
	          
	               
	 CMA1 specific
	true  
	10.1.1.9  
	  10.1.2.9

	true         
	CMA2 
	          
	 
	          
	               
	 CMA2 specific
	true  
	10.1.3.9  
	  10.1.4.9

	true         
	      
	          
	 
	          
	 BranchGW/10.1.1.7 
	 GW specific
	true  
	10.1.4.9  
	  10.1.5.9

	true         
	      
	          
	 
	          
	               
	 default
	true  
	10.1.1.9  
	  10.1.2.9




4. Check playbooks and activate required role
There are two main playbooks: 
· For GAiA clish configuration actions:
[bookmark: OLE_LINK181][bookmark: OLE_LINK182]mainPlaybook_CP_GAiA_API.yml

· [bookmark: OLE_LINK183]For expert mode configuration actions:
[bookmark: OLE_LINK180]mainPlaybook_SHELL_COMMANDS.yml

Check playbooks and activate required roles:
E.g.:
vi mainPlaybook_CP_GAiA_API.yml

---
- hosts: localhost
  connection: local
  vars:
    logscript: /scripts/createLogEntry.py
    logscriptAndArgs: /scripts/createLogEntry.py fromGaiaAPI_Playbook {{ runID.msg }} {{ gwArr.cma_name }} {{ gwArr.name }} {{ gwArr.ip }}

  pre_tasks:
[bookmark: OLE_LINK184]  - name: Execute script on localhost
    shell: /home/yevgeniy/ansible/GatewaysManagementAutomated/scripts/getMDSInventory.py

  #vars_files:
    # - vars/gateways.yml
    # - vars/gaia_users.yml

  roles:
    ### Implemented roles
    # - GAiA_API/set-dns
    # - GAiA_API/set-ntp
     - GAiA_API/add-user
    #- GAiA_API/delete-user


5. [bookmark: OLE_LINK169]Run main playbooks

For GAiA configuration actions:
[bookmark: OLE_LINK29][bookmark: OLE_LINK190][bookmark: OLE_LINK175]ansible-playbook -i vars/ansibleHosts.yml mainPlaybook_CP_GAiA_API.yml -vv

For expert mode configuration actions:
[bookmark: OLE_LINK212]ansible-playbook -i vars/ansibleHosts_copyKeys_dyn.yml mainPlaybook_SHELL_COMMANDS.yml -vv

[bookmark: OLE_LINK25]For MGMT API configuration actions:
[bookmark: OLE_LINK2]ansible-playbook -i vars/ansibleHosts.yml mainPlaybook_CP_MGMT_API.yml -vv



6. [bookmark: OLE_LINK158]Check the tool logs
One log entry is created for one ansible task

tail logs/gaant_logs.log
2019-01-31 10:35:22;1548927306;First_Domain;HQ_GW;192.168.168.120;LOGIN;;OK;;
2019-01-31 10:35:23;1548927306;First_Domain;HQ_GW;192.168.168.120;add-user;user80;OK;command_success;OK
2019-01-31 10:35:24;1548927306;First_Domain;HQ_GW;192.168.168.120;set-user;user80;OK;command_success;OK
2019-01-31 10:35:25;1548927306;First_Domain;HQ_GW;192.168.168.120;add-user;user81;OK;command_success;OK
2019-01-31 10:35:26;1548927306;First_Domain;HQ_GW;192.168.168.120;set-user;user81;OK;command_success;OK
2019-01-31 10:35:27;1548927306;First_Domain;HQ_GW;192.168.168.120;add-user;user82;OK;command_success;OK
2019-01-31 10:35:29;1548927306;First_Domain;HQ_GW;192.168.168.120;set-user;user82;OK;command_success;OK
2019-01-31 10:35:30;1548927306;First_Domain;RemoteOffice3;192.168.168.121;LOGIN;;OK;;
2019-01-31 10:35:31;1548927306;First_Domain;RemoteOffice3;192.168.168.121;add-user;user80;OK;command_success;OK
2019-01-31 10:35:32;1548927306;First_Domain;RemoteOffice3;192.168.168.121;set-user;user80;OK;command_success;OK
2019-01-31 10:35:33;1548927306;First_Domain;RemoteOffice3;192.168.168.121;add-user;user81;OK;command_success;OK
2019-01-31 10:35:35;1548927306;First_Domain;RemoteOffice3;192.168.168.121;set-user;user81;OK;command_success;OK
2019-01-31 10:35:36;1548927306;First_Domain;RemoteOffice3;192.168.168.121;add-user;user82;OK;command_success;OK

7. (Optional) Check the content of inventory files
Following inventory files are dynamically created by inventory script scripts/getMDSInventory.py:
vars
├── ansibleHosts_copyKeys_dyn.yml
├── gateways-dns-dyn.yml
├── gateways-ntp-dyn.yml
└── gateways-userGroups-dyn.yml


8. (Optional) Activate ansible logs if needed  
In  /etc/ansible.cf
[defaults]
log_path=/tmp/ansible.log







Note: Remaining chapters describe the tool architecture.


[bookmark: _Toc9431827][bookmark: _Toc534622510]Input data

[bookmark: _Toc534622511][bookmark: _Toc9431828]Infrastructure data
CP gateways and their attributes 
Collected via MGMT API via an inventory script.

e.g. gw1: VMWare, R77.30, cluster member, … 


[bookmark: _Toc534622512][bookmark: _Toc9431829]Services configuration data
[bookmark: OLE_LINK123]Services and their attributes.

Services will be assigned to gateways according to different attributes (e.g.: cma, sw version,  platform, …).  

e.g. NTP: primary server, secondary server, tertiary, suffix 



[bookmark: _Toc9431830][bookmark: OLE_LINK188]Infrastructure data

CheckPoint
└── MDS
     ├── CMA1
     │        ├── gw1 (attributes: PlatformType, SWVersion, GWType, ... )
     │        ├── gw2 (attributes: PlatformType, SWVersion, GWType, ... )    
[bookmark: OLE_LINK111]     │        ├── gw3 (attributes: PlatformType, SWVersion, GWType, ... )
[bookmark: OLE_LINK112]     │        └── ...
     ├── CMA2
     │           └── ...
     ├── CMA3
     │           └── ...
     └── ...



[bookmark: _Toc534622514][bookmark: _Toc9431831]Services configuration data
[bookmark: OLE_LINK118]
Services can be configured according to gateways attributes.


[bookmark: _Toc534622515][bookmark: _Toc9431832]Gateways
Gateway attributes and possible values

	Attribute
	Values

	CMA
	CMA name

	GWType
	simple-gateway, cluster-member, scalable-platform, VSX, …

	PlatformType 
	Open server, appliance X

	Software version
	R77.30, R80.10, R80.20, …

	Gateway name
	Name, (name is currently ignored in inventory script)

	Gateway IP
	 IP address


 	




Gateways table and example values

	

	 CMA  
	GWType   
	PlatformType  
	Software version
	Gateway(name/ip)
	 Comment

	CMA1 
	cluster
	 
	          
	               
	CMA1 and GW type specific

	CMA1 
	 
	 
	R77.30
	               
	CMA1 and SW specific

	CMA1 
	 
	 
	
	               
	CMA1 specific

	CMA2 
	scalable platform
	 
	 
	               
	CMA2 specific, GW type specific

	CMA2 
	 
	 
	 
	               
	[bookmark: OLE_LINK1]CMA2 specific

	CMA3
	
	
	
	
	CMA3 specific

	      
	          
	 
	          
	BranchGW/10.1.1.7 
	GW specific

	      
	          
	 
	          
	               
	default for all gateways 




Note: 
The table rows priority DECREASES from top to the bottom.  
The rows with defined gateway IP have the highest priority.


[bookmark: _Toc534622516][bookmark: _Toc9431833][bookmark: OLE_LINK145]Services
The services are configured per gateways attributes set.

[bookmark: _Toc534622517][bookmark: _Toc9431834]DNS
	[bookmark: OLE_LINK125][bookmark: OLE_LINK128] 
Active item
	Gateways attributes
	Service  attributes to be configured

	[bookmark: OLE_LINK141]
	 CMA  
	GWType   
	PlatType  
	SW
	Gateway(name/ip)
	 Comment
	 Prim
	Second 
	Tert 
	 Suffix          

	true         
	CMA1 
	          
	 
	          
	               
	 CMA1 specific
	10.1.1.1  
	10.1.1.2  
	          
	 .corp.com 

	true         
	CMA2 
	          
	 
	          
	               
	 CMA2 specific
	10.2.2.1  
	10.2.2.1  
	          
	 .corp.com 

	true         
	      
	          
	 
	          
	 BranchGW/10.1.1.7 
	 GW specific
	10.4.8.2  
	10.5.9.1  
	          
	 .corp.com 

	true         
	      
	          
	 
	          
	               
	 default
	10.4.4.1  
	10.5.5.1  
	          
	 .corp.com  


[bookmark: _Toc534622518]	

[bookmark: _Toc9431835][bookmark: OLE_LINK6]NTP
	[bookmark: RANGE!E60][bookmark: OLE_LINK126]Active item
	Gateways attributes
	Service  attributes to be configured

	
	 CMA  
	GWType   
	PlatType  
	SW
	Gateway(name/ip)
	 Comment
	Active 
	Primary
	Second

	true         
	CMA1 
	          
	 
	          
	               
	 CMA1 specific
	true  
	10.1.1.9  
	  10.1.2.9

	true         
	CMA2 
	          
	 
	          
	               
	 CMA2 specific
	true  
	10.1.3.9  
	  10.1.4.9

	true         
	      
	          
	 
	          
	 BranchGW/10.1.1.7 
	 GW specific
	true  
	10.1.4.9  
	  10.1.5.9

	true         
	      
	          
	 
	          
	               
	 default
	true  
	10.1.1.9  
	  10.1.2.9


[bookmark: OLE_LINK142]
[bookmark: _Toc534622519][bookmark: _Toc9431836]Users 
[bookmark: OLE_LINK143]UserGroups to gateways mapping

	[bookmark: OLE_LINK8][bookmark: OLE_LINK127]Active item
	Gateways attributes
	User group

	
	 CMA  
	GWType   
	PlatType  
	SW
	Gateway(name/ip)
	 Comment
	UserGroupName

	[bookmark: OLE_LINK148]true         
	CMA1 
	          
	 
	          
	               
	 CMA1 specific
	[bookmark: OLE_LINK140]cma1Users

	true         
	CMA2 
	
	
	          
	 
	 CMA2 specific
	[bookmark: OLE_LINK146]cma2Users

	[bookmark: OLE_LINK120]true         
	      
	          
	 
	          
	 BranchGW/10.1.1.7 
	 GW specific
	cma2Users

	true         
	      
	          
	 
	          
	               
	 default
	allUsers



UserGroups

	Active item
	User group
	Name
	Pwd
	Role
	KeyFile
	HomeDir

	true
	cma1Users
	alice
	qwe123
	adminRole
	/home/myadmin/keys/alice.pub
	/home/alice/

	true
	cma1Users
	alice2
	qwe123
	adminRole
	/home/myadmin/keys/alice.pub
	/home/alice/

	true
	cma1Users
	bob
	qwe123
	adminRole
	/home/myadmin/keys/bob.pub
	/home/bob/

	true
	cma2Users
	jon
	qwe123
	adminRole
	/home/myadmin/keys/jon.pub
	/home/jon/

	true
	cma2Users
	jon2
	qwe123
	adminRole
	/home/myadmin/keys/jon2.pub
	/home/jon2/






[bookmark: _Toc9431837]Ansible limitations 
[bookmark: _Toc9431838]Condition before a loop
Not possible to set a condition before a loop like: 

  - name: "add user"
    check_point_mgmt:
      command: add-user
      parameters:
        uid: "{{ item.uid }}"
        username: "{{ item.name }}"
        homedir: "{{ item.homedir }}"
        api: "gaia_api"
      session-data: "{{ login_response }}"
    loop: "{{ gaia_user_1 }}"  # set here a variable from the gateway object gwArr.userList
    when:
      - gwArr.ip!=""

https://github.com/ansible/ansible/issues/17484




[bookmark: _Toc9431839]Documentation of implemented features


[bookmark: _Toc9431840]SSH public key copy 
Keys config in /etc/ssh/sshd
AuthorizedKeysFile /etc/ssh/auth/%u/authorized_keys

Permissions for an example:
/etc/ssh/auth/alicePK/

[bookmark: OLE_LINK13]drwxr-xr-x  		auth
drwxr-xr-x 		alicePK
[bookmark: OLE_LINK14]-rw-r--r-- 1 		authorized_keys

chmod u=rw,g=r,o=r authorized_keys

/etc/ssh/auth/alicePK


[bookmark: OLE_LINK133][bookmark: OLE_LINK4][bookmark: _Toc9431841]Discovery of fingerprints for the gateways
Done in the way:
[bookmark: OLE_LINK20]openssl s_client -connect 192.168.168.121:443 < /dev/null 2>/dev/null | openssl x509 -fingerprint -noout -in /dev/stdin


Logging
All changes are logged in following form in folder logs: 
Time; UID, runID; cma; gwName;gwIP; action;action value; failed result; changed result
e.g.:
[bookmark: OLE_LINK170][bookmark: OLE_LINK5]21022019 11:10;0004;12331212; CMA1;HQ_GW;add-dns;dns primary set to 10.12.21.1;ok
[bookmark: OLE_LINK171]21022019 11:10; 0005;12331212; CMA1;HQ_GW;add-dns;dns secondary set to 10.12.21.1;ok
21022019 11:10; 0006;212; CMA1;HQ_GW;add-dns;dns tertiary set to 10.12.21;ok
[bookmark: OLE_LINK173]21022019 11:10; 0007;12331212; CMA1;HQ_GW;add-dns;dns suffix set to mysuff.com;ok

[bookmark: OLE_LINK174][bookmark: OLE_LINK172][bookmark: OLE_LINK7]21022019 11:12; 0008;12331214; CMA1;HQ_GW;add-user;alice;ok 
[bookmark: OLE_LINK176]21022019 11:12; 0009;12331214; CMA1;HQ_GW;add-user;bob;failed 
21022019 11:12; 0010;12331214; CMA1;HQ_GW;add-user;jon;ok

[bookmark: OLE_LINK177]21022019 11:14; 0011;12331215; CMA1;HQ_GW;copy-user-key;alice_key;ok 
21022019 11:14; 0012;12331215; CMA1;HQ_GW;copy-user-key;bob_key;ok 
21022019 11:14; 0013;12331215; CMA1;HQ_GW;copy-user-key;jon_key;ok 

[bookmark: OLE_LINK179]21022019 11:18; 0014;12331216; CMA1;HQ_GW;add-ntp;ntp active set to true;ok 

21022019 11:18; 0015;12331216; CMA1;HQ_GW;add-ntp;ntp primary set to 10.1.1.1;ok 
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