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[bookmark: _Toc415639772][bookmark: _Toc6925447][bookmark: OLE_LINK22][bookmark: OLE_LINK139][bookmark: OLE_LINK135]Executive Summary
[bookmark: OLE_LINK194][bookmark: OLE_LINK15][bookmark: OLE_LINK10]Automation of Check Point management configuration via MGMT API. 
[bookmark: OLE_LINK150]
[bookmark: OLE_LINK202]Following configuration actions are implemented: 
· [bookmark: OLE_LINK200][bookmark: OLE_LINK199][bookmark: OLE_LINK3][bookmark: OLE_LINK4]Create/delete host, range, network and service objects
· Create/delete packages 
· Add rules to the packages
· Add gateways, establish SIC  
· Install policy

[bookmark: _Toc6925448]Automation server installation 
Ubuntu server used as platform.  
Following has to be installed on the automation server:

1. Ansible 2.6.x installation according to:
https://community.checkpoint.com/thread/9423-cpansible-installation-on-ubuntu-1604


2. [bookmark: OLE_LINK153]Installation of Check Point API Ansible module according to:

https://github.com/CheckPointSW/cpAnsible

3. Python 2.7 



[bookmark: _GoBack]cpAnsible Module Installation
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[bookmark: OLE_LINK179]Input data files overview
Ansible configuration file:
vars/vmware_automation/ansibleHosts_VMwareAuth.yml
#Ansible hosts
[localhost]
127.0.0.1
[localhost:vars]
ansible_python_interpreter=/usr/bin/python


# MGMT server, credentials are also used to access the gateways
mgmt_server=192.168.168.200
mgmt_user=admin
mgmt_password=qwe123
mgmt_fingerprint=6A:F0:AF:3E:B1:A3:D0:6E:27:1C:D7:9D:85:1D:08:13:08:10:9C:CF


### Gateway
#
# Template vm
sgw_template_ip="192.168.168.121"
#
# Clish config folder
gaiaConfDir="vars/vmware_automation/sgws_gaia_conf/"
#
# Names for the config files which will be created on the gateways
ClishConfFileOnGw_MgmtInterface="/home/admin/gaia_config_mgmtIP.clish"
ClishConfFileOnGw="/home/admin/gaia_config.clish"
#
# LoadConfig script on the gateway
LoadConfigScript="/home/admin/loadConfiguration.sh"


Management related:
· vars/for_MGMT_API
· [bookmark: OLE_LINK180]host.yml
· network.yml
· address_ranges.yml
· [bookmark: OLE_LINK177]services_tcp.yml
· [bookmark: OLE_LINK178]services_udp.yml
· services_icmp.yml
· services_other.yml
· packages.yml
· rules.yml

Gateways related:
· vars/vmware_automation/gateways.yml


Input data files examples

[bookmark: OLE_LINK173][bookmark: OLE_LINK176]Management objects related configuration data in vars/for_MGMT_API/hosts.yml:  
cma: ""

hosts:
- {"name": "h_10.1.1.1", "ip_address": "10.1.1.1"}
…

[bookmark: OLE_LINK172][bookmark: OLE_LINK171][bookmark: OLE_LINK182][bookmark: OLE_LINK30][bookmark: OLE_LINK174]Gateways configuration data in vars/vmware_automation/gateways.yml :
cma: ""
gateways:
- {"name": "TestGw1", "packageName": "DemoPolicy_1", "eth0_ip": "192.168.168.131", "eth0_mask_length": "24", "eth0_netmask": "255.255.255.0", "eth1_ip": "10.1.1.1", "eth1_mask_length": "24", "eth1_netmask": "255.255.255.0", "eth2_ip": "10.2.2.1", "eth2_mask_length": "24", "eth2_netmask": "255.255.255.0", "version" : "R80.10", "sic_pwd" : "qwe123", "gaia_config_file" : "TestGw1_gaia.conf", "fingerprint": "6A:F0:AF:3E:B1:A3:D0:6E:27:1C:D7:9D:85:1D:08:13:08:10:9C:CF"}
…


 
[bookmark: _Toc6925450]Output data 
Each action (each Ansible task) is logged in logs/gaant.log

2019-04-04 16:19:30;1554387550;MGMT_API;;;;add-network;net_10.1.7.0_m24;OK;;
2019-04-04 16:19:33;1554387550;MGMT_API;;;;Publish; ;OK;;
2019-04-04 16:19:38;1554387550;MGMT_API;;;;add-network;net_10.1.8.0_m24;OK;;
2019-04-04 16:19:41;1554387550;MGMT_API;;;;Publish; ;OK;;
2019-04-04 16:22:16;1554387734;MGMT_API;;;;LOGIN;;OK;;
2019-04-04 16:22:30;1554387734;MGMT_API;;;;add-network;net_10.1.6.0_m24;FAILED;;object already exists
2019-04-04 16:27:22;1554388041;MGMT_API;;;;LOGIN;;OK;;
2019-04-04 16:27:28;1554388041;MGMT_API;;;;add-service-tcp;tcp_10130;OK;;
2019-04-04 16:27:31;1554388041;MGMT_API;;;;Publish; ;OK;;
2019-04-04 16:27:36;1554388041;MGMT_API;;;;add-service-tcp;tcp_10131;OK;;
2019-04-04 16:27:39;1554388041;MGMT_API;;;;Publish; ;OK;;





[bookmark: _Toc6925451][bookmark: OLE_LINK24]How to run the tool

1. Fill the configuration files listed in Chapter Input data. 

2. Activate roles you need in the mainPlaybook_CP_MGMT_API.yml :
      roles:
      # Implemented roles
      - MGMT_API/add-service-tcp
      #- MGMT_API/delete-service-tcp
      #- MGMT_API/add-service-udp
      #- MGMT_API/delete-service-udp
      - MGMT_API/add-host
      #- MGMT_API/delete-host
      #- MGMT_API/add-network
      #- MGMT_API/delete-network
      #- MGMT_API/add-address-range
      #- MGMT_API/delete-address-range
      #- MGMT_API/add-service-icmp
      #- MGMT_API/delete-service-icmp
      #- MGMT_API/add-service-other
      #- MGMT_API/delete-service-other
      #
      #- MGMT_API/add-access-rule
      #- MGMT_API/delete-package
      #- MGMT_API/add-package
      #
      #- MGMT_API/add-access-rule
      #- MGMT_API/delete-access-rule
      #
      #- MGMT_API/add-simple-gateway
      #
      #- MGMT_API/install-policy


3. Run the playbook
[bookmark: OLE_LINK5]ansible-playbook -i vars/ansibleHosts.yml mainPlaybook_CP_MGMT_API.yml -vv
[bookmark: OLE_LINK21]

4. Logs in following format will be generated
# Objects creation
2019-04-16 15:41:54;1555422112;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:41:57;1555422112;MGMT_API;;;;add-host;h_10.1.1.1;FAILED;;object already exists
2019-04-16 15:41:59;1555422112;MGMT_API;;;;add-host;h_10.1.1.2;FAILED;;object already exists
2019-04-16 15:42:05;1555422112;MGMT_API;;;;add-host;h_10.1.111.1;OK;;
2019-04-16 15:42:08;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:42:13;1555422112;MGMT_API;;;;add-host;h_10.1.111.2;OK;;
2019-04-16 15:42:16;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:42:18;1555422112;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:42:21;1555422112;MGMT_API;;;;add-network;net_10.1.7.0_m24;FAILED;;object already exists
2019-04-16 15:42:25;1555422112;MGMT_API;;;;add-network;net_10.1.8.0_m24;FAILED;;object already exists
2019-04-16 15:42:31;1555422112;MGMT_API;;;;add-network;net_10.1.9.0_m24;OK;;
2019-04-16 15:42:35;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:42:42;1555422112;MGMT_API;;;;add-network;net_10.1.10.0_m24;OK;;
2019-04-16 15:42:47;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:42:54;1555422112;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:42:59;1555422112;MGMT_API;;;;add-service-tcp;tcp_10134;FAILED;;object already exists
2019-04-16 15:43:03;1555422112;MGMT_API;;;;add-service-tcp;tcp_10135;FAILED;;object already exists
2019-04-16 15:43:12;1555422112;MGMT_API;;;;add-service-tcp;tcp_10136;OK;;
2019-04-16 15:43:16;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:43:23;1555422112;MGMT_API;;;;add-service-tcp;tcp_10137;OK;;
2019-04-16 15:43:27;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:43:33;1555422112;MGMT_API;;;;add-service-tcp;tcp_10138;OK;;
2019-04-16 15:43:37;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:43:39;1555422112;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:43:42;1555422112;MGMT_API;;;;add-service-udp;udp_10133;FAILED;;object already exists
2019-04-16 15:43:45;1555422112;MGMT_API;;;;add-service-udp;udp_10134;FAILED;;object already exists
2019-04-16 15:43:50;1555422112;MGMT_API;;;;add-service-udp;udp_10135;OK;;
2019-04-16 15:43:54;1555422112;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:44:00;1555422112;MGMT_API;;;;add-service-udp;udp_10136;OK;;
2019-04-16 15:44:04;1555422112;MGMT_API;;;;Publish; ;OK;;
# Package cleanup and istallation
2019-04-16 15:20:27;1555420825;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:20:32;1555420825;MGMT_API;;;;delete-package;DemoPolicy_3;OK;;
2019-04-16 15:20:37;1555420825;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:20:42;1555420825;MGMT_API;;;;delete-package;DemoPolicy_4;OK;;
2019-04-16 15:20:45;1555420825;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:20:47;1555420825;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:20:54;1555420825;MGMT_API;;;;add-package;DemoPolicy_3;OK;;
2019-04-16 15:20:58;1555420825;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:21:06;1555420825;MGMT_API;;;;add-package;DemoPolicy_4;OK;;
2019-04-16 15:21:11;1555420825;MGMT_API;;;;Publish; ;OK;;
2019-04-16 15:21:14;1555420825;MGMT_API;;;;LOGIN;;OK;;
# Access rules installation
2019-04-16 15:21:17;1555420825;MGMT_API;;;;add-access-rule;DemoPolicy_3 Network pos:top;OK;;
2019-04-16 15:21:20;1555420825;MGMT_API;;;;publish;DemoPolicy_3;OK;;
2019-04-16 15:21:23;1555420825;MGMT_API;;;;add-access-rule;DemoPolicy_3 Network pos:top;OK;;
2019-04-16 15:21:25;1555420825;MGMT_API;;;;publish;DemoPolicy_3;OK;;
2019-04-16 15:21:28;1555420825;MGMT_API;;;;add-access-rule;DemoPolicy_4 Network pos:top;OK;;
2019-04-16 15:21:31;1555420825;MGMT_API;;;;publish;DemoPolicy_4;OK;;
2019-04-16 15:21:33;1555420825;MGMT_API;;;;add-access-rule;DemoPolicy_4 Network pos:top;OK;;
2019-04-16 15:21:36;1555420825;MGMT_API;;;;publish;DemoPolicy_4;OK;;
# Add gateways to the management servers
2019-04-16 15:23:10;1555420825;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:23:11;1555420825;MGMT_API;;;;LOGIN;mgmt_server 192.168.168.200;OK;;
2019-04-16 15:23:19;1555420825;MGMT_API;;;;add-simple-gateway;gw_ip 192.168.168.131;OK;;
2019-04-16 15:23:25;1555420825;MGMT_API;;;;publish;gw_ip 192.168.168.131;OK;;
2019-04-16 15:23:28;1555420825;MGMT_API;;;;LOGIN;mgmt_server 192.168.168.200;OK;;
2019-04-16 15:23:36;1555420825;MGMT_API;;;;add-simple-gateway;gw_ip 192.168.168.132;OK;;
2019-04-16 15:23:42;1555420825;MGMT_API;;;;publish;gw_ip 192.168.168.132;OK;;
2019-04-16 15:23:45;1555420825;MGMT_API;;;;LOGIN;;OK;;
2019-04-16 15:23:46;1555420825;MGMT_API;;;;LOGIN;mgmt_server 192.168.168.200;OK;;
2019-04-16 15:24:08;1555420825;MGMT_API;;;;install-policy;gw_ip 192.168.168.131;OK;;
2019-04-16 15:24:09;1555420825;MGMT_API;;;;LOGIN;mgmt_server 192.168.168.200;OK;;
2019-04-16 15:24:31;1555420825;MGMT_API;;;;install-policy;gw_ip 192.168.168.132;OK;;
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Reset SIC on gateways:

[bookmark: OLE_LINK27]cp_conf sic init qwe123 norestart 
cpwd_admin stop -name CPD -path "$CPDIR/bin/cpd_admin" -command "cpd_admin stop" 
cpwd_admin start -name CPD -path "$CPDIR/bin/cpd" -command "cpd"
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