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2022 12R4H

CPAI-2022-1003

CVE-2022-1556

WordPress StaffList 75710 SQL 1YY1973Y (CVE-2022-1556)

SmartDashboard @ [IPS] #7%:#3RL. [Protections] #ZIRLET, MERMEAEEEST
[WordPress StaffList Plugin SQL Injection (CVE-2022-1556)] {REEHEEFIEL. (REMAEDER
EeimELET,

2022F12H6H

CPAI-2021-0894

CVE-2021-42237

Sitecore XP QUE-F51-FEERITINBRETTME (CVE-2021-42237)

SmartDashboard @ [IPS] #7%%#RL. [Protections] ZEIRLEYT, MRIEREFEST
[Sitecore XP Remote Code Execution (CVE-2021-42237)] {REMBEFIEL., (R EMAEDR TR
wmELET,

202212 H4H

CPAI-2022-0967

CVE-2022-25445
CVE-2022-25446
CVE-2022-25447
CVE-2022-25448
CVE-2022-25449

CVE-2022-25452
CVE-2022-25453
CVE-2022-25456
CVE-2022-25458

Tenda AC6 DAYV A-)\-J0-

(CVE-2022-25445; CVE-2022-25446; CVE-2022-25447; CVE-2022-25448; CVE-
2022-25449; CVE-2022-25452; CVE-2022-25453; CVE-2022-25456; CVE-2022-
25458)

SmartDashboard @ [IPS] #7%5#RL. [Protections] #&EIRLFT, REHEE#({F>T [Tenda
AC6 Stack Overflow (CVE-2022-25445)] {REMEEFIRL. REREDRELRELZT,

20221248

CPAI-2022-1009

CVE-2022-37159

Claroline TIEEDQI7M ATy TO-RENB B35 M (CVE-2022-37159)

SmartDashboard @ [IPS] 77%:#RL. [Protections] ZFEIRLET, IRREREZ(EST
[Claroline Arbitrary File Upload (CVE-2022-37159)] {REMEEZIRL., REMEEDRTELRE
LET,

g2

2022F12H4H

CPAI-2022-0974

CVE-2022-30472
CVE-2022-30474
CVE-2022-30476
CVE-2022-30477
CVE-2022-38309
CVE-2022-38310
CVE-2022-38311
CVE-2022-38312
CVE-2022-38313
CVE-2022-38314
CVE-2022-40854

Tenda AC18 \yJ7 A—/\-J0-

(CVE-2022-30472; CVE-2022-30474; CVE-2022-30476; CVE-2022-30477; CVE-
2022-38309; CVE-2022-38310; CVE-2022-38311; CVE-2022-38312; CVE-2022-
38313; CVE-2022-38314; CVE-2022-40854)

SmartDashboard @ [IPS] #7%5&IRL. [Protections] #&EIRLET, REEEEZE(F>T [Tenda
AC18 Buffer Overflow] {REMEEFIEL. REREDRTERELTT,

2022F11H3H

CPAI-2022-0746

CVE-2022-28895
CVE-2022-28896
CVE-2022-28901

D-Link DIR882 MYV RAYI1IY3Y
(CVE-2022-28895; CVE-2022-28896; CVE-2022-28901)

SmartDashboard @ [IPS] #7%3&3RL. [Protections] #&EIRLET, BREEMEREE(EH>T [D-
Link DIR882 Command Injection] fREEMEBEZIREL. (REMBEDREERELET,

g2

2022 12R4H

CPAI-2022-0975

CVE-2022-27984
CVE-2022-27985

CuppaCMS MSQL 1YY 173Y (CVE-2022-27984; CVE-2022-27985)

SmartDashboard @ [IPS] #7%5&IRL. [Protections] #&IRLET, MRIEEEE(EST
[CuppaCMS SQL Injection] {REHLBEZIEL. REMEEDRELERELET,
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CVE-2022-26206
CVE-2022-26207
CVE-2022-26208
CVE-2022-26209
CVE-2022-26210
CVE-2022-26211

TOTOLINK Jb=FDINY AV I1IY3Y
(CVE-2022-26206; CVE-2022-26207; CVE-2022-26208; CVE-2022-26209; CVE-

SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLEY, MEREAEE(FE ST

22 2022%F 118204 CPAI-2022-0864 - - - _
® i - CVE-2022-26212 2022-26210; CVE-2022-26211; CVE-2022-26212; CVE-2022-26214; CVE-2022- [TOTOLINK Routers Command Injection] REMAEEIEL, REREEDRTEERELET,
CVE-2022-26214 27003; CVE-2022-27004; CVE-2022-27005; CVE-2022-28935)
CVE-2022-27003
CVE-2022-27004
CVE-2022-27005
CVE-2022-28935
SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLEY, MEREREE(F>T
g2 2022F12B4H CPAI-2022-0976 CVE-2022-28127 Robustel R1510 TEEDI7 IV EIBRENZAE55 1 (CVE-2022-28127) [Robustel R1510 Arbitrary File Deletion (CVE-2022-28127)] {REMLAEFIEL. (FEBEEDR
EamELET,
SmartDashboard @ [IPS] #7%5#RL. [Protections] #&EIRLET, L MeE#(F>T [D-
g2 2022412548 CPAI-2022-0982 CVE-2022-37055 D-Link GO-RT-AC750 M/\yJ7 A—/)\-J0- (CVE-2022-37055) Link GO-RT-AC750 Buffer Overflow (CVE-2022-37055)] {REMLAEFIEL, (REBEEDREETR
£Lx9,
CVE-2022:28373 |\ izon LVSKIHP IRV RAYITH Y3y SmartDashboard @ [IPS] 7%2RL. [Protections] ZBRLET, REHMALEHET
erizon P P martbas oar 3E N rotections E:3 o RIE 2
e 202212840 CPAI-2022-0940 CVE-2022-28374 ) j.“ . il B o k: . P
CVE-2022-28375 (CVE-2022-28373; CVE-2022-28374; CVE-2022-28375) [Verizon LVSKIHP Command InJectlon] REMAEEIEL, REKEEDERTEERELET,
SmartDashboard @ [IPS] #7%3&3RL. [Protections] #&IRLET, MERIEREE(EST
g2 20225125 4H CPAI-2022-0993 CVE-2022-24218 eliteCMS TEEDI7M I HIBRSN B MES51E (CVE-2022-24218) [eliteCMS Arbitrary File Deletion (CVE-2022-24218)] {RE#EHLEEEIRL., IREMLAEDRTERE
LXx9,
CVE-2022.35619 SmartDashboard @ [IPS] #7%:&#RL. [Protections] ZZIRLET, R IEEEEFE>T [D-
Ra 2022F11H28H CPAI-2022-0946 D-Link DIR-818LW MINYRAYJ193> (CVE-2022-35619; CVE-2022-35620) Link DIR-818LW Command Injection (CVE-2022-35619; CVE-2022-35620)] {REMREZIEL.
[ CVE-2022-35620 S S o e g
RERREDRTEERELXT,
. SmartDashboard @ [IPS] #7%3&3RL. [Protections] #&IRLET, MEEEREE(E>T [ISC
X3 2022E12H5H CPAI-2021-1319 CVE-2021-25216 ISC BIND TH R an=2#ut—-/\-J0- (CVE-2021-25216 - - et B 2y e s
® 128 E— I R H ( ) BIND Integer Overflow (CVE-2021-25216)] {REMAEFIREL. REREDZRELRELZT,
SmartDashboard @ [IPS] #7%:#IRL. [Protections] ZREIRLET, MRIEEEEF ST
RE 2022F12H5H CPAI-2022-1008 CVE-2022-38555 Linksys E1200 THREINFN\YI7A-/\-J0~- (CVE-2022-38555) [Linksys E1200 Buffer Overflow (CVE-2022-38555)] {REMAEZIRL., (REMEEDRTELERE
LEXY,
e s SmartDashboard @ [IPS] #7%&RL. [Protecti EERLEIT, R MEREZELT
Oracle Fusion Middleware Business Intelligence D=2 THEW\NT Y731 -3Y martas 9ar . Lips] ].Lﬁ [.ro ections] ZEHR . .ﬁ#ﬁéﬁb >
E 2022 12A5H CPAI-2021-1451 CVE-2021-2456 [Oracle Fusion Middleware Business Intelligence Insecure Deserialization (CVE-2021-

(CVE-2021-2456)

2456)] (REHAEZIRL. REWEDREEHRELIT.
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