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SmartDashboard
s 2021511 87H CPAI-2021-0807 CVE-2021-26794 FrogCMS SentCMS DYE-\GI-FEEITINB/ETEIE (CVE-2021-26794) 0 [IPS] #7%:&IRL. [Protections] ZEIRLET, iRFMEAEZEST [FrogCMS SentCMS
Remote Code Execution (CVE-2021-26794)] {REMEEEIEL. REREDRTEERELET,
SmartDashboard
Ra2 2021E11H9H CPAI-2021-0802 CVE-2021-42298 Microsoft Defender DUE—-rA'5I-FE2EITINBHETHE (CVE-2021-42298) @ [IPS] #7%5&EIRL. [Protections] #&EIRLET, MERMEAEZE(FE>T [Microsoft Defender
Remote Code Execution (CVE-2021-42298)] {REMEEZIRL., (REMEEDREERELET,
SmartDashboard
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s2s 2021211 A9 CPAL2021-0853 CVE-2021-38666 icrosoft Y=k TAT YT U547V FOYE-M S I-FERITENB /5514 O [IPS] #7%:&ERL. [Protec lons:-l EBRIRLET, R FREREZ > T [Microsoft Remote
(CVE-2021-38666) Desktop Client Remote Code Execution (CVE-2021-
38666)] {REMBELIRL. (REMEEDREERELET,
SmartDashboard
22 2021118118 CPAI-2021-0774 CVE-2021-40674 Wuzhi CMS @ SQL 1YY 1937 (CVE-2021-40674) @ [IPS] 57%#IRL. [Protections] ZFEIRLET, iEFREMEAEZEELT [Wuzhi CMS SQL
Injection (CVE-2021-40674)] {REMEEZIREL. REREDZELRELTT,
SmartDashboard
525 2021467 A 14K CPAI2021.0476 CVE-2021-34473 Microsoft Exchange Server DUE—-M\61-FEERTIN 2551 0 [IPS] #7%:ERL. [Protections] ZEIRLET, iRFMAEZEST [Microsoft Exchange
CVE-2021-34523 (CVE-2021-34473; CVE-2021-34523) Server Remote Code Execution (CVE 2021-
34473)] {REHBETIRL. REMEDRTEERELET,
SmartDashboard
g2 202178148 CPAI-2021-0867 CVE-2021-22205 GitLab CE QUE-I5I-FERITINBHEF5 M (CVE-2021-22205) @ [IPS] 57%#EIRL. [Protections] ZFEIRLET, 1&FEMAEZE>T [GitLab CE Remote
Code Execution (CVE-2021-22205)] {REMEELIRL. FEMAEDRELRELET,
SmartDashboard
O [IPS] #7%3&IRL. [Protecti ERLEY, R MEEEZ{F>T [TOTOLINK Technol
R 2021E11814H CPAI-2021-0851 CVE-2021-35327 TOTOLINK Technology JL—5 MEREEANA ISASN B RESE 1 (CVE-2021-35327) [ips] &R [Protections] &R RRBREE LT [ echnology
Router Authentlcatlon Bypass (CVE 2021-
35327)] 1REMEETIEL, REREDRELRELET,
C SmartDashboard IPS Protect R BE Zoh
Zoho ManageEngine ADSelfService Plus DFREEN/NMNASN B 65514 martDashboard O [IPS] FTEZERL. [Protections] ZEIRLET, RIMAEET [Zoho
g2 2021118 14H CPAI-2021-0879 CVE-2021-40539 (CVE-2021-40539) ManageEngine ADSelfService Plus Authentication Bypass (CVE-2021-
40539)] REMEETIEL. REBEORTERELET,
SmartDashboard
RE 2021E11814H CPAI-2020-3417 CVE-2020-22724 Mercury Jb=FOINY AV I1723Y (CVE-2020-22724) @ [IPS] #7%2IRL. [Protections] ZREIRLEY, 1R FRIERE%(E>T [Mercury Router
Command Injection (CVE-2020-22724)] {REWMREZIRL., REMBEDREEHRELET,
SmartDashboard
£ 2021118 15H CPAI-2020-3421 CVE-2020-20122 Wuzhi CMS 0 SQL 1Y IJ173Y (CVE-2020-20122) @ [IPS] #7%2#IRL. [Protections] ZEIRLZEY, 7@3&#&%‘%@9( [Wuzhi CMS SQL

Injection (CVE-2020-20122)] RIEMBEEIRL. REEDREZRELET,
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£ 20214118158 CPAI-2021-0857 CVE-2021-40887 Projectsend M7 1L 7 b RS- )L (CVE-2021-40887) @ [IPS] 57%#RL. [Protections] ZFEIRLET, &R MAEZEFEST [Projectsend Directory
Traversal (CVE-2021-40887)] {REMAELIRL. REREEDRTELRELET,
SmartDashboard
3 20215118 16H CPAI-2020-3435 CVE-2020-8644 PlaySMS index.php UE-tA'51-F2EITEINB /551 (CVE-2020-8644) @ [IPS] 57%#FIRL. [Protections] ZFEIRLET, 1&FRMEREZEST [PlaySMS index.php
Remote Code Execution (CVE-2020-8644)] {REMEEZIRL. (REMEEDRELRELET,
SmartDashboard
£ 2021118 16H CPAI-2020-3431 CVE-2020-16846 SaltStack Salt API SSH #7547 @IV R VI 173V (CVE-2020-16846) ® [IPS] #7%:&EIRL. [Protections] ZZEIRLET, 1@FHAEZ(E>T [SaltStack Salt APl SSH
Client Command Injection (CVE-2020-16846)] {REEMEELIRL., FEBEEDREELRELET,
SmartDashboard
s 20215118 16H CPAI-2020-3433 CVE-2020-12271 Sophos XG 7747 JA=)LM SQL 1V J1573Y (CVE-2020-12271) 0 [IPS] #7%:EIRL. [Protections] ZEIRLET, MRFMERELEST [Sophos XG Firewall
SQL Injection (CVE-2020-12271)] {REMEEEIRL. (REWRERDRELRELIT,
SmartDashboard
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s 20214116168 CPAI-2020.3432 CVE-2020-10181 umavision D3&E{LEh FAT A SOIAAYANIIIAND )] 0] [. ] ?7’&1&?Rb [ F.O ections] ZRIRLET, FTHEBEEE>T [Sumavision Enhance
(CVE-2020-10181) Multimedia Router Cross Site Request Forgery (CVE-2020-
10181)] {REEMEREZIRL. REREDRELZRELIT,
SmartDashboard
X ® [IPS %2R0, [Protecti o IR R RE TI[s dester E-
522 | 20214118178 | CPAI-2021-0872 CVE-2021-41674 Sourcecodester E-Negosyo System 0 SQL 1173 (CVE-2021-41674) [IPS] STEFERL. [Protections] EHRLET, RIMHERST [Sourcecodester
Negosyo System SQL Injection (CVE-2021-
41674)] {REMRELIRL. REREDRTEERELTT,
SmartDashboard
g2 2021118 17H CPAI-2020-3418 CVE-2020-21127 Metinfo ® SQL 1YY17/3Y (CVE-2020-21127) 0 [IPS] #7%:&IRL. [Protections] ZZEIRLET, i@FMEEZEST [Metinfo SQL Injection
(CVE-2020-21127)] 1REEMEBEZIRL., REMBEDRTEERELET,
CVE-2021.1497 SmartDashboard @ [IPS] #7%:&RL. [Protections] ZEIRLET, EFMERELE>T [Cisco
82 202146A20H CPAI-2021-0416 CVE-2021-1498 Cisco HyperFlex HX OJYY 1Y I 173 (CVE-2021-1498; CVE-2021-1497) HyperFlex HX Command Injection (CVE-2021-
1498)] {REMAEEIRL. REWBEORTERELTT,
SmartDashboard
g2 2021118 17H CPAI-2021-0874 CVE-2021-42325 Froxlor @ SQL 1Y19¥3> (CVE-2021-42325) ® [IPS] #7%:&EIRL. [Protections] ZFIRLET, 1&FMEAEZEST [Froxlor SQL Injection
(CVE-2021-42325)] {REMEBEZIRL., REMBEDRTELRELET,
SmartDashboard @ [IPS] 5#7%%RL. [Protections] ZREIRLET, iRFRMAEEE-T [PTCL
%2 20215118178 CPAI-2021-0865 CVE-2021-35296 PTCL Modem HG150-Ub ORI\ /NAEN B HES5ME (CVE-2021-35296) Modem HG150-Ub Authentication Bypass (CVE-2021-

35296)] fREMBEEIRL. REREDREERELZT,
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