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SmartDashboard @ [IPS] #7%5&IRL. [Protections] #:&EIRLET, MBREEEE(FEST
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SmartDashboard @ [IPS] #7%%RL. [Protections] #BIRLET, MFIMLAEE(EST
g2 2022%11H21H CPAI-2019-2526 CVE-2019-10068 Kentico CMS QUE-A5I-FERITINB 5514 (CVE-2019-10068) [Kentico CMS Remote Code Execution (CVE-2019-10068)] {REZEMEEEHFIREL ., IR ELAEDRT
ERELET,
SmartDashboard @ [IPS] #7%:#RL. [Protections] ZRIRLET, mZRIEEEEF>T [TP-
Ra 2022F11H22H CPAI-2022-0891 CVE-2022-25064 TP-Link TL-WR840N MIVY RAYIJ173Y (CVE-2022-25064) Link TL-WR840N Command Injection (CVE-2022-25064)] 1REHEEHIEL. REMBEEDR T
RELET,
SmartDashboard @ [IPS] #7%:#RL. [Protections] EEIRLET, MFEMEAEZE(F>T [Cisco
82 | 2022%11822H CPAI-2018-2134 CVE-2018-15381 Cisco Unity Express DR & THWT V731 -3Y (CVE-2018-15381) Unity Express Insecure Deserialization (CVE-2018-15381)] {REMEEZIRL., REMEEDR TS
mELET,
SmartDashboard @ [IPS] #7%%RL. [Protections] Z#EIRLEYT, MRIELAEEEST
8& | 2022#11822H CPAI-2020-3609 CVE-2020-27868 Qognify Ocularis DRETHEWT Y 7I51t¥-3Y (CVE-2020-27868) [Qognify Ocularis Insecure Deserialization (CVE-2020-27868)] 1R EMEELIEL . (REEHE
HREERELET,
SmartDashboard @ [IPS] #7%#RL. [Protections] %#BIRLET, RRMEREEEST
RE 2022F11H22H CPAI-2022-0903 CVE-2022-26272 lonizeCMS OUE-A'61-FERITEINBHE55 4% (CVE-2022-26272) [lonizeCMS Remote Code Execution (CVE-2022-26272)] {REMEEZIEL. (REMIEDR TS
RELET,
SmartDashboard @ [IPS] #7%:#RL. [Protections] ZRIRLET, MRIEEEEF ST
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SmartDashboard @ [IPS] #7%:#IRL. [Protections] ZREIRLET, R IEEELF-T
&2 | 20224118238 CPAI-2022-0924 CVE-2022-36267 Airspan AirSpot 5410 ®INY MY J1723> (CVE-2022-36267) [Airspan AirSpot 5410 Command Injection (CVE-2022-36267)] {R&HEEXIEL. {REMLEED
BREEmRELET,
SmartDashboard @ [IPS] #7%%RL. [Protections] Z#ZIRLET, MFRIMEAEEE>T [D-
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EmELET,
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Doufox CEEDI7IIAT7yFO- RSN 2R354 (CVE-2022-38621)

SmartDashboard @ [IPS] #7%#RL. [Protections] %#EIRLET, RRMEREEE>T
[Doufox Arbitrary File Upload (CVE-2022-38621)] 1REMLEEFIRL. (REMBEDRELREL
9,
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Jenkins Generic Webhook Trigger 731 YONEBIITA4T4 AV I173Y
(CVE-2021-21669)

SmartDashboard @ [IPS] #7%%#RL. [Protections] ZEIRLEYT, MRIEAEFEST
[Jenkins Generic Webhook Trigger Plugin External Entity Injection (CVE-2021-21669)] R
HREZIRL, REWEEDREERELIT,
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Marval MSM QUE-rA'6I-FEEITINBETEE (CVE-2022-31885)

SmartDashboard @ [IPS] #7%:&3RL. [Protections] %#&IRLET, MERIEREE(EST
[Marval MSM Remote Code Execution (CVE-2022-31885)] {RZEHLAEEIEL., (REMLEEDRTE
EiRELEY,
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SmartDashboard @ [IPS] #7%:#3RL. [Protections] ZEIRLET, MERIEEEE(EST
[WaimairenCMS Remote Code Execution (CVE-2022-30450)] {REMEBEHIEL. (REMBEDEY
EERELET,
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Open Web Analytics DIEHRIFEDAEFF M (CVE-2022-24637)

SmartDashboard @ [IPS] #7%%RL. [Protections] ZZEIRLEYT, MFRIEREZE(E>T [Open
Web Analytics Information Disclosure (CVE-2022-24637)] {REMEEEFIEL. (FEBBEDRTE
mELEY,
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SmartDashboard @ [IPS] #7%%3RL. [Protections] ZZIRLEY, MFIEAEEE>T [D-
Link DIR810LA1 Command Injection (CVE-2022-34974)] {REMEEZIRL., (REBAEDRELIR
ELET,
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CPAI-2022-0943
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SmartDashboard @ [IPS] #7%%RL. [Protections] %ZIRLEY, MFRIMEAELEE>T [D-
Link GO-RT-AC750 Command Injection (CVE-2022-37057)] {R#EHLEEEIREL. (FEMEEDRE
ERELET,
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Acrontum Filesystem-Template /ST —JOINY (Y I173Y
(CVE-2022-21186)

SmartDashboard @ [IPS] #7%%#iRL. [Protections] #BIRLET, BRFRMEAEEE>T
[Acrontum Filesystem-Template Package Command Injection (CVE-2022-21186)] {R&#&%4E
EIEL, REBREDORTEERELET,
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CVE-2021-22802

Schneider Electric IGSS M/\yJ7A—=/\-J0~- (CVE-2021-22802)

SmartDashboard @ [IPS] #7%:&RL. [Protections] #&IRLEY, MERIEREE(F ST
[Schneider Electric IGSS Buffer Overflow (CVE-2021-22802)] {REMAEEIEL., (REMAEDER
EaimELET,
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TOTOLINK X5000R @INY R >YJ1472/3> (CVE-2022-26213)

SmartDashboard @ [IPS] #7%:33RL. [Protections] #ZIRLET, MERIEAEEEST
[TOTOLINK X5000R Command Injection (CVE-2022-26213)] {REMLAELFIEL. [FEMAEDR
EEmELET,
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Schneider Electric IGSS TIEEDI7M1 A EIBRENBE551E (CVE-2021-22823)

SmartDashboard @ [IPS] #7%5&3IRL. [Protections] #EIRLET, BEEEE(FHT
[Schneider Electric IGSS Arbitrary File Deletion (CVE-2021-22823)] {REZEHLEEFIEL. 1REHL
BEDEREEIRELET,
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