Check Point

BOFTWARE TECHNOLOGIES LTD.

202248H29H

CPAI-2021-1185

CVE-2021-44529

Ivanti EPM 739 RY—CRAT7 FSATYAOI-RA1YI1I 3V DT
(CVE-2021-44529)

SmartDashboard @ [IPS] #7%:&RL. [Protections] %&IRLET ., RFHLAEXF>T [Ivanti
EPM Cloud Services Appliance Code Injection (CVE-2021-44529)] {REHLEEFIEL. 1RELAE
NHREZEMmELET,

202248 H30H

CPAI-2021-1233

CVE-2021-31932

Nokia BTS TRS Web VY=V OFRIEN E#ESN B 5514 (CVE-2021-31932)

SmartDashboard @ [IPS] #7%:#RL. [Protections] #:EIRLET, RZRMEAEZF>T [Nokia
BTS TRS Web Console Authentication Bypass (CVE-2021-31932)] {REHLEEZIEL. (REMEED
REEMELET,

202248 H30H

CPAI-2022-0516

CVE-2022-31656

VMWare Workspace One Access TRl EIE SN 3 /5514 (CVE-2022-31656)

SmartDashboard @ [IPS] #7%:&3RL. [Protections] %#:EIRLEY, RFRHEAERFHT
[VMWare Workspace One Access Authentication Bypass (CVE-2022-31656)] {RE#BEZIR
L. REMREDREERELET,

2022%F9A1H

CPAI-2022-0536

CVE-2022-27255

Realtek eCos DAF Y\ I7A—/\-TJ0O- (CVE-2022-27255)

SmartDashboard @ [IPS] #7%3&3RL. [Protections] #&IRLET, MERIEREE(E ST
[Realtek eCos Stack Buffer Overflow (CVE-2022-27255)] {REMBEEIEL., REMEEDR TR
wmELET,

2022F9H4H

CPAI-2021-1271

CVE-2021-4119

BookStackApp BookStack OAIERT ATV O-)L (CVE-2021-4119)

SmartDashboard @ [IPS] #7%3&IRL. [Protections] ZEIRLET, RFERELFEHT
[BookStackApp BookStack Improper Access Control (CVE-2021-4119)] {REMEEERIRL. R
EEREDREERELET,

202268 6H

CPAI-2022-0297

CVE-2022-26134

Atlassian Confluence OUE-r15I1-FE2EITENBHETME (CVE-2022-26134)

SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLEY, MEREREE(FE ST
[Atlassian Confluence Remote Code Execution (CVE-2022-26134)] {REMRERIEL. (RiEH:
BEDEREEIRELET,

2022497 18H

CPAI-2022-0600

CVE-2022-3180

WordPress WPGateway 571V CHRAEN FA& SN B /E5514 (CVE-2022-3180)

SmartDashboard @ [IPS] 77%3&RL. [Protections] ZEIRLET, RFTRMERELEHT
[WordPress WPGateway Plugin Privilege Escalation (CVE-2022-3180)] {R#EHLEELIEL. 1£#
BREDR EERELET,

202249F18H

CPAI-2022-0579

CVE-2022-27593

QNAP NAS Photo Station IEEDI 7N ESIAENZHETFME (CVE-2022-27593)

SmartDashboard @ [IPS] #7%%RL. [Protections] ZZIRLEY, MFRMLAEEE T
[QNAP NAS Photo Station Arbitrary File Write (CVE-2022-27593)] {REM&AEXIRL. 1R EN
REDIREERELTT,

2022%9H20H

CPAI-2022-0556

CVE-2022-33318

ICONICS GENESIS64 OUE-rI51-FEETENBHE5514 (CVE-2022-33318)

SmartDashboard @ [IPS] #7%5&IRL. [Protections] #&EIRLET, MBREREE(FEST
[ICONICS GENESIS64 Remote Code Execution (CVE-2022—33318)] (REMBEZIEL., RIEK
BEDEREEmRELET,

2022F9R21H

CPAI-2022-0605

CVE-2022-34721

Microsoft Windows 1 Y5 —%y h—3TYE- M6 I-FEETSNBHEHMHE
(CVE-2022-34721)

SmartDashboard @ [IPS] #7%%RL. [Protections] ZEIRLEYT, MRIEREFEST
[Microsoft Windows Internet Key Exchange Remote Code Execution (CVE-2022-34721)] &
EHEEEIREL. REMROREEZRELTI,

2022410828

CPAI-2019-2665

CVE-2019-17662

Cybelsoft ThinVNC O7 (L7 kU—=r5/8-H)1 (CVE-2019-17662)

SmartDashboard @ [IPS] 77%:&RL. [Protections] ZFEIRLET, IRREREZEST
[Cybelsoft ThinVNC Directory Traversal (CVE-2019-17662)] {REMEHEZIEL., IREMLBEDRTE
ERELET,
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202241028

CPAI-2021-1279

CVE-2021-34746

Cisco NFVIS OARIELRTIEAIY ~O-Jb (CVE-2021-34746)

SmartDashboard @ [IPS] #7%:&IRL. [Protections] #EIRLET, RRMEAEZE(F>T [Cisco
NFVIS Improper Access Control (CVE-2021-34746)] {REHEEZIRL. REMEEDRELZREL
ESE

2022F10A6H

CPAI-2020-3590

CVE-2020-9757

Craft CMS ®IVYRA1YI193Y (CVE-2020-9757)

SmartDashboard @ [IPS] #7%:&IRL. [Protections] #&IRLET, MERMEEAEEF>T [Craft
CMS Command Injection (CVE-2020-9757)] {REMREEIRL. REWEDREERELTT,

2022108 12H

CPAI-2018-2127

CVE-2018-8096

Datalust Seq TFRAEN'EEE SN B /5514 (CVE-2018-8096)

SmartDashboard @ [IPS] #7%#RL. [Protections] #EIRLET, RRMEREEE>T
[Datalust Seq Authentication Bypass (CVE-2018-8096)] {REMAEFIRL. (REMAEDRTES
mELEY,

2022108 16H

CPAI-2022-0507

CVE-2018-5445

CVE-2022-26352

dotCMS TEEDOI7MIATYTO-Fan 2551
(CVE-2022-26352; CVE-2018-5445)

SmartDashboard @ [IPS] #7%#RL. [Protections] %#EIRLET, RRMEREEEST
[dotCMS Arbitrary File Upload (CVE-2022-26352; CVE-2018-5445)] {REMEEEZIRL. 1REM
BEDREERELET,

20224%E10R18H

CPAI-2020-3589

CVE-2020-35846

Agentejo Cockpit @ NoSQL 1¥IJ17¥3Y (CVE-2020-35846)

SmartDashboard @ [IPS] #7%:#IRL. [Protections] ZEIRLET, MERIEEEE(EST
[Agentejo Cockpit NoSQL Injection (CVE-2020-35846)] {REHLEEZIEL. REMLEEDREE
wmELET,

2022%E10A18H

CPAI-2022-0703

CVE-2022-42889

Apache Commons Text TUE-F5I-FEERTINBHE5514 (CVE-2022-42889)

SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLEY, MEREREE(FE ST
[Apache Commons Text Remote Code Execution (CVE-2022-42889)] {R#EHLEELIEL. 1£#
BEREDER EAIRELET,

2022E10H20H

CPAI-2022-0716

CVE-2022-1660

KeySight N6854A 5&U N6841A RF LYY -DERETHVNT Y T7I310-3Y
(CVE-2022-1660)

SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLEY, MEREAEE(FE ST
[KeySight N6854A and N6841A RF Sensor Insecure Deserialization (CVE-2022-1660)] {R:#
HERERIEL., (REMEEDREERELET,

2022%10R20H

CPAI-2022-0717

CVE-2022-0169

WordPress BEFXvIU-F3510 SQLAYI1T3Y (CVE-2022-0169)

SmartDashboard @ [IPS] #7%%RL. [Protections] ZZIRLEY, MFRMLAEEE T
[WordPress Photo Gallery Plugin SQL Injection (CVE-2022-0169)] {RE&HEEZIRL . {REHLEE
DR EZEmELET,

20224E10A23H

CPAI-2022-0617

CVE-2022-35405

Zoho DEHEZTYE-MSI-FEEITEINBHETIE (CVE-2022-35405)

SmartDashboard @ [IPS] #7%:&IRL. [Protections] #&IRLET, MRMAEZE(F>T [Zoho
Multiple Products Remote Code Execution (CVE-2022-35405)] {REZEMLEEZIRL. (FEHLEEDER
EERELET,

20224E10R24H

CPAI-2017-1530

CVE-2017-14803

NetlQ Access Manager O7T 1L ~U F5/\-H )L (CVE-2017-14803)

SmartDashboard @ [IPS] #7%:&3RL. [Protections] %#&IRLET, RFTHEAEEFH>T [NetlQ
Access Manager Directory Traversal (CVE-2017-14803)] {R#EMEEZIREL. REMEEDRELR
ELET,

2022%E10H27H

CPAI-2022-0732

CVE-2022-22930

MCMS TV FL-FEBETUE-M'BI-FERITINBMEIE M (CVE-2022-22930)

SmartDashboard @ [IPS] #7%3&IRL. [Protections] ZEIRLET, RFEAELFEHT
[MCMS Template Management Remote Code Execution (CVE-2022-22930)] {REMEAELIE
L. REMBEDR EZRELET,
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