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CPAI-2022-0361

CVE-2022-30202

Microsoft Windows ALPC (& E#O-A)L FOY-IvREUHL) O
HEDNFRSNBHETS 1 (CVE-2022-30202)

SmartDashboard

O [IPS] #7%:ERL. [Protections] ZEIRLET, iRFMEAEZEST [Microsoft Windows
Advanced Local Procedure Call Elevation of Privilege (CVE-2022-

30202)] fREMEEERL, REBEDREERELZT,

ot
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CPAI-2022-0399

CVE-2022-34219

Adobe Acrobat $&U Reader DFEKEXTUFIFAORMESE M
(APSB22-32: CVE-2022-34219)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZEIRLET, mFREHEEXFE>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34219)] {REMMAEZIRL. REWEEDHREERELEXT,

ot

202247R 128

CPAI-2022-0383

CVE-2022-34236

Adobe Acrobat LU Reader DFEIHADATYSIE (APSB22-32: CVE-2022-34236)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZEIRLET, 1EFREHEEXFE>T [Adobe Acrobat and
Reader Out-of-bounds Read (APSB22-32: CVE-2022-

34236)] (REMWAEZIRL. REWEEDHREERELEXT,

ot
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CPAI-2022-0360

CVE-2022-30220

Microsoft Windows A RL—-JD4SHER B SN B HE55 14 (CVE-2022-30220)

SmartDashboard

@ [IPS] 57%&EIRL. [Protections] ZEIRLET, 1EFEMAEZEE>T [Microsoft Windows
Storage Elevation of Privilege (CVE-2022-

30220)] {REMAEEIRL. REMBEDRELRELIT,

oot
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CPAI-2022-0398

CVE-2022-34222

Adobe Acrobat $&U' Reader DIEIIADXEY SR (APSB22-32: CVE-2022-34222)

SmartDashboard

@ [IPS] #7%2#IRL. [Protections] ZFEIRLET, 1EFEHEELFE>T [Adobe Acrobat and
Reader Out-of-bounds Read (APSB22-32: CVE-2022-

34222)] IREMREZIRL. REMBEDREERELET,

ot
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CPAI-2022-0382

CVE-2022-34220

Adobe Acrobat $&U Reader DFERIEATYFI ORI
(APSB22-32: CVE-2022-34220)

SmartDashboard

@ [IPS] 57%#IRL. [Protections] ZFEIRLET, 1= MEAE%{E>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34220)] fREMAEZIRL. REMEEDRTEERELET,

oot
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CPAI-2022-0397

CVE-2022-34221

Adobe Acrobat $&U Reader DEIDELYEZ DEFHIE
(APSB22-32: CVE-2022-34221)

SmartDashboard

® [IPS] #7%:ERL. [Protections] ZEIRLET, iRFMEAREZE>T [Adobe Acrobat and
Reader Access of Resource Using Incompatible Type (APSB22-32: CVE-2022-

34221)] REMBEERL. REREOREERELZT,

ot
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CPAI-2022-0381

CVE-2022-34223

Adobe Acrobat $&U Reader DFERIEATYF ORI
(APSB22-32: CVE-2022-34223)

SmartDashboard

@ [IPS] 57%&#IRL. [Protections] ZFEIRLET, 18 MEAE%{E>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34223)] REMAEZIRL. REMEDRTELRELET,

oot
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CPAI-2022-0396

CVE-2022-34234

Adobe Acrobat $&U Reader DfRIEATYF OIS
(APSB22-32: CVE-2022-34234)

SmartDashboard

@ [IPS] #7%2#IRL. [Protections] ZFEIRLET, EFEHEEZE>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34234)] IREMREZIRL. REWBEDREERELEXT,

oot
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CPAI-2022-0380

CVE-2022-34217

Adobe Acrobat $&U Reader DFEFBAAXTUADEEHL
(APSB22-32: CVE-2022-34217)

SmartDashboard

@ [IPS] 7%ZEIRL. [Protections] ZFEIRLET, 8 MEELFE>T [Adobe Acrobat and
Reader Out-of-bounds Write (APSB22-32: CVE-2022-

34217)] {REMREZIRL. REWEEDREERELEXT,
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CVE-2022-34230

Adobe Acrobat $&U Reader DR XTUF B ORI
(APSB22-32: CVE-2022-34230)

SmartDashboard

@ [IPS] 57%ZBIRL. [Protections] ZFEIRLET, BFRMEELE>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34230)] REMAEEIEL, REBREORTERELET,
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CPAI-2022-0379

CVE-2022-34237

Adobe Acrobat $&U Reader DRI ATYF ORI
(APSB22-32: CVE-2022-34237)

SmartDashboard

@ [IPS] 57%&EIRL. [Protections] ZFEIRLET, 18R MEAE%{E>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34237)] REMAEEZIRL. REMEEDRTEERELET,
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CVE-2022-34233

Adobe Acrobat $&U Reader DFERIEATYFI ORI
(APSB22-32: CVE-2022-34233)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZFEIRLET, 18R MEAE%{E>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34233)] REMAEEIEL, REBREDRTERELET,
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CVE-2022-34216

Adobe Acrobat $&U Reader DFEMEXTUFIFHORMIEME
(APSB22-32: CVE-2022-34216)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZEIRLET, 1EFEHEEXE>T [Adobe Acrobat and
Reader Use After Free (APSB22-32: CVE-2022-

34216)] REMWAEZIRL. REWEEDREERELEXT,

oot
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CPAI-2022-0324

CVE-2022-31460

Owl Labs Meeting Owl OFREEN[EB SN B HES5 14 (CVE-2022-31460)

SmartDashboard @ [IPS] #7%3%#IRL. [Protections] #REIRLEY, RFHkAEZEE>T [Owl
Labs Meeting Owl Authentication Bypass (CVE-2022-
31460)] REMBEEERL. REBEDREERELZT,
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CPAI-2017-1304

CVE-2017-5030

Google Chrome 7574 V8 DAEVARIEDAESSE (CVE-2017-5030)

SmartDashboard

@ [IPS] #7%#IRL. [Protections] ZHEIRLET, MZEHEEEEFE>T [Google Chrome
Browser V8 Memory Corruption (CVE-2017-

5030)] fREMREEIRL. REBEORELRELIT,
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CPAI-2022-0357

CVE-2022-27924

Zimbra Collaboration @ CRLF 1>J173> (CVE-2022-27924)

SmartDashboard
@ [IPS] #7%FIRL. [Protections] ZFEIRLET, HFEHEEEEE>T [Zimbra Collaboration

CRLF Injection (CVE-2022-27924)] {REMEEZIRL. REMBEDRELRELIT,

it
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CPAI-2022-0339

CVE-2022-23642

Sourcegraph @INY FAYI193Y (CVE-2022-23642)

SmartDashboard
@ [IPS] 57%&EIRL. [Protections] ZFEIRLET, 1@F=MEAEZ{E>T [Sourcegraph
Command Injection (CVE-2022-23642)] {REMAEZIRL., (REMEEDR EERELET,
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CVE-2021-41403

FlatCore CMS QY =\t 1 ROYIIARIA-ITY (CVE-2021-41403)

SmartDashboard
O [IPS] #7%3&ER L. [Protections] #&EIRLEY, BFEIEREH{F>T [FlatCore CMS Server-

Side Request Forgery (CVE-2021-41403)] {REMRELIRL. REMWEDRTEERELTT,
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CVE-2020-4280

IBM QRadar SIEM &2 THRW\NTYUT7I1 -3V (CVE-2020-4280)

SmartDashboard @ [IPS] #7%:&IRL. [Protections] #EIRLET, REMAEZE(F>T [IBM
QRadar SIEM Insecure Deserialization (CVE-2020-
4280)] 1REMEELIREL. REREDRTELRELZT,
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