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Tt

202245248

CPAI-2021-1175

CVE-2021-1789

Apple DEHERCHKREINEROEYEZR (CVE-2021-1789)

SmartDashboard @ [IPS] #7%%3RL. [Protections] #ZIRLET, MFRMEAELEE>T [Apple
Multiple Products Type Confusion (CVE-2021-
1789)] REWEEERL. REKEDRELERELIT,

2022458 24H

CPAI-2021-1174

CVE-2021-27852

Checkbox Survey OUE-F51-FER1TEINBHETFME (CVE-2021-27852)

SmartDashboard
@ [IPS] #7%2#IRL. [Protections] ZHEIRLEY, REMEAEEE>T [Checkbox Survey
Remote Code Execution (CVE-2021-27852)] {REMBEZIRL., (REMEEDREERELET,

it

2022458248

CPAI-2022-0211

CVE-2022-27226

IRZ Mobile JL=9DYE-rA5I-FEEITEN S5 (CVE-2022-27226)

SmartDashboard @ [IPS] #7%:&IRL. [Protections] #EIRLET, REMEFEEF>T [IRZ
Mobile Router Remote Code Execution (CVE-2022-
27226)] 1REMEETIRL. REMBEDEREERELET,

it

2022458 26H

CPAI-2018-1803

CVE-2018-17553

Naviwebs Navigate CMS DT /L7 U ;5\-H)l (CVE-2018-17553)

SmartDashboard
@ [IPS] #7%#IRL. [Protections] ZHIRLEY, R MEAEEFE>T [Naviwebs Navigate
CMS Directory Traversal (CVE-2018-17553)] {REMBEZIRL. (REMEEDREERELET,

2022458290

CPAI-2022-0278

CVE-2022-22972

VMware OFREEH A8 SN B RETME (CVE-2022-22972)

SmartDashboard
@ [IPS] #7%F#IRL. [Protections] ZEINLET, MFTREBEEF T [VMware
Authentication Bypass (CVE-2022-22972)] {RFEMEEZIRL., RERBEDREERELET,

2022458 29H

CPAI-2022-0247

CVE-2022-20777

Cisco NFVIS OASE YR T 7 A% (CVE-2022-20777)

SmartDashboard @ [IPS] #7%:&3RL. [Protections] #&IRLET, EREMEEAEEF>T [Cisco
NFVIS Improper Access Control (CVE-2022-
20777)] {REMLEEFIRL. REREDRTEERELEZT,

it

2022458308

CPAI-2021-1186

CVE-2021-25094

WordPress Tatsu 7371V OUE-t5I1-F2ETENBHE5514E (CVE-2021-25094)

SmartDashboard
@ [IPS] #7%:&EIRL. [Protections] ZZEIRLEY, EFRE%E>T [WordPress Tatsu Plugin
Remote Code Execution (CVE-2021-25094)] 1REMAEZIEL. REMKBEEDRELRELET,

it

2022458 30H

CPAI-2013-3793

CVE-2013-4710

Google Android OY—FZXIEF (DoS) IE (CVE-2013-4710)

SmartDashboard
® [IPS] #7%EIRL. [Protections] ZZEIRLET, 1@FMEAEZE>T [Google Android Denial
Of Service (CVE-2013-4710)] {REMEEZIRL. REMEEDRELRELET,

2022458308

CPAI-2022-0256

CVE-2022-30453

ShopWind QUE-M'GI-FEETEINBAETHIE (CVE-2022-30453)

SmartDashboard
@ [IPS] #7%2IRL. [Protections] ZRIRLEY, iR IEAE%EE>T [ShopWind Remote
Code Execution (CVE-2022-30453)] {REEMEELIRL. REMEDEREERELET,

2022454308

CPAI-2020-3467

CVE-2020-19213

Piwigo @ SQL 13173 (CVE-2020-19213)

SmartDashboard
@ [IPS] 57%&EIRL. [Protections] ZFEIRLET, @FEMEAEZE>T [Piwigo SQL Injection
(CVE-2020-19213)] {REEMEREZIRL. REMBEDHREEMELET,
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Check Point
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2022%5H30H

CPAI-2022-0248

CVE-2022-0773

WordPress Documentor F371>® SQL 1>IJ193> (CVE-2022-0773)

SmartDashboard

@ [IPS] #7%:&EIRL. [Protections] ZEIRLEY, MFEHEAEZEE>T [WordPress
Documentor Plugin SQL Injection (CVE-2022-

0773)] REEMREEIRL. REWBEDOREERELIT,

it

202245R30H

CPAI-2022-0232

BHO WebY M FTHRENTY-ERIET (DoS) B

SmartDashboard
@ [IPS] #7%#RL. [Protections] ZFEIRLET, RFEHAEZEFEST [Multiple Websites
Distributed Denial of Service] {REMAEFIEL. FEBEDRTLRELET,

ot

20224%5R31H

CPAI-2022-0260

Oracle E-Business D1&ERI{A L)

SmartDashboard
@ [IPS] #7%3IRL. [Protections] %3IRLET, MFEMEAEH{E>T [Oracle E-Business
Information Disclosure] {REMEBEZIEL., REMKEEDRTEERELET,

202268 1H

CPAI-2022-0283

CVE-2022-30190

Microsoft Hik— 2 ETY—)L (MSDT) OUE-rASI-REEITESNBAETF
(CVE-2022-30190)

SmartDashboard

@ [IPS] #7%:&EIRL. [Protections] ZEIRLEY, RFHEEARE%E>T [Microsoft Support
Diagnostic Tool Remote Code Execution (CVE-2022-

30190)] fREMAEZIRL. REMEEDHREERELEXT,

ot

20226 A7H

CPAI-2022-0258

CVE-2022-28108

Selenium Grid ®J0AYA YT ARTA-I 1Y (CVE-2022-28108)

SmartDashboard
O [IPS] #7%3IRL. [Protections] #3IRLET, MFBEMAEEE>T [Selenium Grid Cross-
Site Request Forgery (CVE-2022-28108)] {REMEEZIEL. IREMEEDRELRELET,

2022%6A7H

CPAI-2017-1239

CVE-2017-18362

ConnectWise Managed|TSync @ SQL 1> J19<3> (CVE-2017-18362)

SmartDashboard

@ [IPS] #7%:&IRL. [Protections] ZEIRLEY, RFRHEEAE%E>T [ConnectWise
ManagedITSync SQL Injection (CVE-2017-

18362)] {RIEMAELIRL. REMBDRTELRELET,

20226 A 7H

CPAI-2021-1188

CVE-2021-43503

Laravel DUE-tAGI-FEEITINBREFFE (CVE-2021-43503)

SmartDashboard
O [IPS] #7%3IRL. [Protections] %ZIRLET, MFEHEAEEE>T [Laravel Remote Code
Execution (CVE-2021-43503)] {REEMAELIEL., REBREDRELRELET,

2022%4A5H

CPAI-2022-0067

CVE-2022-24112

Apache APISIX DUE-FGI-FERITENB/E551E (CVE-2022-24112)

SmartDashboard
@ [IPS] #7%&#IRL. [Protections] ZFEIRLET, @R MAEZE>T [Apache APISIX Remote
Code Execution (CVE-2022-24112)] {REMEELIRL. REMEDEREERELET,

ot

202268 13H

CPAI-2019-2541

CVE-2019-18426

WhatsApp Desktop ®YOAYA MRV UTT47 (CVE-2019-18426)

SmartDashboard
® [IPS] #7%:&EIRL. [Protections] ZEIRLEY, 1EF=HAE%E>T [WhatsApp Desktop
Cross Site Scripting (CVE-2019-18426)] {REMAEZIRL., REMEDREERELZT,

202268 13H

CPAI-2022-0279

CVE-2022-24706

Apache CouchDB OUE-r51-F%EEITIN5AE55 M (CVE-2022-24706)

SmartDashboard
@ [IPS] #7%2IRL. [Protections] ZRIRLEY, & FRiEEXE>T [Apache CouchDB
Remote Code Execution (CVE-2022-24706)] 1REMAELIEL., REMKEEDRELRELET,

©2022 Check Point Software Technologies Ltd. All rights reserved.



https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0248.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0773
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0232.html
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0260.html
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0283.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30190
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0258.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28108
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2017-1239.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-18362
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2021-1188.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-43503
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0067.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-24112
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2019-2541.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-18426
https://advisories.checkpoint.com/defense/advisories/public/2022/cpai-2022-0279.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-24706

