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20214%8H2H

CPAI-2021-0389

CVE-2021-22911

Rocket.Chat @ NoSQL 1YJ17¥3Y (CVE-2021-22911)

SmartDashboard
@ [IPS] #7%EIRL. [Protections] ZBIRLEY, MFEHLAEEEF>T [Rocket.Chat NoSQL
injection (CVE-2021-22911)] {REMEEZIEL., REMKIEDRTEERELET,

202148H2H

CPAI-2021-0425

CVE-2021-30461

VolPmonitor DUE-r51-FEEITENBMETME (CVE-2021-30461)

SmartDashboard
M [IPS] #7%34RL. [Protections] %3IRLET, FTEEAEEE>T [VolPmonitor Remote
Code Execution (CVE-2021-30461)] {REEMEEZIRL., (REMEEDERELRELET,

20214%8H3H

CPAI-2021-0488

CVE-2021-30000

Latrix Project @ SQL 4 >¥17</3> (CVE-2021-30000)

SmartDashboard @ [IPS] #7%5%3RL. [Protections] Z:&EIRLFET, MZBMAEH(F>T [Latrix
Project SQL Injection (CVE-2021-30000)] fREMREZIEL., REMBEDR EERELET,

202148A5H

CPAI-2021-0464

CVE-2021-34074

Pandora FMS OIEEDI 71 IVH Ty FO-RENB /5514 (CVE-2021-34074)

SmartDashboard
@ [IPS] 57%:#EIRL. [Protections] ZEIRLET, &A% E>T [Pandora FMS Arbitrary
File Upload (CVE-2021-34074)] {REMEEZIRL. REMKEDRELRELET,

202148 10H

CPAI-2021-0493

CVE-2021-26432

Microsoft Windows Services for NFS ONCRPC XDR
FIARDOYUE-IEI-FEERITENBHEF5M (CVE-2021-26432)

SmartDashboard

@ [IPS] 57%#IRL. [Protections] ZFEIRLET, @R MEAEZEE>T [Microsoft Windows
Services for NFS ONCRPC XDR Driver Remote Code Execution (CVE-2021-

26432)] IREMAEZIRL. REWEDREERELXT,

202148H10H

CPAI-2021-0491

CVE-2021-34535

Microsoft UE—k FAT b~y T 347V OUE-5I-FERITENB TS
(CVE-2021-34535)

SmartDashboard

@ [IPS] 57%&#EIRL. [Protections] ZEIRLEY, &R HFEZEE>T [Microsoft Remote
Desktop Client Remote Code Execution (CVE-2021-

34535)] {REMEEEIRL. REMBEDRELRELIT,

202148 10H

CPAI-2021-0490

CVE-2021-34480

Microsoft ZZUTk IV IVOATUNEIES BRE551E (CVE-2021-34480)

SmartDashboard
@ [IPS] 57%#IRL. [Protections] ZFEIRLET, @R MEAEZEE>T [Microsoft Scripting
Engine Memory Corruption (CVE-2021-34480)] {REMAEZIRL. REWREDZRTEZRELTT,

202148A11H

CPAI-2019-2469

CVE-2019-13025

Compal ConnectBox QUE-IA'GI-FERITENB A5 (CVE-2019-13025)

SmartDashboard
® [IPS] #7%&EIRL. [Protections] ZZEIRLET, 1@FMAEZE>T [Compal ConnectBox
Remote Code Execution (CVE-2019-13025))] {REMEEZIREL. (REMEEDRELRELET,

202148H23H

CPAI-2021-0516

CVE-2021-32930

Advantech iView runProViewUpgrade ®IYYF 43 173> (CVE-2021-32930)

SmartDashboard

® [IPS] #7%ERL. [Protections] ZERLET, FMEEEE>T [Advantech iView
runProViewUpgrade Command Injection (CVE-2021-

32930)] REMBEERL. REREOREERELZT,

202148 A 23H

CPAI-2021-0497

CVE-2021-20090
CVE-2021-20091

Buffalo JL=9DT 1L ) RS- (CVE-2021-20090; CVE-2021-20091)

SmartDashboard
@ [IPS] #7%IRL. [Protections] ZRIRLET, MFTMEBEEE>T [Buffalo Routers
Directory Traversal (CVE-2021-20090)] {REEHREXIRL., REBREDRELRELET,
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SmartDashboard
£ 202158 A31H CPAI-2021-0537 CVE-2021-35394 Realtek Jungle SDK @IV 12J15/3Y (CVE-2021-35394) @ [IPS] 57%#FRL. [Protections] ZEIRLET, 1R FEMAEZFE>T [Realtek Jungle SDK
Command Injection (CVE-2021-35394)] fREMAEZIRL. REMEEDR ELRELET,
CVE-2021-35392 Realtek J le SDK 0/t T7 F—=700 SmartDashboard
ealtek Jungle V)T A—=I\— - \
g2 202148A31H CPAI-2021-0538 CVE-2021-35393 (CVE-2021 25392. CVE-2021-35393; CVE-2021-35395) ® [IPS] 57%RL. [Protections] Z@IRLET, IRFMEAEEE[E ST [Realtek Jungle SDK
CVE-2021-35395 ' ' Buffer Overflow (CVE-2021-35392)] {REMEAEZIRL., REMBEDREERELET,
SmartDashboard
Ra 20214£8H31H CPAI-2021-0531 CVE-2021-32305 WebSVN QOUE-FGI-FEETSN 2551 (CVE-2021-32305) O [IPS] #7%#IRL. [Protections] ZRINLEY, MRMEAEEE>T [WebSVN Remote Code
Execution (CVE-2021-32305)] {REMAEFIEL. REREDRELRELZT,
SmartDashboard
22 20214%9H5H CPAI-2021-0548 CVE-2021-26084 Atlassian Confluence DUE-rA'5I1-FERTINB 5514 (CVE-2021-26084) @ [IPS] #7%ZIRL. [Protections] ZBRIRLET, MFTHEBEEE>T [Atlassian Confluence
Remote Code Execution (CVE-2021-26084)] {REMAELIEL. REMEEDR ELRELET,
. _ SmartDashboard @ [IPS] #7%&R L. [Protections] #ZEIRLFET, MEHEEZE(FEH>T [Bludit
B2 2021498 9H CPAI-2020-3392 CVE-2020-18879 Bludit ®YVE-rA5I-FEEITENB A5 (CVE-2020-18879 _ - e
= F uel I BSIIE ( ) Remote Code Execution (CVE-2020-18879)] {REI4AEA 1R, (REMADB FEIFELET,
SmartDashboard
. N O [IPS] #7%5%4RL. [Protecti TERIRLET, RRMEEEZF>T [Advantech R-SeeNet
22 | 202148H26H | CPAI-2021-0536 CVE-2021-21805 Advantech R-SeeNet ping.php ®IYY R YJ173Y (CVE-2021-21805) ) LIPS] YT&BRL.  [Protections] %t BRRMBEERFST [Advantech R-SeeNe
ping.php Command Injection (CVE-2021-
21805)] REMBEZIRL. REMEEDREERELET,
SmartDashboard
g2s 2021469898 CPAI2021-0554 CVE-2021-40444 Microsoft Internet Explorer ® MSHTML QUE-r51-RFEEITEN 551 @ [IPS] 57%#RL. [Protections] ?E?Rbi?o 1R FRMEBEZ(F>T [Microsoft Internet
(CVE-2021-40444) Explorer MSHTML Remote Code Execution (CVE-2021-
40444)] REMEETIRL. REREORTERELET,
SmartDashboard
52 20214698218 CPAI2021.0684 CVE-2021.38647 Microsoft Open Management Infrastructure OUE-rP5I-F2ETENZHE55M [0 [IPS] 97%®EIRL. [Protections] Ei%?ﬁbi?o RREBEEE>T [Microsoft Open
(CVE-2021-38647) Management Infrastructure Remote Code Execution (CVE-2021-
38647)] REMEETIEL, REREEDRELRELET,
SmartDashboard
H SHAS — S _RNAEs= 22/ ' £ as H es Lk B
g2s 2021469822 1 CPAI2018-1755 CVE-2018.12426 WordPress Live Chat Support Pro 7371V 0OUE-t51-FERITSN 2554 o [Ips] ’5’7&1&%& [Protections] &J%?Rbiﬁ'o 1% %R MEBEZF>T [WordPress Live Chat
(CVE-2018-12426) Support Pro Plugin Remote Code Execution (CVE-2018-
12426)] REMRELIRL, RERBEDRELRELTT,
SmartDashboard @ [IPS] #7%3&IRL. [Protections] #&EIRLFT, A= (FE>T [D-
R 202149 26H CPAI-2021-0711 CVE-2021-39510 D-Link DIR-816 ®IYY K 1YJ15¥3Y (CVE-2021-39510) Link DIR-816 Command Injection (CVE-2021-

39510)] fREMBEERL. REREDREERELZT,

©2021 Check Point Software Technologies Ltd. All rights reserved.




