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View mode: | Advanced - |
ke Routing Manitor - Snapshot Management

= & User Management
M ew Revert Delete Export 2]

& Change My Password

& Uszers Mame Description
& Roles

& Password Palicy
& Authentication Servers

& System Groups
®8 GUI Clients
= {2 High Availability

Statistics
(O VRRP |

Creation of an additional image will reguire 15.9445
Q Advanced VRAP Amount of space available for images is 313.24G
Q Cluster

= }‘ Mairtenance

f‘ License Status
A Hardware Health M Free

f' Snapshot Management




AF v T3y RCLI

>add snapshot snaplZ20718 desc snapl20718

>show snapshots

>set snapshot export snaplZ20718
path /var/log/ name snapl20718

>show snapshots
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Gaia SecurePlatform

Check Point Appliances LVM LVM

Open Servers LVM /var/CPsnapshot/snapshots/
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live-machine> backup

ftp - Store the files on ftp server
local - Store the files locally

SCp - Store the files on scp server
tftp - Store the files on tftp server

live-machine> backup local
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live-machine> show backups

Backups location: /var/log/CPbackup/backups

backup live-machine 11 Feb 2019 1o 37.tgz Mon, Feb
11, 2019 343.11 MB
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 live-machine> restore backup local backup live-
machine 11 Feb 2019 16 37.tgz

e live—-machine> show restore status
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« AT 4 T DOIRAT
HostName> save configuration <filename>

e 77 AILDLLT 7 F IV ITRAT

/home/<username> folder

s AV T4 Fal—2arOa—FIZIEUTZER
HostName> set clienv on-failure contilnue
HostName> load configuration <filename>
HostName> set clienv on-failure stop

HostName> save config



INY DTy T EDRY—I)L

BITY—IL

CHECK



IR AY MY —DOBITY—IL

A= RS I, 0S, Frvud - RA4Y bDR— 3 VISIRELY
L\, I RXRTOEFT2) T4 BHEHRTE

. “Advanced upgrade”FJED —Ef
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#SFWDIR/bin/upgrade tools/migrate --help
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# SFWDIR/bin/upgrade tools/migrate export MGMT.tgz

You are required to close all clients to Security
Management Server

or execute 'cpstop' before the Export operation
begins.

Do you want to continue? (y/n) [n]? vy
Copying required files...

Compressing files...

The operation completed successfully.

Location of archive with exported database:
/home/scp/MGMT. tgz
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# SFWDIR/bin/upgrade tools/migrate import MGMT.tgz

The 1mport operation will eventually stop all
Check Point services (cpstop).

Do you want to continue? (y/n) [n]? vy
Extracting the database...
Stopping all Check Point services (cpstop)...

. ... XU T, cpstop HENME & ke
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T7ANDA R —F. ..
The 1mport operation completed successfully.

Do you wish to start Check Point services? (y/n)
[y]?

- CPM NN T 2 F THE HERAE

# SFWDIR/scripts/cpm status.sh

Check Point Security Management Server 1s during
initialization

Check Point Security Management Server 1S running
and ready
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i UPGRADE REPORT

16-Jan-2020  Last Update 09:14 = Machine Name atl-prd-swp1c | Machine Type Multi-Domain Server = Upgrade R80.20 .--» R80.40

~s more

v

Upgrade Succeeded

20 domains upgraded successfully

- @ Export Details

& Preparing The System

> @ Export Management Database Start Time 16-an-2020 02:11:37  End Time 16-Jan-2020 02:30:03  Duration 18 min.

~ @ Import Details

& Preparing The System

~ @ Import Management Database Start Time 16-Jan-2020 03:06:19  End Time 16-Jan-2020 09:14:23  Duration 6 h.

@ Initializing 1 min 16 sec.
+ @ Check Point Data 35 min.
+ & Global 9 min.
» @ NAD_Curl 16 min.
» @ LAD 14 min.

+ @ Dom_London_127

+ @ China_3 18 min.
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- SMDS FWDIR/scripts/migrate_server export
- SMDS_FWDIR/scripts/migrate_server import

- K USEMTIESR(E. sk135172 & sk163814 # SR
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. |Snapshot  |Backup |OS config

Required time  30-60 min 5-30 min Seconds It depends
Size of file, GW  5-100 GB It depends Few KB N/A

Size of file, 5-100 GB 5-100 GB Few KB It depends
MGMT

OS config? Yes Yes Yes No

Products Yes Yes No Yes

config?

Has binaries? Yes No No No

Has logs & No!!l No No -| for logs,
indexes? -x for logs and

indexes
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. |snapshot  |Backup [0S Conflg

Built-in R81 and up only Yes

Scheduling?

Restore on Yes No Conditionally Use target
different SW yes version, no
version? downgrade
Log off No R7x — No No Yes
SmartConsole? R80.x - Yes

cpstop? No No No Yes

Reboot when No No No No

taking?
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. ¥ Ek 1T - — R VSX, EndPoint, SmartEvent

sk100395:How to back up and restore VSX gw
sk101333:How to backup the endpoint security server database

sk33810:How to backu

p abd restore SmartEvent
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https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk100395

EndPoint Management Server M/\y 7 7 v 7

- Endpoint Security Deployment Packagesl&. 5l a< > KA
Z2TY

- Windows
SFWDIR%\bin\upgrade tools> migrate.exe export --
include-uepm-msi-files <output file name>

- GAIA
SFWDIR/bin/upgrade tools/migrate export --
include-uepm-msi-files <output file name>
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MGMT HA

£ H U MGMT ICEE CHIBRTRETHNIL - -
HFLOTOUES VR F—ILT BIIT !

+ 724" MGMT [Z[EE THEIEARAETHNIL - -
* #SFWDIR/bin/promote util
* #cpstop
 SFWDIR/conf/mgha* 7 7 A /L% HIfR
c BESA U ARF
* # cpstart
cATUTH FORE. KY L —DRBE o
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7 InfoView for Provider-1 -

m Fil= Edt View Tools Analysis ‘Window Help
. || gz s s m[2|m[B] s g o] F]e]dn]a
cpinfo 7 7 A4 JL & [X? e
p " =3 Provider-1a offrest [ Mcn [ stat | Comments
Eg ;:Eiz:::i:iz:::::: il UD‘F/ License-Object  Provi... Not tested
Eg j:::‘;:;mdﬂsummmerm 7 9Dupliabeobjads Provi... Nottested
----- = File Title PS )
| = CP components 7 E:,:‘:,..‘.Process Provi... MNottested
. OSOH%E 1:% sz gl oo T wra o o
----- = VPN-1 Version Information
----- = FireWall-1 Version Informatiol @DUF‘ License Provi... Mot tested
S N N ~ . CPShared \c'ersio|?1 Informatior ? ;’}"@? SuppartHothe  Prov ot tested
[ C P @ é : , ; 4 b — / 3 , [+ System Information SH.
c [#- = IP Interfaces
[#-= Netstat Information
-—C- ? — 7“ o e s —
¢ é @ ﬁ S ) L J )L Il(_l i | A I ] =l
Version Code | Description Internal Code | Build # Prefix HFA m!&,
6.0.0 NGX (R61) Milano 600
N 6.0.0 NGX (RE1) Milano 7
° L \ < O h\ @ JE 7]” ll‘ﬁ #& 6.0.0 "TGx(Rsl) Milano ]??? m[ﬂ
[ hm[ — 4
S 5
1 DDTL—2TFARNIT7AILANDZE T
SHERB L RAED 1= 02 ewhti
—
s MRV GIRED =HIZIEInfoViewhN &
~ — ) O
« RBX MGMTH b MCPINFOIZIE, R4 L— IO RAR— T 7
N
A1ILDEEND
[
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c TA METEIZILTS
e OEETHNIL. VMwareX®oS KT I aL— 3
s FIED/IN—FDOTT7ZHET S

GAIA and Secure Platform Hardware Compatibility List

Virtual Machines

Vendor Model Security Gateway Security Management & Multi-Domain Security Management
RE0.10  RBO.20 Rau 2n RE0.30 nsa 3n Re040  Re1 R81.10 R8O REO.10 RB0.20 R80.20 Re0.30 RE0.40 RS
MR
3 0 3 0 ’H'j:‘:'
CCCCC UCSC C220 M5L - - - - v v v v - - - - - v v
ccccc UCS G240 MéS f v = v = v v v v v JRE02 v v v
0
- v — v v v v - — - - - v v
PowerEdge R630 RS
oMl
and
v YR30 ¥
oMl
aaaaa
D - v - v v v v - - o 77 v v v
D v v - v v v v v v

°
& cHeck PoINT

“Advanced Upgrade’DiFE - 4RIV

R81.10
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ClusterXL 7 v 749 L— FA%

R80.40L1 L

- Minimal Effort Upgrade

- Zero Downtime Upgrade

- Multi-Version Cluster (MVC) Upgrade

Check Point
ClusterXL

°
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Upg rade/Download Wizard

- Upgrade Wizard ey —

) =5 |' , 771/ I\/\Xgﬁﬁ é@s ct Activity
=- a- H J S J I:"l.a\ ract is required to download Check Point software
complete Check Point R7X and R8X upgrade map

New Installation

T TAEFTTTADINYT—D

gO—)L/\v Y

cHBAARM=ILEQAD T4 ORAY T - UTILEGEGWI I S

- CPUSE

« IRELB K UVE
 Blink

R B —RE

=451

- Central Deployment Tool (CDT)
cBHI—YT Y bADFTTSA NN T—DDTya
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Done In a {{Blink of The Eye

1. %%ﬁ@j') ”/7’(\)‘—°)+7“J7°7_“\— A, = > 1=M5% T -
HEFHO—KT 3 .

. . . IO — oA
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3. #HMLWTISATURITHEA SR .
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1. A*A—CEF7ITS5AT72RICaE—TF 3 £2Blink Check Pol
2. BlinkZzZE1T

ad \,/--»
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Blink Answer file

BEIEA VA F—ILD=OD., 11— —FBFZ 0k LI=XMLA—
AMD 774 JL (installation_logicT«4 L2 FJIZHY £9)

. ERTERREGET U UVENE -
"R M
GaiaBHEE/\XJ—F

.*vhU—OTfDHDJRﬂ7$v
oxA

. SIC*—

DS RBAIN—Y T

7y JO—K/Foo0— DK

A=Y =X YT EFDAARALA D+
. AT LA -E@E., AY. Syslog
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<properties xmlversion="1.1">
<installation>»
<reboot_delay>10</reboot_delay>
</installation>
<machine_configuration>
<perform>false</performs
<hostname>GWOBIECT_NAME_FIELD</hostname>
<password_hash>PASSWORD_HASH_FIELD</password hash>
<network>
<ipvdaddr>IPV4_FIELD</ipvdaddr>
<masklength>IPV4_MASKLENGTH_FIELD</masklength>
<interface>IPv4_INTERFACE_FIELD</intertace>
<default_gw>DEFAULTGW_FIELD</default_gw>
</network>
<role configuration»
<gateway>
<l-- activation key must be in base64 encoding -->
<activation_key>SIC_BASED64_FIELD</activation_key>
<cluster>false</cluster>
</gateway>
<management>
<credentials>
<use_gaia admin>true</use_gaia_admin>
<l-- Relevant only if use_gaia_admin is false -->
<admin_name>MGMT_ADMIN FIELD</admin_name>
<!-- admin_password must be in bases4 encoding -->
<admin_password>MGMT_PASS BASED64_FIELD</admin_password>
</credentials>
</management>
</role_configuration>
¢<send_data_to usercenter>true</send data to usercenter>
<enable_download from_checkpoint>true</enable download from checkpoint>
</machine_configuration>
<user_updates>»
<entry_point>install content.sh</entry_point>
</user_updates>
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Zero Touch Installation for Gala

c D7) FADIEABEANIZHELERTEZ T N TIRME
c A—HY—t A —DT7HIOETARTA T BT
c UIIZK BE&FE. F1-IFREST APIIZ & 5 BEjit
BT/ N ADEENRI

e J[E

ZERESNDS

& (& ‘0‘ | [ https://zerotouch.checkpoint.com/

-3 0O :

Check Point
Zero Touch Deployment

Username:
User name

Password:
Password

°
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Check Point
Zero Touch)

VE—-PFF742R
@%}”3

‘ Settings ” Manangement Interface ” CLISH Script |

Automatically download Blade Contracts and other important data (highly recommended)

Improve product experience by sending data to Check Peint

Version Settings

Install version: RB80.10 (GA Take 421) with R80.10 Jumbe Hotfix - Take 42 v
\:‘ Force re-imagz:_-o

Administrator Access

Administrator password:  eseses

Confirm passward: ~ sesees

Date and Time Settings

Time zone: Madrid, Europe (GMT +1:00) N
Primary NTP server: ntp.checkpoint.com Version: 3 =4
Secondary NTP server: ntp2.checkpoint.com Version: 3 v

Secure Internal Communication (SIC)
Activation key: wrre

Confirm activation key: aeen

<
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. Zero Touch Portal T > JL—brZ2tLy F 7y 795
c A VA—T A ROWERK. EEEHE/NRT—FK, SICRRE. VI b+boz7 -
N—23a >y, EfTLEEUMEOCLIRS Y Tk
T ITSAT VRESRY M= (215 T 5
e CLI ¥7f=z[X WebUl Z AL T, €O - 2y FORERRNNRAT—FKZ AN

*%7&3*‘-'%) *EE’& ﬁEn:u\< T’éb\l

e ¥ORYF - R—BI, PTSAT72AD WebUl, 8LV CLIOWTMNT
% . S ﬁ&lmbfxT ax#E%éhé

Type to filte Q ¥ Clain “ x (¥ Refresh

Templates

Claimed Gateways
Inventory QTR CPA.. Small Office Gateway Claimed
00:1CTR72:...  CPA.  Small Office Gateway Claimed
00:1CT7FR21:.. CPA...  Small Office Gateway Claimed
00:1C:7FR71:... CPA...  Small Office Gateway Claimed

°
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Central Deployment Tool
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Snapchot®
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SJACentralleploymentTool -rma —-info

12520
Wed 2 *H* [Main]
information

IFP Lddress #*&*#&=%

Base Version
Backup for RMA

Humber

204

R Era:ch Hame L

geysSer

EEAEEREAREREEE FCD File Namme &® & & & & & & & & & & &

Check Point R77.30 T204 Tnstall and Upgrade.tgz

LR _ITEH:'.:. '{.:,-_\_- L

T

"gaia base wversion" : "RT7T.
"gaia take number™ @ "204%,

"image products™ :: null

R E R R R DE vpvs'cf EEEEEEEERE R R

1363

R R W '—"':tf'}:.:-s R

Check Point R77 30 JUMBC HF 1 Bundle T286 FULL.tgz

LR ':l:"f'E'.-."'E“.t'l:"S o -

FIW settings.conf
Machine settings.conf
SIC settings.conf
exported sic cert.pll
various.tar
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Columns: @ General -

Status  Name P
o T & dustert 172231253 RE0.A
) & memben 172231251 RE0.20
e & member: 172231252 R30.20
e = w232 172231232 R80.20
] = Gwass 172331.235 R80.20
e & was7 172231257 R80.20
] CH MGMTZS0 172231250 RE0.0
Summary  Tasks Errars
=) cwass
1PA Address: 172.23.1.235

Hardware
Open server
Open server
Open server
Open server
Open server

Open server

CPU Usage
s 0%
- 0%
- 3%
-o%
s 0%

X & Saipts~ [ Actions -

Recommended Updates

available

available

TY— LIz Y

Q Search...

Recommended Jumi
Upto date

Check_Point_R80_20_JUME
Check_Point_R80_20_UME
Check_Point_R80_20_JUME
Check_Point_R80_20_JUME

Check_Point_R80_20_JUME

Comments

Hotfix Accum.

Description

umbo Hotfi

umbo Hotfi

Install

Cancel
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1— AT IR -1—H—ZRE

> show configuration

MoTWbda—Hv—%9:

* > set user <USERNAME> password-hash <hash string>

> set expert-password—-hash <hash string>

> save config
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Remote Admin/Expert password reset - sk106490

FLWWSRD— KDY 12ZFERTSH-LUTOATY REEITL, EINfz/\Yy a1 XF

5% RTF

« [Expert@HostName]# /sbin/grub-md5-crypt

') E— b ® Security Gateway T Gaia OS T—ARX—XAAQT7 oA I SNTWS I & &R

« [Expert@HostName]# S$SCPDIR/bin/cprid util -server
<IP address of Security Gateway> -verbose rexec -rcmd /bin/clish -s
c 'set config-lock on override'

ERELI—HYD/IRT— FEEE:

« [Expert@HostName]# SCPDIR/bin/cprid util -server
<IP address of Security Gateway> -verbose rexec -rcmd /bin/clish -s
c 'set user admin password-hash <Password Hash from Step 1>'

Expert/ARXTJ— FZZEET 5 &b A[HEE:

« [Expert@HostName]# SCPDIR/bin/cprid util -server
<IP address of Security Gateway> -verbose rexec -rcmd /bin/clish -s
c 'set expert-password-hash <Password Hash from Step 1>'
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YOU DESERVE THE BEST SECURITY

THANK YOU

Nao Hamada, Kana Hiramatsu
Associate Security Engineer

CheckMates Live Virtual Series 2022
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