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SmartDashboard
g2 202252 A28H CPAI-2021-1099 CVE-2021-40865 Apache Storm QUE-rN5I-FEERITENBHE551 (CVE-2021-40865) @ [IPS] 57%#IRL. [Protections] ZFEIRLET, @R MAEZE>T [Apache Storm Remote
Code Execution (CVE-2021-40865)] fREMBEZIRL ., REMBEDRTEERELET,
SmartDashboard
a2 202252 H28H CPAI-2021-1095 CVE-2021-43711 TOTOLINK EX200 ®INY R4V I153Y (CVE-2021-43711) @ [IPS] #7%IRL. [Protections] ZRIRLET, FTMEBEEE>T [TOTOLINK EX200
Command Injection (CVE-2021-43711)] {REEREZIRL. REMBEDREEHRELE T,
SmartDashboard
= 2022%F3A1H CPAI-2006-0387 CVE-2006-1547 Apache Struts DYF-EPRIEZ (DoS) % (CVE-2006-1547) @ [IPS] #7%#IRL. [Protections] ZFEIRLET, 18R MREZEST [Apache Struts Denial of
Service (CVE-2006-1547)] {REMAEEIRL., FEMEEDRTERELEZT,
SmartDashboard
R 2022%F3H2H CPAI-2022-0052 CVE-2022-23131 Zabbix Web 70 NIV FORE#EESN AT (CVE-2022-23131) @ [IPS] #7%FIRL. [Protections] %RIRLEY, MFEHLEEE{F>T [Zabbix Web Frontend
Authentication Bypass (CVE-2022-23131)] {REEMEEZIRL. REMBEDERELRELE T,
SmartDashboard
WordPress Popular P 554> 20771 H Ty IO-R IP EERL, [P i . M ERkge WordPress Popul
= 202243 A7 CPAI2021.1096 CVE-2021.42362 ordPress Popular Posts 7371V DEROI7AIA Ty FO-Fan 3551 @ [IPS] ’)'.’7’&1%?)?[/ .[ rotections] #BEIRLET, RRHREEFE>T [WordPress Popular
- - (CVE-2021-42362) Posts Plugin Arbitrary File Upload (CVE-2021-
42362)] IREMEEFIEL. REBEORTERELET,
. . SmartDashboard @ [IPS] #7%&#RL. [Protections] ZEIRLET, e teAERF>T [HP
=2 202243R7 CPAI-2020-3459 CVE-2020-7209 HP LinuxKl @YY RAYJ1523Y (CVE-2020-7209 N ; N -
= F3R7H | CPAI-2020-3459 £VE-2020-7209 inuxkl DIV FAZI17237 ( ) LinuxKl Command Injection (CVE-2020-7209)] {REEHSEEEIEL . [REIMEOREREELES.
SmartDashboard
- Mi ft UE—k TAT by 17V ROYE-MSI-REETT 554 O [IPS '%53%IR0L. [Protecti N T [Mi ft Remot
. 202243 A8 CPAI-2022.0068 CVE-2022.23285 icrosoft Y-k TAU YT U547V FOYE- IS I-REEITENBE55! [ ]9‘75&%[/ [Protec |ons]. ERIRLET, MFRMEAEZF>T [Microsoft Remote
- - (CVE-2022-23285) Desktop Client Remote Code Execution (CVE-2022-
23285)] REMBETIRL, REMEDRTEERELET,
SmartDashboard
= 20223 H8H CPAI-2022-0058 CVE-2022-23299 Microsoft Windows PDEV D#ERAFIESNBRE5514E (CVE-2022-23299) @ [IPS] #7%3IRL. [Protections] ZRIRLET, FTEEAEEES>T [Microsoft Windows
PDEV Elevation of Privilege (CVE-2022-23299)] {REMAEZIRL. (REMEEDRELRELET,
SmartDashboard
g2 202238 10H CPAI-2021-1103 CVE-2021-44521 Apache Cassandra QUE-r51-FEE{TIN2 55 (CVE-2021-44521) @ [IPS] 57%#IRL. [Protections] ZFEIRLET, 18R MAEZE>T [Apache Cassandra

Remote Code Execution (CVE-2021-44521)] {REMAELIEL. REMKEEDREERELET,
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CVE-2021-33266
CVE-2021-33267
CVE-2021-33268

D-Link DIR809 /Ny JyA—-/\-J0~

SmartDashboard @ [IPS] #7%3&RL. [Protections] #&IRLFY, BmEEREE(FE>T [D-

a2 2022438108 CPAI-2021-1070 CVE-2021-33269 (CVE-2021-33266; CVE-2021-33267; CVE-2021-33268; CVE-2021-33269; CVE-2021-|Link DIR809 Buffer Overflow (CVE-2021-
CVE-2021-33270 33270; CVE-2021-33271; CVE-2021-33274) 33266)] REMAEFIEL, REMEEDRELRELET,
CVE-2021-33271
CVE-2021-33274
CVE-2020-25765 SmartDashboard
- - Western Digital My Cloud NAS OUE—-r1'51-FEEITINZEROM 51 o .
LVE-2020-271>8 estern Figital My - ou ST EROIRS! @ [IPS] #7%ZEIRL. [Protections] ZZIRLET, #&FHEBEEE>T [Western Digital My
g2 20224%3H13H CPAI-2020-3451 CVE-2020-27159 (CVE-2020-25765; CVE-2020-27158; CVE-2020-27159; CVE-2020-27160; CVE-2020- , )
- —CVE-2020-27160 27744) Cloud NAS Remote Code Execution Multiple
_— SHE L BB A 47T SEMREE ML AYS
CVE-2020-27744 Vulnerabilities] 1REMAEZIEL., REMBEEDR ELRELET,
SmartDashboard @ [IPS] #7%5&3RL. [Protections] ZEIRLFT, R EMEER{E>T [Zoho
£ 2022538 16H CPAI-2021-1110 CVE-2021-44515 Zoho ManageEngine Desktop Central TEREEN BB SN B HEE5 1% (CVE-2021-44515) |ManageEngine Desktop Central Authentication Bypass (CVE-2021-
44515)] REWMEEZIRL. REMBEOREERELET,
SmartDashboard
RE 202243H27H CPAI-2022-0094 CVE-2022-0609 Google Chrome QfZREXEUFIFADAESSE (CVE-2022-0609) @ [IPS] #7%#IRL. [Protections] ZEIRLET, EFREHEEXE>T [Google Chrome Use
After Free (CVE-2022-0609)] 1REEEEIEL. REREDRTEERELEZT,
SmartDashboard
g2 202243 H28H CPAI-2021-1025 CVE-2021-36260 Hikvision Web Server ®IYY FA4>YIJ193Y (CVE-2021-36260) O [IPS] #7%3IRL. [Protections] ZRIRLET, FTMEBEEE>T [Hikvision Web Server
Command Injection (CVE-2021-36260)] fREMEREZIRL., REMEEDREERELET,
SmartDashboard
RE 2022%3H29H CPAI-2022-0084 CVE-2022-24086 Adobe Commerce DINY RV IT1I3Y (CVE-2022-24086) @ [IPS] #7%%IRL. [Protections] ZBIRLEY, MFTEHEEEEE>T [Adobe Commerce
Command Injection (CVE-2022-24086)] fREMEREZIRL., REMEEDR EERELTT,
SmartDashboard
g2 202243 A30H CPAI-2021-1116 CVE-2021-37973 Google Chrome 737 H DEKEATUF) B OIS 4 (CVE-2021-37973) ® [IPS] #7%:&IRL. [Protections] ZZEIRLET, 1@FMEAEZE>T [Google Chrome
Browser Use-After-Free (CVE-2021-37973)] {R#EAe#IEL. REEAEEDRTEERELET,
CVE.2021.46393 SmartDashboard @ [IPS] #7%#RL. [Protections] #ZEIRLFET, MEHEEZE(FEH>T [Tenda
Ra 2022438308 CPAI-2021-1148 CVE2021.46394 Tenda AX3 L= DN\ I7A—/\-T0O- (CVE-2021-46393; CVE-2021-46394) AX3 Router Buffer Overflow (CVE-2021-46393; CVE-2021-
E— 46394)] REMEEZIRL, REMEDRTEERELET,
. . SmartDashboard @ [IPS] #7%:&RL. [Protecti TERIRLET, MBEMEEEZFE>T [Tend
& | 2022638308 | CPAI-2021-1072 CVE-2021-44352 | Tenda AC15 /vy 774 ~/{-70~ (CVE-2021-44352) martDashboard ) [IPS] S7&#RL, [Protections] &3t} RARBIERSC [Tenda

AC15 Buffer Overflow (CVE-2021-44352)] 1R EMEEHIEL. R EMEEDRTERELET,

©2022 Check Point Software Technologies Ltd. All rights reserved.



https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1070.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-33266
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2020-3451.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25765
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25765
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25765
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25765
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-25765
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1110.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44515
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2022-0094.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0609
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1025.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36260
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2022-0084.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-24086
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1116.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-37973
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1148.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-46393
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-46393
https://www.checkpoint.com/defense/advisories/public/2022/cpai-2021-1072.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44352

