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7RR1H¥Y ID BEEF1VT1ENE REMEERESE
SmartDashboard
e % . i 3 - RIRHERE WordPress InfiniteWp
%a | 20238818 CPAI-2020-3875 CVE-2020-8772 WordPress InfiniteWP Client 7541 FREE/N1/SA (CVE-2020-8772) O LIPS] STEERL, [Protections] EERLET, RRMAEEET [WordPress Infinite
Client Plugin Authentication Bypass (CVE-2020-
8772)] REMAEEIRL, RERAEDRELRELET,
SmartDashboard @ [IPS] #7%3&4RL. [Protections] ZZIRLET, MBMAEEEST [Citrix
B 2023%7H24H CPAI-2023-0568 CVE-2023-3519 Citrix NetScaler DUE-I'51-FEEITIN B854 (CVE-2023-3519) NetScaler Remote Code Execution (CVE-2023-
3519)] REMEELTIRL, REREEORTELERELET.
SmartDashboard
) 202348H3H CPAI-2022-1690 CVE-2022-21647 Codelgniter DR2THWNT Y75/t~ 3Y (CVE-2022-21647) O [IPS] #7%5#RL. [Protections] ZRINLET, RFREAEZERE>T [Codelgniter Insecure
Deserialization (CVE-2022-21647)] {REMEELXIRL. REREDRELRELET,
SmartDashboard 0 [IPS] #7%3%iRL. [Protections] ZZEIRLEY, MFRMEEEE>T [Asus
B 2023%8A3H CPAI-2023-0595 CVE-2023-35086 Asus DIEH-F LR BINFEVE-MSI-FEERTINBHEFE M (CVE-2023-35086) Multiple Routers Remote Code Execution (CVE-2023-
35086)] RIEMEELIRL, REBWEEDRELRELET,
SmartDashboard @ [IPS] #7%3#iRL. [Protections] ZZIRLET, e R MAEIEST [EBEWE
g2 2023%8A7H CPAI-2023-0448 CVE-2023-30149 EBEWE City Autocomplete ® SQL 1Y173Y (CVE-2023-30149) City Autocomplete SQL Injection (CVE-2023-
30149)] REHEEEIRL, REBEEORTELRELET,
SmartDashboard @ [IPS] #7%3%iRL. [Protections] ZZIRLET, MR RMAEEST [TP-
72 2023%8H8H CPAI-2020-3876 CVE-2020-12110 TP-Link Jb=5®/\-F1-FMbah =2 FEE3R (CVE-2020-12110) Link Routers Hardcoded Credentials (CVE-2020-
12110)] REHEELIRL, REREEOREERELET,
N SmartDashboard ® [IPS] #7%:&IRL. [Protections] #FEIRLET, IRFMAEZE>T [Wehat
22 - -2434 CVE-2018-5979 Wch (D 23> (CVE-2018-597 - - - —
® 2023F8R8H | CPAI-20182 chat O SQL 11737 (CVE-2018-5979) SQL Injection (CVE-2018-5079)] {RBHSELERL, REMEDREEMELET,
SmartDashboard
z SEREOITIVHEESA E
ma | 2023%8H9R CPAI-2023-0564 CVE-2023-37582 AcFi/aECZZS;C;:;;AZQ( RASNEBOTT N RERENSRTHE ® [IPS] 97%EIRL. [Protections] £EIRLET, RFMAEEEST [Apache RocketMQ
( ) Arbitrary File Write (CVE-2023-37582)] {REHBERIRL, (REMBEORELRELET,
SmartDashboard ® [IPS] #7%:&IRL. [Protections] #FEIRLET, IRFMEAEZ(ET [Six
%2 2023%7H31H CPAI-2021-1812 CVE-2021-20837 Six Apart Movable Type @IVY MY J19¥3Y (CVE-2021-20837) Apart Movable Type Command Injection (CVE-2021-
20837)] RIEMEEEFL. REBEORELRELET,
. . o - SmartDashboard @ [IPS] #7%34RL. [Protections] ZFIRLET, iRFHEEEZ(ELT [Ivanti
%2 2023%7H27H CPAI-2023-0593 % I(\éavn:ZE(I)";BP_:E;\;?\?EZFO’\;?EI:Q;fEéntW Endpoint Manager Mobile Authentication
E— ' Bypass] RFEMAELIRL. REWREEOREERELET,
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SmartDashboard @ [IPS] #7%:&RL. [Protections] #FEIRLET, IRFRHEEAEZ(ELT [Tenda

25 2023%8H14H CPAI-2022-1555 CVE-2022-42233 Tenda 11N Firmware ([CF RSN =3REEN1/NADAEES M (CVE-2022-42233) 11N Firmware Authentication Bypass (CVE-2022-
42233)] REMBEEIRL, REMEEDRELRELET,
CVE-2017-18369 I e s . - ” .
s 2023485148 CPAI2017-1679 CVE-2017-18370 Billion Jb=9MIVY 1Y ITIY3Y SmartDashboard O FIPS? 97’531_%?)?[:‘ [ﬁProtect_lonsl E%fbifo RFEREZEEST [Billion
(CVE-2017-18369; CVE-2017-18370; CVE-2017-18372) Routers Command Injection] fREMEEZIEL. REMEEDZEERELET,
CVE-2017-18372
SmartDashboard @ [IPS] #7%324RL. [Protections] ZZIRLET, MEMAEEEST [Cisco
72 2023%8H14H CPAI-2023-0583 CVE-2023-20126 Cisco SPA112 DUE-5I-FERITEINBHEFE M (CVE-2023-20126) SPA112 Remote Code Execution (CVE-2023-
20126)] RFEHEEEIRL, REBWEEORTELRELET,
SmartDashboard
F2 2023%F3A21H CPAI-2023-0146 S AE vV I OFiE 0 [IPS] #7%2IRL. [Protections] Z:RIRLET, HRFHEAEEEST [Vulnerability Scanning
Techniques] {RFEMAERIRL. REBEEDBELRELET,
SmartDashboard
Microsoft Windows NFS (XY ~D=2771)VYATL) @ o [IPS] #7%:2IRL. [Protections] ZEIRLET, BFMEEE[E>T [Microsoft Windows
SN 2023%E5A89H CPAI-2023-0302 CVE-2023-24941 N L . .
wE +5H YE-5I-FERTINB/ETE (CVE-2023-24941) Network File System Remote Code Execution (CVE-2023-
24941)] IRFEHEEEEIRL, REBEEORTERELET
CVE-2022-35951 " . SmartDashboard @ [IPS] 97%:4RL. [Protections] &RIRLEY, IRFHEEEE(EST [Redis
22 2023%8H15 CPAI-2022-1715 T Redis D% —\-J0- (CVE-2022- 1; CVE-2022-35977 o _
* FORTSH | CPAL202ZATIS CVE2022-35977 edis OEHA-/I0- (CVE-2022-35951; CVE-2022-35977) Integer Overflow] (REEIHEERL, REBEOREEMELET,
SmartDashboard ® [IPS] #7%:&IRL. [Protections] %#ZIRLET, IRFRMEAEZE(E>T [Zoho
F2 2023F8H17H CPAI-2022-1617 CVE-2022-43671 Zoho Corp ManageEngine 0 SQL 1YY173Y (CVE-2022-43671) Corp ManageEngine SQL Injection (CVE-2022-
43671)] REREEEIRL., REBEEDRELRELET,
e SmartDashboard @ [IPS] #7%%4RL. [Protections] ZZIRLET, MFHERERE LT [XWiki
RE 202 17 CPAI-2023-0634 CVE-2023-32071 iki QUE-FH5I- ' - - -
w 02358178 XWiki QUE-FREI-FER{TENSRIE (CVE-2023-32071) Remote Code Execution (CVE-2023-32071)] {REEHEREEIRL, REMIOBEERELET,
N SmartDashboard M [IPS] 5#7%:&4RL. [Protections] ZZIRLET, MRRMEEEELT [Gogs
g2 PAI-2022-172 VE-2022-32174 ! p - - i i !
3 2023%8A17H C 0. 0 C 022-3 Gogs MYOAYA MRAIUT T4V (CVE-2022-32174) Cross-Site Scripting (CVE-2022-32174)] IREHMEEAIEL, (REMEDREEEELET,
. ) . ~
s | 2023%8F178 | CPAI-2021-1833 CVE-2021-38393 Delta DIAEnergie @ SQL 4173 (CVE-2021-38393) SmartDashboard © [IPS] STEBIRL. [Protections] ERRLET. RRMALEHET [Dekta

DIAEnergie SQL Injection (CVE-2021-38393)] {REMEAELIRL, (REMIEDRELRELET,
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