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Xa 2023%F3AH21H CPAI-2019-2842 CVE-2019-7267 Li M DINANS K=Y )L (CVE-2019-7267 - - - _
= #3A — E— near elerge ( ) eMerge Path Traversal (CVE-2019-7267)] {REEMEELIRL. REMBEDERELRELET,
SmartDashboard @ [IPS] #7%:&3RL. [Protections] Z:EIRLEY, MFEHEAEEE ST
g2 2023F3H21H CPAI-2021-1680 CVE-2021-34427 Eclipse BIRT M7l BRENBEWNI7AILOTYFO-F (CVE-2021-34427) [Eclipse BIRT Unrestricted File Upload (CVE-2021-34427)] {REMEEZIRL. IREMBEDRTE
EiRELET,
SmartDashboard @ [IPS] #7%:&iRL. [Protections] Z:EIRLEY, MBEHEAEEE ST
g2 2023F3H22H CPAI-2022-1045 CVE-2022-38916 Pagekit THEEOIT7TMINETYTO-FSNBRE551% (CVE-2022-38916) [Pagekit Arbitrary File Upload (CVE-2022-38916)] {REMEELIRL. (REMBEDR ELREL
7,
X SmartDashboard @ [IPS] ¥7%3%#iRL. [Protections] #EIRLET, IRRMEBEEEEST
X3 2023FE3H21 CPAI-2023-0146 F[EAFVYZVITDOF; - - - _
® F3A21H —_— Bt Y=YIDFE [Vulnerability Scanning Techniques] fREEMEREXIRL., RIEMREDRTELRELET,
SmartDashboard @ [IPS] 7% IRL. [Protections] #REIRLET, RRHEAEEE>T [IBM
£ 202353 H2H CPAI-2022-1316 CVE-2022-47986 IBM Aspera Faspex OUE-F'GI-FEETENBHE5E M (CVE-2022-47986) Aspera Faspex Remote Code Execution (CVE-2022-47986)] {REMEEFIEL. RERBEDRT
ERELET,
. SmartDashboard @ [IPS] #7%%3RL. [Protections] #3IRLET, RTREAEE(ELT
2a 20233 /27 CPAI-2020-3797 CVE-2020-7471 Dj SQLA>YY173Y (CVE-2020-7471 - - - _
. FIRTH | CPAL2020:3797 CVE2020.7471 | Bjango @ SQLAZZx7¥37 | ) [Django SQL Injection (CVE-2020-7471)] RERHEERL. REWANREEFELLT,
SmartDashboard @ [IPS] #7%%3RL. [Protections] #3IRLET, RTREAEE(ELT
Sy 202353 H29H CPAI-2022-1365 CVE-2022-4060 WordPress User Post Gallery 7571 ®IVY > I193Y (CVE-2022-4060) [WordPress User Post Gallery Plugin Command Injection (CVE-2022-4060)] {RiEHREZ IR
L. REMBEDEREERELET,
SmartDashboard @ [IPS] ¥7%3%#RL. [Protections] #ERLET, IRRMEBEZEFEST
g2 2023%3H29H CPAI-2017-1628 CVE-2017-2805 Foscam C1 O\ I 7A—/\-70~ (CVE-2017-2805) [Foscam C1 Buffer Overflow (CVE-2017-2805)] {REEMEAELIRL., REHEREDRTELRELE
P
SmartDashboard @ [IPS] #7%%3RL. [Protections] #3INLEY, MRFREHEZE(FELT
£ 20233 H30H CPAI-2022-1418 CVE-2022-42475 Fortinet FortiOS Mt ~FR-ZAMN\YT7A-/\-T 0~ (CVE-2022-42475) [Fortinet FortiOS Heap-Based Buffer Overflow (CVE-2022-42475)] {REMEEEZIRL. 1R EM
REDREZRELTT,
CVE-2021-45392
s2s 202341 B8 H CPAI2021.1143 CVE-2021-46408 Tenda AX12 O/\yI7A-)\-J0~ SmartDashboard ® [IPS] f?‘%i%%)ib\ [Eroteftiozsléi?%$ﬂbi?° 1R FRHEREZ(EST [Tenda
CVE-2022-45979 (CVE-2021-45392; CVE-2021-46408; CVE-2022-45979; CVE-2022-45995) AX12 Buffer Overflow] {RE#BEZIEL., REMIEDRTEERELTT,
CVE-2022-45995
SmartDashboard @ [IPS] #7%:&iRL. [Protections] Z:EIRLEYT, MBEHEAEEE ST
K2 2023F4810H CPAI-2023-0176 CVE-2023-1177 MLflow Project 0T 1L MY RSNl (CVE-2023-1177) [MLflow Project Directory Traversal (CVE-2023-1 177)] REBEEZIREL, REMEEDERTEER

ELET,

©2023 Check Point Software Technologies Ltd. All rights reserved.




