Check Point

SOFTWARE TECHNOLOGIES LTD.

2021%11R17H

CPAI-2020-3428

CVE-2020-22223
CVE-2020-22225
CVE-2020-22226

Stivasoft Fundraising Script ® SQL 1Y Y173V
(CVE-2020-22223; CVE-2020-22225; CVE-2020-22226)

SmartDashboard
@ [IPS] 57%:&EIRL. [Protections] ZFEIRLET, 1EFE A% E>T [Stivasoft Fundraising
Script SQL Injection (CVE-2020-22223)] fREMBEZIEL. REMBEDR EERELET,

2021%F11817H

CPAI-2021-0850

CVE-2021-20125

Draytek VigorConnect DIEE DI 7/ LA 7w FO- a3 /53514 (CVE-2021-20125)

SmartDashboard
® [IPS] #7%:&EIRL. [Protections] ZFIRLET, 1FEMAEEE>T [Draytek VigorConnect
Arbitrary File Upload (CVE-2021-20125)] {REMEEFIEL. REREDRTELRELZT,

2021%11H24H

CPAI-2021-0883

CVE-2021-24827

WordPress Asgaros Forum 35712 ® SQL 12173V (CVE-2021-24827)

SmartDashboard
@ [IPS] 57%#IRL. [Protections] ZFEIRLET, 1&FRMEAEZ{E>T [WordPress Asgaros
Forum Plugin SQL Injection (CVE-2021-24827)] fREMAEZIRL, (REMBEDRELRELET,

20215 11H24H

CPAI-2021-0884

CVE-2021-24731

WordPress Pie Register 757 1>® SQL A~ IJ173> (CVE-2021-24731)

SmartDashboard
® [IPS] #7%&EIRL. [Protections] ZZEIRLET, 1@FMAEZ(E>T [WordPress Pie Register
Plugin SQL Injection (CVE-2021-24731)] {REMEELIEL. IREMEEDRELRELEZT,

2021 11H24H

CPAI-2020-3406

CVE-2020-21322

Feehi CMS OUE-F5I-FZETEINBHE51E (CVE-2020-21322)

SmartDashboard @ [IPS] #7%5&IRL. [Protections] #&EIRLET, RRMEEEE(FE>T [Feehi
CMS Remote Code Execution (CVE-2020-
21322)] REHBEZIREL, REMEOREERELET,

2021%F11817H

CPAI-2021-0863

CVE-2021-40543
CVE-2021-40618

OpenSIS M SQL 1YY19Y3Y (CVE-2021-40618; CVE-2021-40543)

SmartDashboard
O [IPS] #7%:ERL. [Protections] ZEIRLET, HFMEAEZEE>T [OpenSIS SQL Injection
(CVE-2021-40618)] {REMEBEZIREL., REMBEDRELRELET,

2021%11R17H

CPAI-2020-3426

CVE-2020-25367
CVE-2020-25368

D-Link DIR-823G MINY RAYIJ153> (CVE-2020-25367; CVE-2020-25368)

SmartDashboard @ [IPS] #7%83RL. [Protections] Z#Z:IRLET, R IEEEEE>T [D-
Link DIR-823G Command Injection (CVE-2020-
25367)] 1REMEEEIEL. FEBBEDORTEERELET,

20215 11H24H

CPAI-2019-2511

CVE-2019-6288

Edgecore ECS2020 MINY RV I1723Y (CVE-2019-6288)

SmartDashboard
® [IPS] #7%:&EIRL. [Protections] ZFIRLET, 1@FMEAEZE>T [Edgecore ECS2020
Command Injection (CVE-2019-6288)] {REMEEZIRL. REMEEDRELRELET,

2021%11H28H

CPAI-2021-0886

CVE-2021-26740

Millken Doyocms DEEDI7AIA 7y FO- RSN 2 K551 (CVE-2021-26740)

SmartDashboard
0 [IPS] #7%:ERL. [Protections] ZEIRLET, iRFMAEZEST [Millken Doyocms
Arbitrary File Upload (CVE-2021-26740)] {R#EMREZIRL. (REBEEDRELZRELTT,

20214 11H28H

CPAI-2021-0869

CVE-2021-40889

CMSUno OUE-FI5I1-FEETEINZHETTME (CVE-2021-40889)

SmartDashboard
O [IPS] #7%3&ERL. [Protections] #EIRLEY, HmEEEREE{FE>T [CMSUno Remote Code
Execution (CVE-2021-40889)] {REMEEHIEL. REREDRTEERELET,
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2021118 28H

CPAI-2021-0888

CVE-2021-42077

PHP IRV ALYH -0 SQLAYIY1T3Y (CVE-2021-42077)

SmartDashboard @ [IPS] #7%3&3RL. [Protections] #&IRLET, MEREREE(E>T [PHP
Event Calendar SQL Injection (CVE-2021-
42077)] 1REMEEEZIEL, REMEDREERELET,

2021114 28H

CPAI-2020-3424

CVE-2020-21652

Myucms QUE-FGI-FERITEN B35 (CVE-2020-21652)

SmartDashboard
@ [IPS] 57%#RL. [Protections] ZEIRLET, 1@FEMAEZEFE>T [Myucms Remote Code
Execution (CVE-2020-21652)] {REMRELIRL. REMWEDRTEEMELTT,

20215 11H28H

CPAI-2021-0885

CVE-2021-26739

Millken Doyocms @ SQL 1 J1973> (CVE-2021-26739)

SmartDashboard
O [IPS] #7%3IRL. [Protections] #3IRLET, MFRHEAEEE>T [WebSVN Remote Code
Execution (CVE-2021-32305)] {REMAEFIEL. REREDRELRELZT,

2021%11H28H

CPAI-2021-0855

CVE-2021-24499

WordPress Workreap 7-YDUE-M'61-F2ETEN2 551 (CVE-2021-24499)

SmartDashboard

@ [IPS] 57%&#EIRL. [Protections] ZEIRLET, 1EFEHEAEZE>T [WordPress Workreap
Theme Remote Code Execution (CVE-2021-

24499)] IREMWAEZIRL. REWEDREERELXT,

2021%11H28H

CPAI-2021-0890

CVE-2021-3958

IPack SCADA Automation Y7 ~JI7® SQL 1Y J173Y (CVE-2021-3958)

SmartDashboard @ [IPS] #7%3%IRL. [Protections] #EIRLEY, RFHBEZEE>T [IPack
SCADA Automation Software SQL Injection (CVE-2021-
3958)] RIEMEEEIRL. REWREDRELRELET,

2021%11H29H

CPAI-2021-0899

CVE-2020-4006

VMWare Workspace DIV R IJ193> (CVE-2020-4006)

SmartDashboard
@ [IPS] #7%2IRL. [Protections] ZRIRLET, &R iEEEEE>T [VMWare Workspace
Command Injection (CVE-2020-4006)] fREMREEIRL. REWEDREERELET,

2021118 29H

CPAI-2020-3434

CVE-2020-21250

CSZ CMS @ SQL 1Y¥J173> (CVE-2020-21250)

SmartDashboard @ [IPS] ¥7%:&4RL. [Protections] #EINLET, IRFEAELFEH>T [CSZ
CMS SQL Injection (CVE-2020-21250)] {REMEEZIRL. REMBEDZ ELRELET,

2021%11H30H

CPAI-2020-3445

CVE-2020-5847

Unraid QUE-F51-FEEITEINBHETE (CVE-2020-5847)

SmartDashboard
O [IPS] #7%3&RL. [Protections] #EIRLEY, MEEEEEE(F>T [Unraid Remote Code
Execution (CVE-2020-5847)] {R#EMEEZIEL., REMEEDRTEERELET,

2021412H2H

CPAI-2021-0891

CVE-2021-41511

Lodging Reservation Management System @ SQL 13173 (CVE-2021-41511)

SmartDashboard

@ [IPS] 57%2EIRL. [Protections] ZBIRLET, & RIAELE>T [Lodging Reservation
Management System SQL Injection (CVE-2021-

41511)] REMREERL. REREOREERELIT,

2021412828

CPAI-2020-3443

CVE-2020-3992

VMware ESXi OUE-MASI-FERTINB 554 (CVE-2020-3992)

SmartDashboard
O [IPS] #7%3&RL. [Protections] #EINLET, MEMBEAEEF>T [VMware ESXi Remote
Code Execution (CVE-2020-3992)] {RFEMAELIRL. REREDRTELRELET,
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