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Overview

The following document will guide you on how to use Github, Terraform, and Visual Studio Code to
deploy Check Point Gateways in AWS, Azure, and GCP. The document will also demonstrate how
to auto-provision a Check Point Gateway to a Check Point Manager using the cloud controller
“CME”

Gi t Hub Repository

Create yourself a Github account.
Login and browse to the following URL -
https://github.com/CheckPointSW/CloudGuardlaaS

T
T

1 Once at the CheckPointSW/CloudGuardlaaS, fork the repo to your personal repositories
library

eeeeeeee
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https://github.com/CheckPointSW/CloudGuardIaaS

Git Hub Desktop

1 Download Github Desktop from the following link — https://desktop.github.com/
1 Once Github Desktop is installed, log in with your newly created Github credentials.
1 Clone the repo you forked in the previous step.

) JGEN it View Repository Branch  Help

New repository... Ctrl+N

Add local repository...  Ctrl+O

Options...

Exit

1 Select the appropriate repo from the list

Clone a repository

GitHub.com GitHub Enterprise

[F\ Iter your repositories

Your repositories

% luykes/Cloudguard-Terraform-Jenkins-laC

| % uykes/CloudGuardiaas |

B luykes/laC

% luykes/kubernstes-icons

? luykes/terraform-aws

Local path

Ci\Users\luykes\Documents\GitHub\aws-terraform Choose...

1 Once cloning has been completed to your local machine, you can now open GitHub
code with Visual Studio Code.

©2021 Check Point Software Technologies Ltd. All rights reserved | P. 4
[Restricted] ONLY for designated groups and individuals


https://desktop.github.com/

€) File Edit View Repository Branch Help
% Current repository -

¥ Current branch . u Fetch origin
CloudGuardlaaS

master "~ Never fetched

Changes History (1ew)

0 changed files

No local changes

There are no uncommitted changes in this repository. Here are some friendly suggestions for
what to do next.

Open the repository in your external editor
Select your editor in Options

Repository menu or Ctrl| Shift | A

View the files of your repository in Explorer

Show in Explorer

Repository menu or (Ctrl (Shift|| F

Open the repository page on GitHub in your browser

View on GitHub
Repasitory menu or Ctrl/ | Shift!| G

Summary (required)

Vi sbdludi o Code

Following packages and add-on needs to be installed on your machine/Visual Studio Code:

1 Terraform will need to be installed on your local machine. Please follow the following link to
accomplish this
0 Getting Started with Terraform on Windows: Install, Setup and Demo:
https://adamtheautomator.com/terraform-windows/#The Easy Way
1 Once Terraform is successfully installed the following packages need to be installed within
Visual Studio Code.
1 Search for an extension by clicking

on the extension icon on the left of Visual Studio Code.

ction w Go Run Terminal Help

Azure Account ¢
A common Sign-
Microsoft
&
Azure CLI Tools o050
ing and running com...

4 Azure Terraform o3
nsion fc

hlighting and autocompleti...
i

e
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o Search for “HashiCorp Terraform”

= Extension: HashiCorp Terraform X

HashiCo rp Terraform hashicorp.terraform
HashiCor P € 994,582 Yk W Repository License v2.10.0

Syntax highlighting and autocompletion for Terraform

Disable %  Uninstall

Thi

o Search for “Azure Terraform”

AZU re Te rraform ms-azuretools.vscode-azureterraform | Preview

Microsoft | < 18225 %% % %% | Repository | License | vO
VS Code extension for ¢

Disable %  Uninstall % <«

o0 Search for “AWS Toolkit”

AWS Toolkit amazonwebservices.aws-toolkit-vscode
Amazon Web Services * %k *k Repository | License | v1.23.0
rking with Amaz|

Disable %  Uninstall v < §5

1 By default terminal in Terraform use Powershell, this needs to be changed to CMD
o Click on Terminal on the top tabs and select “New Terminal”
) File Edit Selection View Go Run | Terminal | Help
@ EX ER - MNew Terminal Cirl+Shift+

~ CLOUDGUARDIAAS

2 grure

o A new terminal will appear at the bottom. Left of the terminal screen is a drop-down

o Open drop-down and select “Select Default Profile” and then choose “cmd: as the
default terminal.

CloudGuardlaa$ - Visual Studic

d Prompt C

o NOTE: Visual Studio Code will need to be restarted for this change to take effect.
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1 Reason: Powershell does not understand “&&” signs. When deploying gateways in a new
AWS VPC the”’&&” is being used to auto-approve the newly created VPC before it starts
deploying the rest of the infrastructure.

Create or modity the deployment:
Due to terraform limitation, the apply command is:

terraform apply -target=aws_route_table.private subnet_rtb -auto-approve && terraform apply

Once terraform is updated, we will update accordingly.

Choose your deployment:
1 Willuse AWS as an example: You want to deploy AWS gateways in a New VPC
1 Browse to the appropriate file location on the left of Visual Studio Code

~ OLC RDIAAS! OB O

> common

> contrib

main.tf
outputif
READMEmd

1 Take some time to read the Readme.md in the above path.

Terminal

READMEmd X

portcenter.

README.md

o Follow the instructions closely
o0 Take note of terraform.tvars inputs in the readme.md
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The root key credentials can be provided in a few different ways within terraform. Please
follow the Readme.md for these details.
o0 The credentials configs can be located on the main.tf file

Then go to terraform.tfvars on the left tab
o Fill in all the fields as per the Readme.md

terraform.tfi

UARDIAAS LB U &G temb
> azure
> common
> contrib

main.tf
outputtf
README.md

" > /home/admin,

public_or_private address - “private”

g
README.md

o Take note of the colors

0 Blue = Variable desroption
Orange = Accepted values as per the Readme.md
Green = Have been comment out of the code.
Some variables are either, “String”, “Number” or “Bool”.
String uses inverted commas “”

. Numbers and Bool do not use “".

O O OO0
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Deployment:

)l
T

Now that all the variables have been filled in, now the fun can start.
Open a new terminal and go to file path of the deployment package (example:
cd:/user/documents/github/CGlaas/terraform/aws/gateway)

DUTPUT TERMINAL

Microsoft Windows [Version 18.8. 440]
(c) 2819 Microsoft Corporation. All rights reserved.

C:Wsers\luykes\Documents\GitHub\aws-terraform\CloudGuardlaaS3jcd_terratorm/aws/gateway-master

C: \Users\luykes\Document s \Gi tHub\aws - terraform\CloudGuardlaas\terraform\aws \gateway -master>ji

When running the directory command all of the following files need to display, especially
main.tf

C:\Users\lu
Volume in
Volume Sel

,146 main. tf
OUTpUT. Tr
A nd
form. tfvars
bles.tf
sions.tf

C:\Users\luykes\Documents\GitHub\aws - terraform\CloudGuardIaaS\terraform\aws \gateway-mastery|

These terraform scripts rely on modules. The modules need to be part of the entire file
directory. (If cloning was done successfully these modules will be part of the folder
directory)

~ terraform

~ AW

Jateway-master

~ modules

» amis
uster-iam-role
comman

custom-autoscale
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T

T

Now you will need to run “terraform init”. This command will initialise the necessary
terraform files and modules that are being used in this script.

'm\CloudGuardIaaS\terraform\aws\gateway-master>terraform init

in ..\gateway
amis in ..\modules\amis
lau i common_eip in ..\modules\common\elastic_ ip
common_gateway instance in ..Hmodules mmon.gateuay instance
lau i way i ce.v e in ..\modules\common\instance_type
laul i i rnal_def | ! internal_default_route
lau

validate pateway
validate : 1n5tanre  type in ..\modules\common\instance_type

Initializing the backend...

In1t131'hing prouider plugins

Finding latest

Installing hashi. .

Installed hashicorp/aws 24.1 (signed by HashiCorp)
Installing hashicorp/http 8.8...

Installed hashicorp/http v2.8.@ (signed by HashiCorp)
Installing hashi mull -

Installed hashicorp/null .8 (signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version comtrol repository
50 that Terraform can guarantee to make the same selections by default when
you run “terraform init™ in the future.

If all variables have been filled in correctly the “terraform apply” needs to be run. Terraform
will now run checks to see if there are any errors within the script.

o0 Note: “terraform apply” did not work. This is because of the terraform limitation in
being used in this example. Under normal circumstance “terraform plan” will work

C:\Users\luykes\Documents\GitHub\aws-terrafol GILaaS\terraform\aws\gateway-masterfterratorm apply

Invalid count argument

on ..\modules\common\internal default route\main.tf line 2, in resource "aws route™ "imternal default route™:
count = local.internal route_table condition

The "count™ value depends on resource attributes that cannot be determined
until apply, so Terraform cannot predict how many instances will be created.
To work around this, use the -target argument to first apply only the
resources that the count depends on.

C:\Users\luykes\Documents\GitHub\aws-terrafol GIaaS\terraform\aws\gateway-masterfterraform apply -target=aws route table.private subnet rtb -auto-approve 8% terraform apply
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With the “terraform apply” being run. It will start to deploy the VPC before hand. Once that
has been done. Terraform will supply you with an output on whats going to be deployed in
the AWS environment.

o0 The rest of the modules are depended on t nel creatd C:

o Terraform will supply you with the following output, when ready and happy with what
is going to happen, enter the value “yes” to confirm your changes.

i

c-Bed2e73fbebardfed”

Plan: 8 to add, ® to change, @ to destroy.

Changes to Qutputs:

ami_id "ami-88c11febead74b3d3"

gateway_instance id (known after apply)

gateway_instance_name = "Check-Point-Gateway-tf”

gateway _public_ip =[

(known after apply),

1

gateway_url = (known after apply)
(known after apply)

permissive_sg name (known after apply)

Do you want to perform these actions?
Terratorm will perform the actions described above.
Only ‘yes' will be accepted to approve.

Enter a value: yesl
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o Now terraform will be deploying and creating the resources into the AWS account as
per the credentials specified in the main.tf file.

twork_interfa
twork_inte
twork_interface,

10a91111680289494]

wodule. 1aund
wodule. launch,

o Login into your AWS account to view the newly created Check Point GW’s
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Autpr ovi si am € xinsatniangge r

On existing manager:
1 Install CME package on the manager following SK157492
0 https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviews
olutiondetails=&solutionid=sk157492&partition=Advanced&product=CloudGuard
o Admin Guide -
https://scl.checkpoint.com/documents/laaS/WebAdminGuides/EN/CP_CME/Conten

t/Topics-
Cloud Management Extension CME/Installing and Updating CME.htm?tocpath=

3
o AWS Manager -
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit doGoviews
olutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning

1 Cloud Controller has been to be configured on the manager.
o The below command will initialise a controller and template within the manager.

o Aaut opr ov _ c-m<MANAGEMENTANMAME> -th <CONFIGURATION-
TEMPLATE-NAME> -otp <SIC-KEY> -ver <VERSION> -po <POLICY-NAME> -cn
<CONTROLLER-NAME> -r <AWS-REGIONS> -ak < AKJA***¥*kkkxrrks gk <
AoGgo*********>(‘)

o The template will need to be configured. Here we specify which blades need to be
enabled for the gateway at hand.

o autoprov_cfg set template -th < CONFIGURATION-TEMPLATE-NAME> -appi -uf -
pp 8080 -hi -ips -ab -av -ia

o If the CME has been installed and the controller and template have been configured.
You should see something similar.
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https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-Cloud_Management_Extension_CME/Installing_and_Updating_CME.htm?tocpath=_____3
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk130372#Setting%20up%20Automatic%20Provisioning

1 Now that the controller and template have been configured. You can run “tail -f
/var/log/CPcme/cme.log” on the manager. This will display if the manager has seen any
new gateways’ in the cloud account.
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Variables in Terraform for Gateways to Auto-deploy:

1 For the manager to automate this process, you will need to specify a couple of variables on
the terraform.tfvars file in your Visual Studio Code.

management_server = "<MA

configuration_template =

“autoprov_cfg init AWS -mn|<MANAGEMENT-NAME>|-tn |<CONFIGURATION-|
| TEMPLATE-NAME>|-otp <SIC-KEY> -ver <VERSION> -po <POLICY-NAME> -cn
<CONTROLLER-NAME> -r <AWS-REGIONS> -ak < AKIA******xxx%x> gk <
AOGQO*********> ”

o0 Note: The SIC key in the terraform.tfvars need to be the same on the controller
configuration of the manager.

gateway_version =
admin_stk /
gateway SICKey

gateway_password_has

‘autoprov_cfg init AWS -mn <MANAGEMENT-NAME?> -tn <CONFIGURATION-
TEMPLATE-NAME> -otp|<SIC-KEY>|-ver <VERSION> -po <POLICY-NAME> -cn
<CONTROLLER-NAME?> -r <KAWS-REGIONS> -ak < AK[IA®**********> gk <
AOGQO*********>”

Autpr ovi sioning working

1 Small clip of how an AWS gateway being deployed in a NEW VPC and auto-provisioned on an
existing manager in AWS

0 https://youtu.be/6¢c78dENUZAM
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