®
& cHECK POINT

YOU DESERVE THE BEST SECURITY

CGNS VWAN HUB INTEGRATION




Azure vVWAN Overview

« Azure Virtual WAN(VWAN) is a networking service,
that provides secure cloud transit and access to resources such as:

e Customer on-premise branches @
* SD-WAN

* Site-to-site VPN connectivity « « “ «
* Remote user VPN (Point-to-site) connectivity \ I / \mc o
Hub-to-Hub

* ExpressRoute connectivity Region 1 Connection

ohe - > eophe | Fegon?
o Vlrtual nEtWOrkS (VN ET) A. EirtualWA Hub Virtual WAN Hub
° I N t erne t ExpressRoute Site-to-Site VPN Site-to-Site VPN | Point-to-Site VPN

« Hub and Spoke architecture ?Q

The Hub managed and hosted by Azure. ™ ™
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https://azure.microsoft.com/en-us/services/virtual-wan/

Virtual WAN

Network as a service

Unified hub and spoke architecture with NaaS services for Connectivity, Security and Routing using Microsoft Global Backbone
Virtual WAN is a managed wide area networking (WAN) service that makes it easy for you to build, manage, and monitor a global network that connects resources running across your cloud and on-premises

environments

Route table

VNET

Branch VPN: Site to Site

* Scale and capacity

* SD-WAN Link connection

* CPE connectivity automation to
VWAN VPN gateways

* NAT (Overlapping site IP)

Remote User VPN: Point to Site

* Scales up to 100K users
* Global Traffic Manager
* Azure Windows client

* Azure MacOS client
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Private Connectivity:
Express Route

* Scale and 20 Gbps agg
* ER Encryption (VPN over ER)

©Microsoft Corporation
Azure

VNET VNET

NS

Virtual WAN

®  Microsoft

- -
@v— Global —=
» Backbone
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Remote User Branch / Private
/P2S VPN S2S VPN Connectivity
/ExpressRoute

Route table

VNET

/

B A

SD-WAN

=

Virtual Hub Router

* VNET Transit

* Up to 50 Gbps throughput
e S2S VPN <-> ER Transit

* S2S <->P2S VPN Transit

Advanced Routing

* Automatic meshed hubs

* Route Table (assoc., prop.)

* Routing Intent, Routing
Policy

* BGP Peer

Managed NVA

* Integrated SD-WAN/
Connectivity Network Virtual
Appliance (NVA)

* Managed Firewall Security
NVA
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Use Cases

Slngle Vlrtual HUb Azure Virtual Azure Virtual Azure Virtual Azure Virtual

Network Network Network Network

@ East-West Branch to Branch*®
East-West VNet to VNet

@ North-South Branch to VNET
North-South VNET to Branch

North-South Branch to Internet

North-South VNet to Internet
...................................................................... — - m@ @

Microsoft.com

Partner.com )/ @

Inter-hub and Hybrid Scenarios @ /
...................................................................... L .
@ East-West Branch to Branch // @ :
East-West VNet to VNet 7 ! ’
@ North-South Branch to VNET
North-South VNET to Branch o
...................................................................... a» (] ]
@ Azure ExpressRoute to VNET Branch Location 1 Remote User Branch Location 3
i . With Remote A -
Azure ExpressRoute to SD-WAN With Partner SD-WAN ! S(:)rlr:t’ic?n ccess With ExpressRoute
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VPN Users

P2S VPN

Internet

Branch-1

=

§2S VPN Branch-1_Client

Internet

US West Central
<---> VNET-1 (Ingress)

External LB i
* ‘ a—Peering—s

@ CGNS CGNS

Internal LB

Hub-1

525 VPN Branch-2

Branch-2_Client

Internal LB

ExpressRoute
Peering Peering DataCenter-1

DC-1_Client Ea

VNET-2_Client VvNET-3_Client
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Internet
A

<-- -> VNET-2 (Ingress)

Branch-1 “Ex‘efnm LB *

mid
@ @ VPN Users
i Internal LB P25 VPN
Branch-1_Client
Internet
Hub2_Branch-1
Peering
Branch-2 l
Hub-1 Hub-2
. US West Central US West Central S2S VPN Hub2_Branch-1_Client
Branch-2_Client
A,
525 VPN » . Link . Hub2_Branch-2
Branch-3 SD-WAN Gateways {
CGNS CGNS
@ - Hub2_Branch-2_Client Ea
Internal LB
Branch-3_Client
Peering Peering Peering Hub2_DataCenter-1
R T S S
iGe WNETL iG> WNET3 i iGe  NET4
PR ;
Hub2_DC-1_Client Ea
Branch-N_Client : : i P :
VNET-1_Client VNET-3_Client VNET-4_Client




CHECK POINT

Lab Diagram

> cg-mgtvnet -
10.0.4.0/22

Student Laptop

cg-mgt-vm i (R81.20 Console +
: SSH Client)

Pri
Internet
Internet
I global-wan
: ; o TeE e : s
i€se>  VNET-1 (Ingress) i iGeesy  cg-gw-vnet - : i{ees>  spoke-office -
: : 10.0.0.0/23 192.168.2.0/24

®

External LB : <«——VPN Tunnel—p. | i g Peering—
ia—Peering— ; : :

* ‘ : ] 5 - : :
e - - - o i i E

: . office-app
Azure VPN : CGNS - Single :
: CGNS1 CGNS2 Gateway : :
Internal LB
Pl’e-ProVisioned
I I Internal LB
Peering Peering

|

(- "> spoke-ga -
192.168.1.0/24

;<°~-> spoke-prod -
192.168.0.0/24

prod-app
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Egress Packet Flow

Internet

|

/
Hub-1 4
US Waest Central

/

3

- 2 ;v W

CGNS G CGNS

Internal LB

/ Peering

VNET-3_Client
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Ingress Packet Flow ;.ﬁ

Users
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Internet

I
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US West Central
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CGNs s CGNS

-

Internal LB

(e UNET-2 A
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East-West Packet Flow ‘

Internet

@ |

US West Central

& -
=3

Internal 34

Peering Peering

[
G CHECK POINT ©2022 Check Point Software Technologies Ltd. 10



East-West — Subnet to Sub

Internet

!

\/

WestCentral-Hubl

& &
cons @ /

Internal LB

{+®>  VNET-10.30.0.0/16

‘l& 10.30.0.0/24 10.30.1.0/24 J&
- -

UDR: 10.30.0.0/24 UDR: 10.30.1.0/24

10.30.0.4/32 nexthop ILB 10.30.1.4/32 nexthop ILB
10.30.0.5/32 nexthop ILB | 10.30.0.4 | | 10.30.0.5 | | 10.30.1.4 | | 10.30.1.5 | 10.30.1.5/32 nexthop ILB
10.30.1.0/24 nexthop ILB 10.30.0.0/24 nexthop ILB
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East-West — Host to Host
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Internet
\j
WestCentral-Hub1
5
7
\ 7 4
CGNS CGNS
Internal LB

Peering

10.30.1.0/24 d&

UDR: 10.30.0.0/24

10.30.0.4/32 nexthop ILB
10.30.0.5/32 nexthop ILB

10.30.1.0/24 nexthop ILB

o

|10.3o.o.4 | |1o.3o.o.5 ‘

|1o.3o.1.4 ] | 10.30.1.5 ]

UDR: 10.30.1.0/24

10.30.1.4/32 nexthop ILB
10.30.1.5/32 nexthop ILB

10.30.0.0/24 nexthop ILB
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Client to Site VPN Design ,®

Users

Traffic Manager

o
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Internet

|

US East Region a &

CGNS CGNS

Internet

|

Internal LB

Peering Peering

<> Prod vNET
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Australia East Region

- -

CGNS CGNS

Internal LB

Peering Peering

o> Prod vNET

Internet

|

North Europe Region

- -

CGNS CGNS

Internal LB

Peering Peering

o> Prod vNET Dev vNET
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C2S VPN - Flow

SNAT CGNS Internal Interface IP

<= Cross Region
|

Y

‘ Establish C2S VPN e

Internet Internet

Australia East Region North Europe Region

L e e & e

CGNS s CGNS CGNS s CGNS CGNS s CGNS
Internal LB Internal LB Internal LB
Peering a Peering 9 Peering Peering Peering

<> Prod vNET < <> Prod vNET

Internet

|

US East Region
‘.‘ i‘
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Traffic Manager Load Distribution Methods

Geographic

DNS que! Recursive
ha DNS Service

= -

User Browser
DNS response

Client connects directly
to selected endpoint,
not through Traffic Manager

Choose the endpoint that is designated to

the DNS query's source IP address

Latency Based

DNS gue Recursive
o quety DNS Service

P
>

User Browser
DNS response

o

o\ [

@o serve the user's geographic region, based on

Traffic Manager

Endpoint

Assigned Geo

Q

Nested Profile
[Mexico, Asia]

Endpoint 1
[Germany]

Endpoint 1

Germany

Nested Profile

Mexico, Asia

Endpoint 2

World

®

Endpoint
[World]

Endpoint A
Priority 1

®

Endpoint B
Priority 2

2
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Microsoft
Azure

Client connects directly

to selected endpoint,

L =]
@o Look up closest available endpoint in latency
table, using DNS IP add
not through Traffic Manager a7, U quety source = accress

IP Range West US | North Europe | East Asia

Traffic Manager

89.17.0.0/16 150ms

© ©

Endpoint 1 Endpoint 2 Endpoint 3
West US North Europe East Asia

D

Microsoft
Azure
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Traffic Manager Monitoring - Profiles

QD vpntesting = *

Traffic Manager profile

O Search eprofle (O Disable profile () Refresh —> Move Delete profile

FQDN for VPN Endpoint

Overview A~ Essentials

Activity log Resource group (move) : vwan-lab rg DNS name : httpy//vpntesting.trafficmanager.net

¥ b @

Access control (AM) Status : Enabled Monitor status  : Online
P Subscription (move) : chkp-azure-sales-jmichea Routing method : Priority
ags
Subscription ID : 27ceb520-9e79-47b8-8fb8-22f42c25bc21
f
Diagnose and solve problems
Tags (edit) :  chkp-lz-create-date : 2023-04-27T21:15:50.6277240Z > vpntesting

Settings

& vpntesting | Configuration

P Search endpoints
pot Traffic Manager profile

& Configuration

Name T Status 1. Monitor status LI 1. Priori
Real user measurements * : i ‘ ee * P Search

Enabled Online External endpoint 1

Traffic view g0
gwl Disabled

& Overview Routing method (O

External endpoint

Endpoints 8 Actiity log | Priority

Sn Access control (IAM) DNS time to live (TTL * @

© Tags [0 v

seconds

&? Diagnose and solve problems Endpoint monitor settings (O

Protocol

Settings
9 [1cp

& Configuration
Port *

& Real user measurements ‘ 443

Path (O

VWAN CGNS Gateways

A DoNOT input sensitive customer data in this field (i.e. APIKeys, Secrets, and Auth tokens etc.).

o Fast endpoint failover settings
Vonitoring
Probing interval (O

CGNS Monitoring Port =

Tolerated number of failures * ()

& Diagnostic settings { 3

@ Logs Probe timeout * (O
[10 v

Automation
seconds

°
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