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EXPOSING & PROTECTING AZURE WEB APPS WITH CLOUDGUARD IAAS 
VMSS 

 
Created by: Eugene Tcheby – Cloud Security Architect Canada.  
Date: 04/11/2020 
Version: 1.0 
 
This document shows how to expose and protect your Web Apps from an Internal App Service 
Environment in Microsoft Azure with Check Point CloudGuard IaaS as your NVA. In this whitepaper, 
we will leverage Check Point CloudGuard VMSS deployment with External Load Balancer only.  
We are using a simple architecture with both the VMSS and Internal App Service Environment on 
the same VNET. You can also have App Service Environments spread across multiple VNETs, which 
can be peered with your security HUB.  
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In this whitepaper, we are assuming that: 
 
a- You’re familiar with Check Point VMSS deployment and the CME automation for the gateways 

auto provisioning using autoprov_cfg commands on Check Point Management Server 
 
b- You already went through the deployment steps of both CloudGuard VMSS and Management 

Server with the latest version of the CME.  
 

Cloud Management Extension (CME) Admin Guide 
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_CME/Content/Topics-
Cloud_Management_Extension_CME/CME_Structure_and_Configurations.htm?tocpath=_____5 

 
CloudGuard VMSS deployment Guide 
https://sc1.checkpoint.com/documents/IaaS/WebAdminGuides/EN/CP_VMSS_for_Azure/Content/To
pics/Overview.htm?topic=documents/IaaS/WebAdminGuides/EN/CP_VMSS_for_Azure/216060 
 

 
c- Your VMSS CloudGuard gateways belong to Frontend and Backend subnets of your VNET for 

their respective external interface eth0 and internal interface eth1.  
 

d- You are familiar with the Azure Standard Load Balancer concepts such as Load Balancer Rules, 
Health Probes.  

 
e- You are familiar with App Service Plans. We will use Isolated Plan for our app service.  

https://azure.microsoft.com/en-us/pricing/details/app-service/linux/ 
 

 
 
f- You have a valid domain name.  

 
g- You have a valid SSL certificate for https testing purposes (ideal, but optional). I will not be 

using one, but your browser will generate certificate warnings matching the default Microsoft 
SSL certificate associate to your web app.  
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STEP 1: CREATE AN ILB APP SERVICE ENVIRONMENT 

 
From the Azure Portal search “App Service Environments”  
 

 
 
 
On the App Service Environment, click “Add” 
 
 

 
 
 
 
Under Basics Tab 

 
1- Create a new resource group for your App Service Environment.  
2- Select a unique App Service Environment Name  
3- Virtual IP: Select Internal 
4- Once done with above, click Next : Networking 
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Under the Networking Tab,  
 
Virtual Network – From the dropdown, select the existing VNET of the Check Point VMMS solution.  
 
Subnet - Click on “Create New” 
 

 
 
 
Subnet Name: VMSS-ASE (you can use any subnet name of your choice).  
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Subnet Address Block: 172.16.4.0/24 – (you can create any CIDR block for your subnet based on 
your VNET configuration).  
Once done, click OK 
 

 
 
Skip the Tags tab. Under the “Review + Create” Tab check your ASE configuration details and 
click “Create” 
 

 
 
Please note this deployment takes up to 2 hours. It also creates a route table for the Checkpoint App 
Service Environment subnet, and a NSG for the ASE subnet.  
Once deployment is completed, click “Go to Resource” 
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Under Settings, select IP addresses, and notice the Internal Load Balancer IP address – The 
Checkpoint VMSS gateways will forward allowed inbound HTTP(s) connection to the ILB private IP by 
performing a D-NAT (we will review it later in the Checkpoint Access Control & NAT rules 
configuration) .  
PS: The Management & Outbound public IP are only for your web apps and system to make calls to 
resources the internet. However, access to the App Service Environment is only accessible via its 
private endpoint, which the ILB is.  
 
For more information on ILB-ASE Networking, refer to Microsoft Documentation 
https://docs.microsoft.com/en-us/azure/app-service/environment/network-info  
 

 
 
From Azure Portal, select Resource Groups. Review the resource created by the ASE deployment.  
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STEP 2: CREATE A WEB APP – USING AZURE APP SERVICES 
 
From the Azure Portal, search “App Service”. Select “App Services” 

 
 

Resource Group: Select same resource as the one you created for the ILB-ASE.  
Instance Name: nginx - we are deploying a simple nginx web app. could be any 
Publish: Select “Docker Container” 
Operating System: Linux 
Region: Select your App Service Environment created in Step 1 
Linux Plan: Create New – Example: Checkpoint-Plan 
SKU and Size: Leave default – Isolated I1 (do not change to different SKU and size) 
Click Next: Docker 
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Under Docker Tab, we will configure a single Docker container with the nginx container image from 
Docker Hub public registry (https://hub.docker.com) 
 

    PS: You could also pull any images from your private Azure Container Registry if you have one.   
    Options: Single Container 

Image Source: Docker Hub 
Access Type: Public 
Image and tag: nginx 
 

 
Skip Monitoring & Tags tabs. Under Review + Create, check your web app and container 
configuration and click “create” 
 

 
 
Your web app should be ready and running within a few seconds.  
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STEP 3 – CONFIGURE YOUR WEB APP CUSTOM DOMAIN WITH YOUR DOMAIN 
NAME 

 
 
From the Azure Portal, click on three stripes on top left. Click “App Services”. 

 
 
Then select nginx to open web app we created on step 2.  
 
From the nginx web app menu, select Custom Domains > Add custom domain.  
Turn “HTTPS Only” ON if you have a valid SSL certificate. I am not using one in this demo.  
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Under Add custom domain, enter your domain name (below depicts my own domain name) 

 
 
After adding your custom domain, it should appear under Assigned Custom Domains.  

 
 
 

STEP4 – CHECKPOINT VMSS EXTERNAL LOAD BALANCER & DNS MANAGER 
CONFIGURATION 

 
From the Azure Portal, select three stripes on top left, click on Load Balancers. By default, the 
CloudGuard VMSS deployment creates two Load Balancers: Frontend & Backend. Select frontend-lb.  It 
represents the external LB associated to Public IP (s) to expose our web app. 
PS: You could also use a L7 – Azure Application Gateway in front of the Checkpoint VMSS for inbound 
HTTP(s) host-based redirection rules and SSL offloading.  
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From the frontend-lb overview, obtain the public IP associated to it. It is also possible to get it from the 
Frontend IP configuration menu.  
 

 
 
From your DNS Manager, create an A-Record. Your domain name should be matching the Checkpoint 
VMSS frontend-lb public IP from your load balancer overview or IP configuration,  
 

 
 
To make sure your entry was recorded, perform nslookup against your domain name and check if it 
resolves to your frontend-lb public IP.  
 

 
 
Ensure you have load balancer rules on your frontend-lb to listen on standard ports 80 & 443 (if you 
are using SSL certificate) to listen on TCP high ports. The Checkpoint VMSS gateways will listen on 
the defined high ports in the Load Balancer rules.  
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From the frontend-lb page on Azure Portal, review your load balancing rules 

 
 
In the example below, we are using 8081 and 8443 as high ports in the load balancing rules for 
ports 80 and 443 respectively.  
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STEP 5 – ACCESS CONTROL AND NAT RULES CONFIGURATION 
 
Create custom TCP object that represents the high ports the Cloudguard VMSS instances listen on. 
Based on your frontend-lb load balancing rules.  

  
 
Create a host object that represents your App Service Environment ILB 

 
 
 
Create dynamic objects LocalGatewayExternal & LocalGatewayInternal that represents the external 
and internal private IP of the VMSS gateways 
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Access Control Rules 

 
 
NAT Rules.  

 
 
 
Testing of web app. https://www.yourdomain.com  
 

 
 
 
NGNIX test page successful.  
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Review of logs.  
 

 

 
 


