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Log into Microsoft Azure cloud portal

CloudGuard




S

A\ Virtual networks - Microsoft Azu X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

4

<« (& @& portal.azure.com/#blade/HubsExtension/BrowseResourceBlade/resourceType/Microsoft. Network%2FvirtualNetworks a % @ ‘3 :
——

« Home > Virtual networks
—+ Create a resource Virtual networks P

Check Point Seftware Technologies Inc.

ﬁ Home

E Dashboard

+ Add EZ Edit columns O Refresh | ® Ass

Subscriptions: Checkpoint HOL - A

-= All services

| Filter by name... | | ODL-checkpointtemplate-93364-02 v | | All locations ~ | | All tags ~ | | No grouping ~
FAVORITES

1 items
All resources

l:‘ NAME RESOURCE GROUP LOCATION SUBSCRIPTION

[i) Resource groups
<'? Function App
Bl SQL databases
& Azure Cosmas DB
l;l Virtual machines
{} Load balancers
3 Storage accounts
€+ Virtual networks
@ Azure Active Directory
'j\ Monitor
Q Advisor
G Security Center
ﬁ, Cost Management + Billing

? Help + support

E L Type here to search



q | A\ IL-Vnet - Subnets - Microsoft Azi X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

= C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > Virtual networks > IL-Vnet - Subnets
—+ Create a resource D IL-Vnet - Subnets *
Virtual network
A Home
| D Search (Ctrl+) | « == Subnet == Gateway subnet
E Dashboard
= c Overview -
= Services | 0 |590rch subnets
FAVORITES - Activity log NAME ADDRESS RANGE IPV4 AVAILABLE ADDRESSES DELEGATED TO SECURITY GROUP
[ ]
Al v Access control (I1AM)
resources Frontend 10.0.0.0/24 247 - -
() Resource groups & Tags
Backend 10.0.1.0/24 250 - -
,;:53 App Services # Diagnose and solve problems
AppGW 10.0.2.0/24 249 - - res
<'? Function App Settings
- AppService 10.0.3.0/24 251 - -
B! SQL databases > Address space
&7 Azure Cosmos DB & Connected devices
L virtual machines <> Subnets
{} Load balancers W DDoS protection
&5 storage accounts & Firewall
<% Virtual networks O Security
U» Azure Active Directory B DNS servers
j‘} Monitor @3 Peerings
‘} Advisor 4 Service endpoints
G Security Center ‘1" Properties
ﬁ, Cost Management + Billing & Locks
? Help + support B4 Export template
Monitoring

Diagnostic settings

4
E L Type here to search i d d W1 ENG




q | A\ IL-Vnet - Service endpoints - Mic X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

= C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > Virtual networks > IL-Vnet - Service endpoints
-+ Create a resource 6‘12 IL-Vnet - Service endpoints X
Virtual network
A Home
| 0 Search (Ctri+/) | « == Add

[ Dashboard
= i - R Filter service endpoints
-= All services Overview i | P n

FAVORITES B Activity log SERVICE SUBNET STATUS LOCATIONS

All resources a4 Access control (JAM) ¥ Microsoft.Web 1
[#) Resource groups & Tags AppGW Succeeded *

(& App Services # Diagnose and solve problems |

<'? Function App Settings |
Bl SQL databases > Address space
&7 Azure Cosmos DB & Connected devices
LA virtual machines > Subnets
{} Load balancers W DDoS protection
&5 storage accounts & Firewall
<2 Virtual networks O Security
4P Azure Active Directory BE DNS servers
=) Monitor @5 Peerings
‘} Advisor d& Service endpoints
G Security Center 1" Properties
ﬁ, Cost Management + Billing & Locks
@ Help + support B3 Export template

Monitoring

Diagnostic settings ,

4
_ han - 11:34
E L Type here to search %3 ENG | = 543




q | A\ IL-Vnet - Microsoft Azure b4 | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

< C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :
——

« Home > Virtual networks > IL-Vnet
—+ Create a resource &> IL-Vnet # X

Virtual netwark

ﬁ Home

E Dashboard

i Resource group éﬁéﬁé—é) _ ddress space : 10.0.00/16
5 &2 Cverview R
All services

Location : North Europe DNS servers @ Azure provided DNS service

FAVORITES B Activity log o
subscription (change) |

[ ]
All resources st Access control (IAM) Subscription ID . bbeaffbd-ach0-4a6f-Oad7-479857225905

| O Search (Ctri+/) | « C) Refresh =» Move [ Delete

= Tags
() Resource groups # g Tags (change) : Click here to add tags

# Diagnose and solve problems

»

& App Services

<> Function App Settings Connected devices
E SQL databases «> Address space | /O Search connected devices
DEVICE TYPE IP ADDRESS SUBNET
&7 Azure Cosmos DB & Connected devices
g Virtual machines > Subnets CPMgmt-eth0 Network interface 10.0.0.4 Frontend
{} Load balancers W DDoS protection CPSingleGateway-eth0 Metwork interface 10.0.0.5 Frontend
i storage accounts & Firewall CPSingleGateway-eth0 Network interface 10.0.0.7 Frontend
O UTIA RS O Security CPSingleGateway-eth0 Network interface 10.0.0.6 Frontend
Azure Active Directo ]
@ v BN DNS servers CPSingleGateway-ethl Network interface 10.0.1.4 Backend
=) Monitor &% Peerings
ILAppGW Application Gateway 10.0.2.14 AppGW
? Advisor di Service endpoints
G Security Center ‘1" Properties
ﬁ, Cost Management + Billing & Locks
@ Help + support B3 Export template
Monitoring

Diagnostic settings

4
_ han - 11:34
E L Type here to search %3 ENG | = 543




Creating Application Services(Web App)
and
configuring it.

CHECK POINT

CloudGuard




S

A\ App Services - Microsoft Azure X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

iy

& (& @& portal.azure.com/#blade/HubsExtension/BrowseResourceBlade/resourceType/Microsoft Web%2Fsites Q % @ ‘3 :
Microsoft Azure R Search resources, services, and dacs (G+/)
« Home > App Services
-+ Create a resource App Services Documentation & 3 X
Check Point Seftware Technologies Inc.
ﬁ Home
o= Add == Edit columns € Refresh | ® Assi @ Delete
[ Dashboard
_ Subscriptions: Checkpoint HOL - A
:= All services
| Filter by name... | | All resource groups v | | All locations ~ | | All tags ~ | | No grouping ~
FAVORITES
3 items
All resources
D NAME STATUS APP TYPE APP SERVICE PLAN LOCATION SUBSCRIPTION

[#) Resource groups
*

B Ao Sevces (S Lappiaa Runring web App s ort europe —

L -

:5*, ILAppPython Running Web App AS_ North Europe _ b
(& testing-app-IL Running Web App AT North Europe 1

1

<'? Function App

aen

B! SQL databases

& Azure Cosmas DB

ﬁl Virtual machines

{} Load balancers

3 Storage accounts

€+ Virtual networks

@ Azure Active Directory
'j\ Monitor

Q Advisor

G Security Center

ﬁ, Cost Management + Billing

? Help + support

E L Type here to search i ~] U U W1 ENG



q | A\ ILApplava - Networking - Micros X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

= C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :

R Search resources, services, and dacs (G+/)

Microsoft Azure

+ Create a resource

ﬁ Home
E Dashboard

All services

FAVORITES
All resources

[i) Resource groups
& App Services

<'? Function App

Bl SQL databases

& Azure Cosmas DB

g Virtual machines

{} Load balancers

3 Storage accounts
€+ Virtual networks

4P Azure Active Directory

=) Monitor

‘} Advisor

G Security Center
ﬁ, Cost Management + Billing

? Help + support

!‘
E L Type here to search

«

Home > App Services > ILAppJava - Networking

ILAppJava - Networking

M. App Service

Lo

Search (Ctri+/)

Settings

!ll

!ll
&
Ea

Configuration
Authentication / Authorizati...
Application Insights
Identity

Backups

Custom domains

TLS/SSL settings
Networking

Scale up (App Service plan)
Scale out (App Service plan)
WebJobs

Push

MySQL In App

Properties

Locks

Export template

App Service plan

L

e
(U]

App Service plan

Quotas

Pl S N DR S -

<"‘> VNet Integration

Securely access resources available in or through your Azure VNet.
Learn More

Click here to configure

a Azure CDN

Secure, reliable content delivery with broad global reach and rich feature set
Learn More

Configure Azure CDN for your app

® Access Restrictions

Define and manage rules that control access to your application.
Learn More

Configure Access Restrictions

S ENG




q | A\ Access Restrictions - Microsoft £ X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

= C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :
——
« Home > App Services > ILApplava - Networking > Access Restrictions
—+ Create a resource ® Access Restrictions *
A Home
M Remove ) Refresh

E Dashboard

All services
Access Restrictions
FAVORITES

All resources

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evaluated in priority order. If there are no rules defined then your app will accept traffic from any address. Learnmore

[#) Resource groups

= ) ilappjava.azurewebsites.net ilappjava.scm.azurewebsites.net
(&3 App Services PP 213

<'? Function App Add rule

Bl SQL databases

D PRIORITY NAME SOURCE ENDPOINT STATUS ACTION
& Azure Cosmas DB
300 Test1 IL-Vnet/AppGW Enabled Allow e
g Virtual machines /App o
4> Load balancers 2147483647 Deny all Any Deny

3 Storage accounts
<% Virtual networks
U» Azure Active Directory

=) Monitor

For first App

‘} Advisor
G Security Center
ﬁ, Cost Management + Billing

? Help + support

4
E L Type here to search i d d W3 ENG



q | A\ Access Restrictions - Microsoft £ X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

= C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-02/providers/Microsoft... & % @ ‘3 :
——
« Home > App Services > ILAppPython - Networking > Access Restrictions
—+ Create a resource ® Access Restrictions *
A Home
M Remove ) Refresh

E Dashboard

All services
Access Restrictions
FAVORITES

All resources

Access restrictions allow you to define lists of allow/deny rules to control traffic to your app. Rules are evaluated in priority order. If there are no rules defined then your app will accept traffic from any address. Learnmore

[#) Resource groups

‘R O PET ilapppython.azurewebsites.net | ilapppython.scm.azurewebsites.net
L -

<'? Function App Add rule

Bl SQL databases

D PRIORITY NAME SOURCE ENDPOINT STATUS ACTION
& Azure Cosmas DB
300 Test2 IL-Vnet/AppGW Enabled Allow e
g Virtual machines /App o
4> Load balancers 2147483647 Deny all Any Deny

3 Storage accounts
<% Virtual networks
U» Azure Active Directory

=) Monitor

For Second App

‘} Advisor
G Security Center
ﬁ, Cost Management + Billing

? Help + support

4
113
E L Type here to search i d d W ENG



For the third app (testing-app-IL)
Do not perform access restriction configuration
as this app is just to show that this app is directly accessible to internet via app’s URL

Home > App Services

App Services Documentation @ 5

Check Point Software Technologies Inc.

+Add £ Edit columns DRefresh | ‘Assigntags P Start Q' Restart M Stop @ Delete

Subscriptions: Checkpoint HOL - A

| Filter by name... | | All resource groups ~ | | All locations v | | All tags ~ | | No grouping ~
3 items
l:‘ MNAME STATUS APP TYPE APP SERVICE PLAN LOCATION SUBSCRIPTION
*

13} ILAppJava Running Web App A North Europe Checkpoint HOL - A
1’&\ U AnnDithon Running \Meh Ano I T CheckpointlOlnd, sae
1:53 testing-app-IL Running Web App A—.. North Europe Checkpoint HOL - A

*7a testing-app-IL =
(& testing-app

App Service

| 0 Search (Ctrl+/) | « [7 Browse M Stop %, Swap ) Restart 1 Delete <L Getpublish profile £ Reset publish profile

(2 Overview - df' Click here to access our Quickstart guide for deploying code to your app =»

=] Activity log Resource group (change) : _’I URL https:!flaﬁrg—app—il.azurewebs’rtes.ne

___________________________________________________________________________________________________________________________________

' 2 Access control (IAM) Status : Running App Service Plan . ASP-ODLcheckpointtemplate9336401-8712 (51: 1)
CHECK POINT v Location : North Europe FTP/deployment userna... : No FTP/deployment user set
™ Tags
[:lOUdG ua rd Subscription {change) : _ FTP hostname . ftp://waws-prod-db3-137.ftp.azurewebsites.windows.net
¥ Diagnose and solve problems Subscription ID . beeaffbd-acb0-4a6f-9ad7-479857225905 FTPS hostname : ftps://waws-prod-db3-137.ftp.azurewebsites.windows.net

Securi
° Y Tags (change) : Click here to add tags




Deploying CheckPoint CLoudGuard
Security Management
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Single Gateway

CHECK POINT
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q A\ CloudGuard laaS - Firewall & Thr X | #4 Virtual networks - Microsoft Azur X | A\ Application Gateways - Microsoft X | =' Microsoft Azure App Service - W X | =' Microsoft Azure App Service - W X + - X

< C  @® portal.azure.com/#create/hub a % @ 13 :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > New > CloudGuard laaS - Firewall & Threat Prevention
—+ Create a resource CloudGuard laas - Firewall & Threat Prevention X
Check Point

M Home

ﬂ:] Dashboard

CloudGuard laas - Firewall & Threat Prevention o s..«... QO tO create a resource on the

= Allsenvices checems left hand pane side type
FAVORITES B\ Preferred solution :
e > Checkpoint laa$S
All resources Select a software plan

Check Point Security Management ~ | > PreSS Enter
» Choose sec mgmt

[#) Resource groups

& App Services

&f

Overview  Plans
<'? Function App

ﬁ SQL databases Check Point CloudGuard laaS {formerly vSEC) delivers advanced, multi-layered threat prevention to protect customer assets in Azure from malware and sophisticated threats.
As a Microsoft Azure certified solution, CloudGuard laaS enables you to easily and seamlessly secure your workloads while providing secure connectivity across your cloud and

&7 Azure Cosmos DB on-premises environments.

L4 Virtual machines Designed for the dynamic security requirements of cloud deployments, CloudGuard laaS provides advanced threat protections to inspect traffic entering and leaving private

@ subnets of customer VNETs. Fully integrated security features include: Firewall, IPS, Application Contral, IPsec VPN, Antivirus, Anti-Bot, and SandBlast sandboxing technology.
Load balancers
CloudGuard laaS integrates with the Azure Security Center, providing the ability to rapidly provision CloudGuard laaS security gateways in just a few clicks and allowing

= Storage accounts security alerts from CloudGuard laa$ to be viewed from the Security Center console.
<% Virtual networks CloudGuard laaS provides consistent security policy management, enforcement, and reporting.

U» Azure Active Directory This solution lets you choose between Bring-Your-Own-License (BYOL) and Pay-As-You-Go (PAYG).
= Monitor » BYOL comes with a 15 day free trial.

* PAYG comes with a 30 day evaluation license.
Q Advisor
Premium Support is included in PAYG. Mare details can be found at https://www.checkpoint.com/support-services/support-plans/. To open a support ticket, you need

B Security Center to have a Check Point User Center account. You can sign up for one at https://accounts.checkpoint.com

(‘, Cost Management + Billing
D o + - Note: Check Point’s Marketplace App includes 5 different plans. Choose the one that suits you best. If you are unsure, we recommend you start with “Check Point CloudGuard
4 HElp + suppo laaS Single Gateway” or contact Check Point Support (link on the left).

Useful Links

Check Point CloudGuard Product Information
]
E L Type here to search

Check Point Reference Architecture for Azure
Cherk Pnint Next (Generatinn Threat Preventinn - NGTP & NGTY




q A\ Basics - Microsoft Azure X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =' Microsoft Azure App Service - W X | =' Microsoft Azure App Service - W X + - X

< C  @® portal.azure.com/#create/hub a % @ "ﬁ :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > MNew > CloudGuard |aas - Firewall & Threat Prevention > Create CloudGuard 1aa5 - Firewall & Threat Prevention > Basics
—+ Create a resource Create CloudGuard laaSs - Fire... X Basics O X
A Home . .
* Server Name @ Configure according to :-

ﬂ:] Dashboard Basics > | | | .
= e Configure basi setings » Your given name and password
- * Authentication type

FAVORITES (=D ssH publickey ) > Resource group

2 > - ey .
All resources Confi gure additional settings * Password [ ] > Locatlo n

() Resource groups
- ,F&pp S-ervi:es 3 e S |* Confirm password | IM P
unction App . . .
Subscription Note:-Choose R80.20 for this lab in 2. point

Bl SQL databases

4 > v
&7 Azure Cosmos DB CloudGuard 12aS - Firewall & Thr
. . * Resource grou
4 Virtual machines ﬂ
: v |

49 Load balancers 5 S Create new
= Storage accounts * Location

| (Europe) North Europe v |

€+ Virtual networks
Azure Active Directory
= Monitor
% Advisor
B Security Center
(‘, Cost Management + Billing

a2 Help + support

4
E L Type here to search i d d 1)) %3 ENG



q A\ CloudGuard laaS - Firewall & Thr X | #4 Virtual networks - Microsoft Azur X | A\ Application Gateways - Microsoft X | =' Microsoft Azure App Service - W X | =' Microsoft Azure App Service - W X + - X

< C  @® portal.azure.com/#create/hub a % @ 13 :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > MNew > CloudGuard laaS - Firewall & Threat Prevention
—+ Create a resource CloudGuard laas - Firewall & Threat Prevention X
Check Point

M Home
CloudGuard laa$ - Firewall & Threat Prevention o ..., GO tO create a resource on the
checems left hand pane side type
B\ Preferred solution .
e > Checkpoint laa$S
All resources Select a software plan
[r] Fresar o opeT s Check Point CloudGuard laa5 Single Gat... A~ > Press Enter
o Check Point CloudGuard laaS R80.10 Cluster > Choose Single GW

\ App Services Overview Plans| Check Point CloudGuard laa5 Scale Set

ﬂ:] Dashboard
<= All services

FAVORITES

(&

<’ Function App Check Point CloudGuard laaS Single Gateway

ﬁ SQL databases Check Point CloudGu Check Point Security Management ulti-layered threat prevention to protect customer assets in Azure from malware and sophisticated threats.
As a Microsoft Azure | CloudGuard laaS High Availability lou to easily and seamlessly secure your workloads while providing secure connectivity across your cloud and

&7 Azure Cosmos DB on-premises environments.

" Virtual machines Designed for the dynamic security requirements of cloud deployments, CloudGuard laaS provides advanced threat protections to inspect traffic entering and leaving private

@ subnets of customer VNETs. Fully integrated security features include: Firewall, IPS, Application Contral, IPsec VPN, Antivirus, Anti-Bot, and SandBlast sandboxing technology.
Load balancers
CloudGuard laaS integrates with the Azure Security Center, providing the ability to rapidly provision CloudGuard laaS security gateways in just a few clicks and allowing

= Storage accounts security alerts from CloudGuard laa$ to be viewed from the Security Center console.

<% Virtual networks CloudGuard laaS provides consistent security policy management, enforcement, and reporting.

1> Azure Active Directory This solution lets you choose between Bring-Your-Own-License (BYOL) and Pay-As-You-Go (PAYG).

= Monitor » BYOL comes with a 15 day free trial.
* PAYG comes with a 30 day evaluation license.
Q Advisor
] Premium Support is included in PAYG. Mare details can be found at https://www.checkpoint.com/support-services/support-plans/. To open a support ticket, you need

B Security Center to have a Check Point User Center account. You can sign up for one at https://accounts.checkpoint.com

(‘, Cost Management + Billing
D o + - Note: Check Point’s Marketplace App includes 5 different plans. Choose the one that suits you best. If you are unsure, we recommend you start with “Check Point CloudGuard
4 HElp + suppo laaS Single Gateway” or contact Check Point Support (link on the left).

Useful Links

Check Point CloudGuard Product Information
]
E L Type here to search

Check Point Reference Architecture for Azure
(Charl Print Navt (Renaratinn Thraat Praventinn - KETD 2 KGTY




q A\ Basics - Microsoft Azure X | A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microsoft X | =' Microsoft Azure App Service - W X | =' Microsoft Azure App Service - W X + - X

< C  @® portal.azure.com/#create/hub a % @ "ﬁ :
Microsoft Azure 2 Search resources, services, and docs (G+/)
« Home > MNew > CloudGuard |aas - Firewall & Threat Prevention > Create CloudGuard 1aa5 - Firewall & Threat Prevention > Basics
—+ Create a resource Create CloudGuard laaSs - Fire... X Basics O X
A Home . .
“ VM Name @ Configure according to :-

[Ed Dashboard Basi;s _ . > | | | > Y . d d
I Configure bsic settngs our given name and passwor
- * Authentication type

D o) » Resource group

2 > - - .

All resources Configure CloudGuard settings * Password @ > Locat|0n
[#) Resource groups | |

App Services 3 S * Confirm password I M P

<'? Function App

Subscription Note:-Choose R80.20 for this lab in 2. point

Bl SQL databases

4 >
&7 Azure Cosmos DB CloudGuard 12aS - Firewall & Thr
) ) * Resource group @
- emadine
A
49 Load balancers 5 S Create new
= Storage accounts * Location
A

| (Europe) North Europe

€+ Virtual networks
Azure Active Directory
= Monitor
% Advisor
B Security Center
(‘, Cost Management + Billing

a2 Help + support

4
E L Type here to search i d d 1)) % ENG



After the creation of security management & Single GW

1. Go to NIC under Settings 3. Add new IP 10.0.0.6 & 10.0.0.7 and
/= CPSingleGateway - Networking give static pUbIlC IP to each private IP made.

= Virtual machine
| O Search (Ctrl+/) | « 4» Attach network interface i Detach network interface
B Overview “
! CPSingleGateway-eth0 ~ CPSingleGateway-eth1 Add IP configuration
ﬁl Activity log i CPSingleGateway-ethd
o |
s Access control (I1AM | . *N
. (A | B Network Interface [T Effectiv |
: ipenfig2
@ Tags | Virtual network/subnet: IL-Vnet/Frontend NI Public IP: 137. e
#X Diagnose and solve problems j pe .
! Inbound port rules  Outbound port rules  Application s (_ Primary )
Settings

This network interface does not contain network security gro
2 Networking
o Primary IP configuration already exists

2. Go to IP config.
Add

l CPSingleGateway-ethO - IP configurations

Metwork nterface Private |P address settings

« Allocation
| O Search (Cirl+/) | + Add Fsave X Discard ' Dynamic :'
B Overview IP forwarding settings * IP address
IP forwarding ‘ID.CI.U.d
8 scoy s | {3
a4 Access control (|AM) Virtual network E’_u—bllc P aadress N
| Disabled WQEELIED)
‘ Tags
IP configurations
* IP address
Settings * Subnet Configure required settings —

3 IP configurations

| 1O Search IP configurations

B DNS servers
MNAME IP VERSION

U Network security group
CHECH POINT m ipconfigl IPv4

CloudGuard

Properties




ra ey

A\ CPSingleGateway-eth( - IP confi. X

S

A\ Virtual networks - Microsoft Azur X | A\ Application Gateways - Microso® X | =. Microsoft Azure App Service - W X | =. Microsoft Azure App Service - W X + - X

< C @ portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-04/providers/Microsoft... @ v @ ‘3 :
« Home > All resources > CPSingleGateway - Networking > CPSingleGateway-ethO - IP configurations
-+ Create a resource l CPSingleGateway-ethO - IP configurations X
Metwork interface

A Home

E Dashboard

|}3 Search (Ctri+/)

IP forwarding settings

All services B Overview

- | IPforwarding (Disabled ((ERTED)

FAVORITES B Activity log —_—

) eI am Access control (JAM) Virtual network IL-Vnet
- & Tags
) Resource groups IP configurations
S i . !
\& App Services Settings | *Subnet Frontend (10.0.0.0/24) v |
<2 Function App 3 IP configurations
E SQL databases B DNS servers | 2 Search IP configurations |

i NAME IP VERSION TYPE PRIVATE IP ADDRESS PUBLIC IP ADDRESS

&7 Azure Cosmos DB @ Network security group
B Virtual machines ' Properties | ipconfigl IPv4 Primary 10.0.0.5 (Static) B (cPsingleGateway)
@ Load balancers 8 Locks ipconfig3 IPv4 Secondary 10.0.0.7 (Static) _8.114 (CPSingleGatewaySecond-eth1)
= Storage accounts B3 Export template ipconfig2 1Pv4 Secondary 10.0.0.6 (Static) _3.55 (CPSingleGatewaySecond-eth0)

<2 Virtual networks |
Support + troubleshooting

@ Azure Active Directory |

= Effective security rules

= )
= Monitor
= > FEffective routes

Q Advisor ®

s New support request |
G Security Center

ﬁ, Cost Management + Billing !

? Help + support |

4
E L Type here to search i U U W1 ENG



Configure
Application Gateway

CloudGuard




q | A\ testing-app-IL - Microsoft Azure X | A\ CPSingleGateway-ethD - IP conf. X

A

& (& @& portal.azure.com/#create/Microsoft.ApplicationGateway

Microsoft Azure

R Search resources, services, and dacs (G+/)

/N Create an application gateway - X | +

« Home > Application Gateways > Create an application gateway
-+ Create a resource Create an application gateway X
A Home | Project details
[ Dashboard Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
— ] ! your resources.
:= All services |
FAVORITES * Subscription @ _ ~ |
All resources * Resource group @ _ v |
Create new
(i) Resource groups ;
(3 App Services | Instance details
<’ Function App * Application gateway name | ILAppGW «|
B SQL databases | *Region | (Europe) North Europe e |
&7 Azure Cosmos DB )
| Tere | Standard ~ |
£ virtual machines
! * |nstance count @ | 2 |
{} Load balancers
| SKUsize @ Medi hd
3 Storage accounts | | edium |
| B P
<% Virtual networks | HITPZ2 e (®) Disabled () Enabled
@ Azure Active Directory . i
| Configure virtual network
3 Moni e
B 0D * \irtual network @ | IL-Vnet v |
Q Advisor Create new
B Security Center : * Subret @ | AppGW (10.0.2.0/24) v |
e Cost Management + Billing Manaae subnet confiauration
o) i
4 Help + support ! < Previous Next : Frontends = |
“
~ Show all X
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7

Create With bOth p rivate a n d p u b I iC I P q | A\ testing-app-IL - Microsoft Azure X | A\ CPSingleGateway-eth0 - IP confi. X /A Create an application gateway - X _\l‘ +

Create a new pu b||C IP for AppGW < = & portal.azure.com/#create/Microsoft. ApplicationGateway
« Home > Application Gateways > Create an application gateway
= Create a resource Create an application gateway
A Home
[Ed Dashboard ':‘E/' Basics @) Frontends | ) { - )

= hEEEE Traffic enters the application gateway via its frontend IP address. An application gateway can use a public IP address, private IP

ERVORIIES address, or one of each type.

All resources Frontend IP address type @ O Public O Private @ Both
() Resource groups

- Public IP address
(& App Services

* Public IP address | Choose public IP address el
<2 Function App Create new

B! SQL databases
Private IP address

Azure C DB
e Use a specific (static) IP address @ @ Yes O No

ﬂ Virtual machines

* Private IP address @ [ 10.02.14

d:b I nad halanrarc

CHECK POINT

CloudGuard




g | A\ testing-app-IL - Microsoft Azure X | A\ CPSingleGateway-ethD - IP conf. X A\ Add a backend pool - Microsoft X + - X

< C @& portal.azure.com/#create/Microsoft.ApplicationGateway QA % @ ‘3 :
Microsoft Azure R Search resources, services, and dacs (G+/) g 3 “r a2 &
« Home > Application Gateways > Create an application gateway Add a backend p00| >
-+ Create a resource Create an application gateway
M Home A backend pool is a collection of resources to which your application gateway can send
= — . traffic. A backend pool can contain virtual machines, virtual machine scale sets, IP addresses,
Dashboard ) Basics ) Frontends 3) Backends or a valid Internet hostname.
*= All services - - o _ . : ]
A backend pool is a collection of resources to which your application gateway can send traffic. A backend pool can contain * Name ILBackendPool W
FAVORIIES virtual machines, virtual machine scale sets, IP addresses, or fully qualified domain names (FQDN).
Add backend pool without /e
| |
All resources +Add a backend pool targets '\.Yes—m./
() Resource groups BACKEND POOL TARGETS Backend targets
1:53 App Services No results e
! TARGET TYPE TARGET
<7 Function App
G St dtapeses Make one for ILAppJlava e sevee v ~ o
pp | P testing-app-IL
address or hostname ' |

& Azure Cosmas DB

Make another for ALAppPython Lapplava

. Virtual machines ILAppPythen

@ Load balancers

= Storage accounts Note: Do not add under same target make two different
U I backend pool ILBackendPooll & ILBackendPool2 for each app services

1 Azure Active Directory
=) Monitar

'} Advisor

G Security Center

ﬁ, Cost Management + Billing

o]
4 Help + support < Previous || Next : Configuration >

(s cloudguard-logo.png (A Show all X




1d frontend IP configuration if you haven't

LS

Routing rules

+

Add a rule

Add a routing rule

Configure a routing rule to send traffic from a given frontend IP address to one or more

backend targets. A routing rule must contain a listener and at least one backend target.

* Rule name

* Listener

ILAppGWRule1

* Backend targets

Alistener “listens” on a specified port and IP address for traffic that uses a specified protocol.
If the listener criteria are met, the application gateway will apply this routing rule.

* Listener name @

* Frontend IP @
Protocol @
* Port @

Additional settings

Listener type @

Error page url

| ILAppGWListener1

v]

| Private

A |

(@) HTTP () HTTF
2081

(®) Basic () Muti
O Yes @ MNo

CHECK POINT

CloudGuard

Add a routing rule

Configure a routing rule to send traffic from a given frontend IP address to one or more
backend targets. A routing rule must contain a listener and at least one backend target.

* Rule name ILAppGWRule1 v

“Listener " Backend targets

Choose a backend pool to which this routing rule will send traffic. You will also need to
specify a set of HTTP settings that define the behavior of the routing rule.

| ILBackendPool1 v |
* Backend target @ Create new

| httpt v
* HTTP setting @ Create new

Path-based routing

You can route traffic from this rule’s listener to different backend targets based on the URL
path of the request. You can also apply a different set of HTTP settings based on the URL
path.

PATH PATH RULE NAME HTTP SETTING BACKEND POOL

Mo additional targets to display

Add multiple targets to create a path-based rule

Repeat for second routing rule

Add an HTTP setting

¢ Save changes and go back to routing rules

* HTTP setting name | hl‘tp‘|| ~/|
Backend protocol @ HTTP O HTTPS
* Backend port | 80 |

Additional settings

Cookie-based affinity @

() Enable (®) Disable
() Enable (@) Disable

20 |

Connection draining @

* Request time-out
(seconds) @

Override backend path @ | |

Host name

By default, Application Gateway does not change the incoming HTTP host header from
the client and sends the header unaltered to the backend. Multi-tenant services like App
service or APl management rely on a specific host header or SNI extension to resolve to
the correct endpoint. Change these settings to overwrite the incoming HTTP host header.

Override with new host s
name ~

P
B
\E/

Host name override




Microsoft Azure X | + - X

| A\ testing-app-IL - Microsoft Azure X | A\ CPSingleGateway-ethD - IP conf. X

< C & portal.azure.com/#@checkpointhol.onmicrosoft.com/resource/subscriptions/b6eaffbd-acb0-4a6f-9ad7-479857225905/resourceGroups/ODL-checkpointtemplate-93364-01/providers/Microsoft... & Y @ ‘3 :

Microsoft Azure 2 Search resources, services, and docs (G+/)

« Home > Application Gateways > ILAppGW - Rules > ILAppGWRule1 > ILAppGWHttp1

-+ Create a resource ILAppGWHttp1 pd
LAppGW
ﬁ Home
E Dashboard f
_ ) i Name
:= All services ILAppGWHtp1
FAVORITES * Cookie based affinity @
Al resources B Disabicd JE D)
[#) Resource groups * Connection draining @
o B Disabled JEE D)

& App Services

<’ Function App * Protocol

Ed SQL databases N ote: I M P
& Azure Cosmas DB

I;I Virtual machines

{} Load balancers

* Request timeout (seconds)

3 Storage accounts i | 20 |

<% Virtual networks |

Override backend path @
&b Azure Active Directory | |

=) - |

o LI Use custom probe @

R Advisor

i * Custom probe

O Ssecurity Center § | ILAppGWHttp1a61f2786-b364-4298-9766-2f495ed39002 v
[ il i
C STt AT ETET e 2L Pick host name from backend address @

o) |

4 Help + support |
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Configuration on
CheckPoint
Smart Console

CloudGuard




Copy Public IP of CP Mgmt and open https://comgmtpublicip Gaia portal will get opened use Credentials (provided by you
while configuring checkpoint management virtual machine in azure portal) to log in into cpmgmt.

. CPMgmt
- \irtual machine
« Chart rel it
| o Search (Ctri+/) | %* Connect P Start Q' Restart M Stop % Capture [ Delste () Refresh
@ Overview - o Advisor (1 of 1): Use availability sets for improved fault tolerance =»
B Activity log Resource group (change) [ 3 Computername ~ : cpmgmt
Stat : Runnin Operati t : Linux {gaia 107.450
.-.ﬁ Access control (IAM) ars g perating system @ )
Location . North Europe Size : Standard D3 vl GIB memory)
€ Tags - _ Copied
Subscription (change) :_ Ephemeral OS disk T N/A
. Diagnose and solve problems Subscription ID . bbeaffbd-ach0-4a6f-9ad7-479857225905 Public IP address . 16863
Settings Private IP address : 10004
& Networking Virtual network/subnet : IL-Vnet/Frontend

Download smart console from the link provided.

' A Notsecure | 168.c 7 174b9500adceec16ef504385b7/cgi-bin/home.tcl

CHECK POINT

Advanced

Clﬂ”dﬁuardw v] Manage Software Blades using SmartConsole
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https://cpmgmtpublicip/

Configuration for deploying CheckPoint CloudGuard Single Gateway on Smart Console
Note: we need to create single gateway only as management is already there. No need to do for secondary IP’s

*~ N X & Sciptsv 3 Actio

1.

Gateway...
. re CP
Clust
uster » Loer -
VSX
' ard.
More »

Check Point Security Gateway Creation

Create the Check Point Security Gateway using:

=

Wizard Classic

|:| Dan't show this again

Wl
[ ]
L
]

Awareness

CHECK POINT

CloudGuard

LRIV TPITET. [V -— ]

e a5 = £ upuaLsa avanamis

Check Point Gateway Installation Wizard

## General Properiies

Specify the Gateway name, platform and IP address.

* General Properties

Gateway name: |CPSianeGW |
Gateway platform: |CloudGua rd laaS ~ |
Gateway IP address:
(@) Static IP address:
Py4: | 0 .0 . 0 . 5| | | Resolve from Mame |

Pve: | |

O Dynamic IP address (e.g. assigned by DHCP server)

—

Check Point’

BOFTWARE TECFROLOGIES LT,

<Back

Next >

Cancel

1T LI SEUUTE N IE WTITIU NI LU LED WETET YU InswEnen anag
confioured the Check Point software on the aatewav CPSinaleGW.

Gateway's Name: |C PSingleGW |
One-time password: |0-H-H-M-M| |
Trust State: | Uninitialized |

(O Skip and initiate trusted communication later




After creating gateway go to gateway properties and under network management do the following for each Ethernet

nagement
1 . . Name Topology IP Comments
ction
Proxy & eth0 External 10.0.0.5/24
tal & ethi All-Vnet 10.0.1.4/24
a
‘eness
r Agent

| Interface: ethO

2. Untick Anti-spoofing for ethO
. a . eth0

Enter Object Conf

General General
Qos IPvé: Security Zone
Advanced IPv: ® User defined
Specify Security Zone:
Topology According to topology: ExternalZone @
Leads To:

Security Zone] ~ Anti-Spoofing

Anti Spoofing Perform Anti-Spoofing based on interface topology

CHECK POINT
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For ethl

3 pint Gateway - ILCpMgnmt Topology Settings 4 New MNetwork
. neral Properties +% Get Intd .
twork Management; All-Vnet
T Leads To a © i
i Enter Object Comment
This Network (Internal) @
* Qverride
ethi Internet (External) General IPv4
‘.E Enter Object Corm * This Network (Internal) NAT Network address:  10.0.0.0
IP Addresses behind this interface: Net mask: * Sssossod
Not defined B
General General ) . Broadcast address:
Network defined by the interface
QoS IPua: Network defined by routes ® Included
. Not included
Advanced IPvé: e Specificc | & All-Vnet * | View..
Topology Interface le Q Search... New... IPv6
. Netwaork Network address:
Leads To: Security Zone None S :
etwaorl roup Fre
Security Zone: *  User defined & All-Vnet Prefix:
@ Al Address Range
Anti Spoofing Specify Securii % All_Internet
According to topc & CP_default_Office_Mode_addres. @ Add Tag
. . 5t iabl
ancel
LT Perform Anti-Spoofing based on interface topology
o S 5. Untick Anti-spoofing at the end for ethl.

CHECK POINT
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1. Go to top left corner %o
» New Object =
» New Host 3
Create these all host for use. i

CPEXtGW

Enter Object Comment

General Machine

Network Management IPv4 address:  10.0.0.5 Re:
NAT IPv6 address:

Advanced

Servers

# Add Tag

; CPExtSecn2GW
Enter Object Comment

General Machine

Network Management IPv4 address:  10.0.0.7 Re

NAT IPvE address:

Advanced

Servers

& Add Tag
OK

Manage policies and layers... Ctrl+O
Open Object Explorer... Ctrl+E
MNew object

Publish session Ctrl+S
Discard session Ctri+Alt+S

Session details...

Install policy...

Verify Access Control Policy...

CPExtSecn1GW

Enter Object Comment

General Machine
Network Management IPv4 address:
NAT IPv6 address:
Advanced

Servers

& Add Tag

CPGW!InternallP

Enter Object Comment

General Machine
Network Management IPv4 address:
NAT IPv6 address:
Advanced
Servers

& Add Tag

Ctrl+Shift+Enter

10.0.0.6

10.0.1.4

*~ N X N scipts- 7 Adio

New Network..,

MNew Host...
1 server a

MNew Network Group... dGuard a

More object types »

Q © | X New Host

General
Resolve from name
NAT

Advanced

Servers

General

Resolve from name

NAT
Advanced

Servers

OK Cancel

Network Management

Network Management

LoopBalck

Enter Object Comment

Machine
IPv4 address:  127.0.0.1

IPvb address:

& Add Tag

Resolve from name

AppGWPrivatelP

Enter Object Comment

Machine

IPv4 address:  10.0.2.14

IPv6 address:

& Add Tag

OK

Resolve from name

Cancel




After enabling Identity awareness

» gateway general properties tab

» under Identity awareness

» Untick terminal services and choose identity web api

Check Point Gateway - ILCpMgmit 9 |x H Identity Web API Settings ? X
CRTTEE S » Choose previously v o
- General Properties .
[#-Metwork Management Identity Sources d efl ned H OSt LOO p Ba C k Client Access Permissions
[H-NAT
- HTTPS Inspection [ Browser-Based Authentication Settings Here a nd save Selected Client can access this gateway only through internal interfaces
- HTTP/HTTPS Proxy . . .
- ICAP Server Browser-Based Authentication is not enabled on this Gateway Cllent Secret |d for Edit...
- Platform Portal Partal LR : :
tal UnL Authorized Clients
E5} [dentity Awareness ) ) - fUtU re use.
- Mail Transfer Agent |:| Active Directory Query Settings E—— —
- Lags et - et
- Fetch Policy . LoopBAck TR n
- Optimizations [ Identity Agents Settings
-~ Hit Count Learn more...
[#- Other
|:| Terminal Servers Settings
Download agent
Selected Giient Secret: [~ |
[] RADIUS Accounting Settings en e
Generate
D Identity Collector Settings
Authentication Settings
Identity Web AP Settings._ Settings...
Remote Access Cancel
CHECK POINT
CloudGuard
< >




Install policy after every changes did on Smart console

Go to top left portion of console
» find Install Policy Icon

» Publish & Install

» Untick Threat Prevention

> Install

» Wait for policy to install

Install Policy

L.l Standard

v L.l Access Control Total changes from last installation (26-09-2019):

44
. L.F. Threat Prevention 5 Changes from 1 sessions (by admin) @
« Access g You have unpublished changes

[\n Polif You are required to provide a session name before you can publish
222 AT your changes:
B

+ Threat P Session name: |admin@9/26/2019
]

Description:

g Fol
e B @ & iLcpmgmt

Total draft changes: 5 IP: 10.0.0.5 | Version: R80.20

Shared Polg © View changes @ Policy Targets...
r Geo Pg
Publish & Install Cancel h
& Inspec]
Install Mode

CHECK POINT

* Install on each selected gateway independently
Cluudﬁuard" v'| For gateway clusters, if installation on a cluster member fails, do not install on that cluster.

Install on all selected gateways. If installation on a gateway fails, do not install on all gateways of the same version.

Install Cancel




Columns: @ General

[— o]
== Status Name

GATEWAYS P

& SERVERS o @ cpmgmt

v X2 ILcpSingleG

Summary

c'ﬁ cpmgmt

|Pv4 Address:
0s:
Version:

License Status:

- @ | ) Publish

* N = Scripts » 12 Actions + (5 Monitor | Q Search..

IP Version Active Blades Hardware CPU Usa... Recommended Updat...
I, Rs0.20

Comme...
Open server L 2%

10.0.0.5 R80.20 CloudGuard.. ®& 1%

Management Blades

Network Policy ey LOgging &
i —1
168.63.40.17 Open server == Management Status

v

artConsole

Q Search...

= #- New...
Object Categories

& Network Objects

4 Services

2% Applications/Categories
#t VPN Communities

4o Data Types

gt Users

i Servers

Time Objects

ﬁ. UserCheck Interactions

@ Limit

1D

12:01
26-09-2019

) EI ENG

%



Let US Create TCP ObjeCt Manage policies and layers.. Ctrl+0

> O ne fo r 808 1 i=  Open Object Explorer... Ctrl+E
4 New object » New Network.. LT Actions =
> Other for 8082 ?\m Publish session Ctrl+S New Host...
o estinati... Original Services Translated Source  Translated Destin... Translated S
W Discard session Ctrl+Alt+35 New Metwork Group... ]
Secn1GW | &3 http B CPGWinternallP | ™8 AppGWPrivatelP &3 Http-80
Session details... lares e ETEs » . ' i
! Sip__ Network Object " ternallp B AppGWPrivatelP (<) Http-80:
@  Install policy.. Ctrl+Shift+Enter -
Automatic Generated Rules : Machine Static NAT service ' New TCP...
Verity Access Control Policy.. \utomatic Generated Rules : Machine Hide NAT Custom Application,/Site 4 New UDP...

New TCP Service New TCP Service
@ . Http-8081 @ . Http-8082
Enter Object Comment Enter Object Comment
General General General General
Advanced Protocol: HTTP = AR Protocol: HTTP -
The Hypertext Transfer Protocol (HTTP) is an application protocol for The Hypertext Transfer Protocol (HTTP) is an application protocol for
distributed, collaborative, hypermedia information systems. HTTP is the distributed, collaborative, hypermedia information systems. HTTP is the
foundation of data communication for the World Wide Web. foundation of data communication for the World Wide Web.
Match By Match By
Port: - Port:
Standard Port (80) Standard Port  (80)
o Customize  |8081| @ * Customize 8082 ]
Protocol Signature is disabled @ - Protocol Signature is disabled @
CHECHRUNT € Add Tag & Add Tag
CloudGuard
OK Cancel oK Cancel




Create policy under Security Policies > Policy section

R Comtral ==X I = Install Policy [~} Actions = h

+* ACCEess Lontro
LI. Policy No. Name Source Destination VPN Services & Applications Action
£%6 NAT 1 Gaia *  Any B CPExtGW *  Any @ nhitps D Accept

o Tireett ez 2 Inbound-to-Python *  Any M CPExtSecn1GW *  Any @ hip @ Accept
IR Policy £ Inbound-to-Java * Any M CPExtSecn2GW * Any @ nip D Accept
T B 4 Cleanup rule *  Any *  Any *  Any *  Any ® Drop

Shared Policies
r Geo Policy

44

=- X % = 7 Actons~ Y

+ Access Control

LI. Policy . Original Source Original Destinati... Original Services Translated Source = Translated Destin... Translated Services Install On

E?é NAT 1 5 All_Internet B2 CPExtSecn1GW e http B CPGWiInternallP EEAppGWPriVETeIP e Http-8081 #  Policy Targets

- Threat Prevention 2 € All_Internet B CPExtSecn2GW @ hitp B CPGWinternallP [ =8 AppGWPrivatel? @ Http-8082 % Policy Targets

SECURITY
POLICIES 1A Policy

i@ Exceptions

Shared Policies

3 Geo Policy

Note: In Translated Source section remember to do the following

¥ Inspection Settinas ®

Automatic Generated Rules :
Automatic Generated Rules :
Automatic Generated Rules :
Automatic Generated Rules
Automatic Generated Rules

w Automatic Generated Rules :

& Loading...

Machine Static NAT (No Rules)
Machine Hide NAT (No Rules)
Address Range Static NAT (No Rules)

: Network Static NAT (No Rules)
: Address Range Hide NAT (No Rules)

Network Hide NAT (3-4)

Loading... *  Any

for both the NAT (Hide behind NAT):-

= Origi

e ci

Loading...

Replace...

NAT Method

Edit Object..

Remove
Edit Cut  Copy

Where Used...

Loading... Loading...

& Htp-s082 * Poli

Hide
Stateful NATE4

Stateless NAT46

= Original * Al

CHECK POINT
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Till here we are done with the smart console part

Now we will add the secondary IP’s made in azure portal into our firewall interface
i.e we will make it learn the IP in order to work with them

Log Into your Gaia portal using Single Management Public IP (Public IP corresponding to primary interface 10.0.0.5)
Username as : admin

Password as : password that you kept during Checkpoint CloudGuard setup(In Azure)

If a lock appears in the highlighted section shown below do click on it and acquire access to write permission

g | A\ CPSingleGateway-eth0 - IP - X | A\ Virtual networks - Microso® X | A\ Appl
< & A Notsecure | 137.116.249.51/ 74ef88f81b503694879ed89f986.

Microsoft Azure
psinglegateway

-“
MNetwork Management » Network Interface:

View mode: | Advanced ¢ |

® . Interfaces
Qverview

- o .
= &= Network Management e e by T 3

Follow rest as shown in picture

CHECK POINT
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q | A\ CPSingleGateway-eth) - [P X | A\ Virtual networks - Microso® X | A\ Application Gateways - Mic X =. Microsoft Azure App Servic: X | =. Microsoft Azure App Servic: X Gaia X | + - X

oy

« C  a Notsecure | 137.116 ||| G o 9562939/coi-bin/home tc! * ©® 6

Microsoft Azure

- CheckP
cpsinglegateway 2 admin | [ Q Gaia
“
Network Management » Network Interfaces ‘ Configuration H Menitoring
View mode: [ Advanced 'l
® oveni - Interfaces
verview
- — —
= &w Network Management ‘ Add - ‘ Edit Delete | Refresh ‘
-”.i Metwork Interfaces
2 ARP
-: Name Type |Pv4 Address Subnet Mask IPv6 Address IPv6 Mask Length Link Status Comment
&w DHCP Server !
- eth0 -ﬁ Ethernet 10.0.0.5 255.255.255.0 - - Q) Up
&= Hosts and DNS )
. eth(:1 B Alias I 5555055255 - - " up
&= IPvd 5Static Routes |
- eth(:2 O Alias 10.0.06 255.255.255.0 ) up
& w NetFlow Export .
eth0:3 B Alias 10.0.0.7 255.255.255.0 - - U
= ﬁ System Management O ur
ethi -* Ethernet 10.0.1.4 255.255.255.0 (') Up
ﬁ Time
eth2_rename -ﬁ- Ethernet - - - - ® Down
’55 Cloning Group
eth3_rename -*- Ethernet ® Down
¥ snme ¥ :
" lo Loopback 127.0.0.1 255.0.0.0 - - Up
ﬁ Job Scheduler P O
¥ Mail Notification
ﬁ Proxy
ﬁ Messages
’55 Display Fermat
8 session Page |1 | of1 Displaying 1 - 5 of 5
ﬁ Core Dump
ﬁ System Logging
Management Interface
ﬁ Metwork Access
’3 Host Access Management Interface: ethQ
= & Advanced Routing Set Management Interface
£ DHCP Relay
£ scp
2 icmp
£ 1P Broadcast Helper 7

L Type here to search




Interfaces

Interfaces
‘ Add ~ ‘ Edit Delete ‘ Refrash ‘ 2
B s IPv4 Address Subnet Mask
l ‘: VLAN o IPv4 Address Subnet Mask IPv6 Address IPv6 Mask Le| eth0 _*_ e Add Alias
£ ﬁ- h—EthernEt 10.0.0.5 255.255.255.0 - - ath(:1 O Alias )
Bond _ O Alias
'i* Bridge Erahle
¢ 1 Alias 10.0.06 255.255.255.0 - - Sth(:3 O Alias e )
'*‘ Loopback -
[ 1 Alias 10.0.0.7 255,255.255.0 - = -
% = # Etneret Pva | IPv6 | Alias
¢ VPN Tunnel h— Ethernet 10.0.1.4 255,255.255.0 - - eth2_rename -*— Ethernet :
¢ X ind Tunnel b Ethernet - = = - eth3_rename 4 Ethernet Member Of. Select.. e -
[ J: PPPOE h— Ethernet - - - - lo * Loopback eth0 -
lo “# Loopback 127.0.0.1 255.0.0.0 = - eth1
eth2_rename
eth3_rename
Page |1 of 1
Page |1 of 1
Name Type IPv4 Address Subnet Mask IPv6 Mask Lengtl
) IPv4 Address Subnet Mask
eth0 -*- Ethernet Add Alias
etho:T O Alias # Ethernet el B '
a8 Al -
eth(0:2 B Alias - e B Alias
eth0:3 O Alias o Al o '
B Alias - .
i # Ethernet Pva | IPve | Alias &
eth2_rename -*- Ethernet S IPv4 IPve Alias ;
eth3_rename * Ethernet S B * Hhemet _
o # Loopback @ Use the following IPv4 address; i # Ethernet S e -

@ Use the following IPv4 address: _

IPv4 address: 0. 0. 0. # Loopback

IPv4 address: 10.0.0.1
Subnet mask: 255, 255, 255,
Subnet mask: 255,255,255, O

vianagement Interface

T IR IPE S
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A\ New - Microsoft Azure X A\ Virtual networks - Microsoft Azur X portal.azure.com X B¥ Microsoft Azure App Service - W X B¥ Microsoft Azure App Service - W X + - X
] u

< C @Notsecure|137.13_ % © N

http://PubliclPMappedtoSecondarylP1
you will be able to access the web app

a8 Microsoft Azure

|
Hey, Java developers! . .
o
Your app service is up and running. ® .
Time to take the next step and deploy your code. ¢
o
Have your code ready? Don't have your code yet?
Use deployment center to get code published Follow our quickstart guide and you'll ™
from your client or setup continuous have a full app ready in 5 minutes or
deployment. less.
- [ ]

Deployment Center

Technical Information
javaversion: 11.0.2
javahome: /usr/lib/jvm/zulu-11-azure-jre-headless-tools_11.29.3-11.0.2-linux_musl_x64
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http://publicipmappedtosecondaryip1/

q | A\ New - Microsoft Azure X | A\ Virtual networks - Microsoft Azur X | @ portal.azure.com X =' Microsoft Azure App Service - W X =' Microsoft Azure App Service - W X + - X

< C @Notsecure|137.13_ % © N

http://PubliclPMappedtoSecondarylP2
you will be able to access the web app

a8 Microsoft Azure

Hey, developers!

Your app service is up and running.
Time to take the next step and deploy your code.

Have your code ready? Don't have your code yet?

Use deployment center to get code published Follow our quickstart guide and you'll
from your client or setup continuous have a full app ready in 5 minutes or
deployment. less.

Deployment Center
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Thank You
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