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Check Point site-to-site VPN to Azure Virtual Wan |  How To 

  

About this guide 

This is guide will describe the full setup configuration of a Azure Virtual WAN in two Regions South / West 
establishing a full resilience site-to-site VPN . 

The scope is based on site-to-site VPN between Azure Virtual WAN and a TWO on premises Check Point clusters. 

 

Introduction 
 

The Azure hub-and-spoke connectivity model has been adopted by thousands of our customers to 
leverage the default transitive routing behavior of Azure Networking in order to build simple and 
scalable cloud networks. Azure Virtual WAN builds on these concepts and introduces new 
capabilities that allow global connectivity topologies, not only between on-premises locations and 
Azure, but also allowing customers to leverage the scale of the Microsoft network to augment their 
existing global networks. 

 
 

Azure Virtual WAN  - VPN site-
to-site - Check Point with 
BGP. 
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1. hǾŜǊǾƛŜǿ 

The scope is based on providing a full resilience through multiple VPN site-to-site from on-premises to Azure 
Virtual WAN. In our setup Azure Virtual Wan is based in two ƎŜƻƎǊŀǇƘƛŎ ǊŜƎƛƻƴǎΣ ά¦Y {ƻǳǘƘέ ŀƴŘ ά¦Y ²ŜǎǘέΤ 

We will make use of two hubs, one in each region and each hub does contain two instances. 

 

 

 

We have two datacenters with Check Point firewall clusters. Each cluster will have VPN connectivity to 
each region ά¦Y {ƻǳǘƘέ ŀƴŘ ά¦Y ²Ŝǎǘέ to provide resiliency.  
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Both Datacenter interconnect via an internal MPLS backbone and runs as dynamic protocol OSPF inside 
their flat network. 

We will use BGP inside our VPN tunnels in order to exchange routes between on-premises and Azure 
Vnets. 

 

 

 

2. DŜƴŜǊŀƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

¶ !ȊǳǊŜ ±ƛǊǘǳŀƭ ²!b ƛƴ ǘǿƻ ǊŜƎƛƻƴǎ ά¦Y {ƻǳǘƘέ ŀƴŘ ά¦Y ²Ŝǎǘέ.  

¶ The Check Point Firewall are running R80.30 build 200 on-premises.  

¶ OSPF is running inside the datacenters. 

¶ BGP will be used to exchange routes from Azure Vnet and subnets and on-premises network. 
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3. !ȊǳǊŜ ±ƛǊǘǳŀƭ ²!b ŎƻƴŦƛƎǳǊŀǘƛƻƴ 

The Azure Virtual WAN configuration will be deployed in EMEA. To provide High availability we used two regions and 
ǘƘŜǊŜŦƻǊŜ ǿŜ ƳŀŘŜ ǘǿƻ ƘǳōǎΣ ά¦Y {ƻǳǘƘέ ŀƴŘ ά¦Y ²ŜǎǘέΦ The two small dots in the screenshot located the Virtual Wan 
regions. 
 
 

 
 

 

3.1. Hub creation for UK-South 

 
A hub is a virtual network that can contain gateways for site-to-site, ExpressRoute, or point-to-site 
functionality. It takes 30 minutes to create the site-to-site VPN gateway in the virtual hub. 
 

 
 
I created a new resource-ƎǊƻǳǇ άwD-{ƻǳǘƘέ ŀƴŘ ǳǎŜ ŦƻǊ ǘƘŜ Region = UK South,  
Hub Private space = 10.20.30.0/24. And another resource-ƎǊƻǳǇ άwD-²Ŝǎǘέ ŀƴŘ ǳǎŜ ŦƻǊ ǘƘŜ Region = UK 
West, Hub Private space = 10.20.31.0/24. 
 
NOTE: Hub private address space. The minimum address space is /24 to create a hub, which implies anything range 

from /25 to /32 will produce an error during creation.  
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3.2. Attach VNET(s) to hub 

 
Go to you Virtual WAN configuration 
 

 
 
{ŜƭŜŎǘ ά±ƛǊǘǳŀƭ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴǎέ 
 
 

 
 
Select your resource group and attach it to you VNET. 
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3.3. VPN configuration in hub 

 

Select the hub where you would attach the VPN connections. You can create up to 1000 sites per Virtual Hub 
in a Virtual WAN. If you had multiple hubs, you can create 1000 per each of those hubs. 

First we have to create a VPN Gateway for the VPN site-to-site connections, the BGP AS number on Azure 
Virtual WAN ƛǎ ǇŜǊ ŘŜŦŀǳƭǘ ά65515έ ŀƴŘ ǘƘŜ ǎŎŀƭŜ ǳƴƛǘǎ ƎƛǾŜ ȅƻǳ ŀ ōǊƻŀŘ ŎƘƻƛŎŜ ƻŦ ǘƘǊƻǳƎƘǇǳǘΦ 

 

 

When the VPN gateway is created, you add also other connectivity such as Express route, Point-to-site or 
routing. 
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3.4. VPN site-to-site 

 

You will have in the general view, the Hub is created successful and the VPN Gateway provisioned. 

 

 

From here you select the VPN site you want to add to the hub. 

 

 

 

{ŜƭŜŎǘ ά/ǊŜŀǘŜ ƴŜǿ ±tb ǎƛǘŜέ 

 

Fill in the following fields, 

The inputs are Region = Uk South, Device Vendor = Check Point, BGP = enabled and select Hub = UK-South. 
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Private address space - The IP address space that is located on your on-premises site. Traffic destined for 
this address space is routed to your local site. This is required when BGP is not enabled for the site. 
 

 

 

3.5. Link configuration 

 
¢ƘŜ ά[ƛƴƪǎέ ǿŜ ǿƛƭƭ ŎǊŜŀǘŜ ¢²h ƭƛƴƪǎΣ ƻƴŜ ŦƻǊ {ƛǘŜм ŀƴŘ ƻƴŜ ŦƻǊ Site2. 
 

 
 
IP Address= Public IP address of the on-premises firewall using this link. Optionally, you can provide the 
private IP address of your on-premises VPN device that is behind ExpressRoute. If you add multiple Links you 
ŎŀƴΩǘ ǳǎŜ ǘƘŜ ǎŀƳŜ tǳōƭƛŎ Lt address for different links into the same VPN configuration. 
 
¢ƘŜ .Dt ŀŘŘǊŜǎǎ ŦƻǊ ǎƛǘŜ м ±¢L ƛƴǘŜǊŦŀŎŜ ǿƛƭƭ ōŜ άмллΦспΦмллΦмέ ŀƴŘ !{b Ґ сррол 
¢ƘŜ .Dt ŀŘŘǊŜǎǎ ŦƻǊ ǎƛǘŜ н ±¢L ƛƴǘŜǊŦŀŎŜ ǿƛƭƭ ōŜ άмллΦспΦммлΦмέ ŀƴŘ !{b срролΦ  
We use same BGP ASN on both DataceƴǘŜǊǎ ōŜŎŀǳǎŜ ƛǘΩǎ ŀ ǎǘǊŜǘŎƘŜŘ Ŧƭŀǘ ƴŜǘǿƻǊƪΦ 
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CƻǊ ǘƘŜ ά{ƻǳǘƘ-±tbέ Ƙǳō ǿŜ ƘŀǾŜ ŎǊŜŀǘŜŘ ŦƻƭƭƻǿƛƴƎ ƭƛƴƪǎ, first link to Site1 with official IP 35.176.190.117, 
.Dt ǇŜŜǊƛƴƎ Lt ŀŘŘǊŜǎǎ άмллΦспΦмллΦмέ ŀƴŘ !{b сррол and the second link to Site2 with official 3.10.11.219, 
.Dt ǇŜŜǊƛƴƎ Lt ŀŘŘǊŜǎǎ άмллΦспΦммлΦм ŀƴŘ !{b срролΦ  
 
In our example we choose 100Mb throughput. 
 

 
 

 

3.6. Hub creation for UK-West 

 
The configuration is similar to the South-hub, except the BGP IP peer addresses changes. 
 

 
 
The BGP peering IP address is the IP address you will assign to your VTI interface in the Check Point firewall. 
 The easiest way to add VTI is via the GAIA web portal. You can verify the VTI tunnel interfaces configuration 
through the clish. 
 

gw-3bad44> show vpn tunnels 
  Interface: vpnt1 
        Local IP: 100.64.100.1  
        Peer Name: AZure-South_0 
        Remote IP: 10.20.30.12 
        Interface type: numbered 
  Interface: vpnt2 
        Local IP: 100.64.200.1 
        Peer Name: AZure-west_0 
        Remote IP: 10.20.31.12 
        Interface type: numbered 
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3.7. Download the VPN configuration 

 

hƴ ǘƘŜ !ȊǳǊŜ ǇƻǊǘŀƭ ƻŦ ǘƘŜ ƘǳōΣ ǎŜƭŜŎǘ ά5ƻǿƴƭƻŀŘ {ƛǘŜ-to-{ƛǘŜ ±tb ŎƻƴŦƛƎǳǊŀǘƛƻƴέΦ 

 

 

 

The output of the config file will give all the needed info about the local but also remote connectivity 
settings to complete into the Check Point on-premises firewalls. 

Hereunder a sample of the output. 

 

  "configurationVersion": { 

   "LastUpdatedTime": "2020-06-15T12:13:41.5925179Z", 

   "Version": "e07b8b12-291a-4aef-af24-bf50ca6706e9" 

  }, 

  "vpnSiteConfiguration": { 

   "Name": "South-hub", 

   "IPAddress": "65.25.223.2",  IP address of Check Point cluster ς Site1 

   "BgpSetting": { 

    "Asn": 65530, AS number ς Site1 

    "BgpPeeringAddress":  

    "BgpPeeringAddresses": "100.64.100.1" BGP Peer 1, "100.64.110.1", BGP Peer 2 

    "PeerWeight": 32768 

   }, 

   "LinkName": "siteLink01" 

  }, 

  "vpnSiteConnections": [ 

   { 

    "hubConfiguration": { 

     "AddressSpace": "10.20.30.0/24", 

     "Region": "UK South", 

     "ConnectedSubnets": [ 

     ] 
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    "gatewayConfiguration": { 

     "IpAddresses": { 

      "Instance0": "52.16.26.145",  Azure VWAN Official IP1 

      "Instance1": "54.17.29.241"  Azure VWAN Official IP2 

     }, 

     "BgpSetting": { 

      "Asn": 65515, 

      "BgpPeeringAddresses": { 

       "Instance0": "10.20.30.12", Azure VWAN BGP peer IP1 

       "Instance1": "10.20.30.13" Azure VWAN BGP peer IP2 

      }, 

      "PeerWeight": 0 

     } 

    }, 

    "connectionConfiguration": { 

     "IsBgpEnabled": true, 

     "PSK": " the preshared key between Azure South and Site1/site2 - VPN tunnel", 

     "IPsecParameters": { 

      "SADataSizeInKilobytes": 102400000, 

      "SALifeTimeInSeconds": 3600 

     } 

 

3.8. Logical VPN schema 
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4. Check Point VPN configuration 

 

4.1. The Interface configuration on the Check Point cluster site 1 

 

 

 

5ǳǊƛƴƎ ǘƘŜ ±tb ǘǳƴƴŜƭ ƛƴǘŜǊŦŀŎŜ ŎǊŜŀǘƛƻƴΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ŀǎǎƛƎƴ ǘƘŜ ǊƛƎƘǘ άƛƴǘŜǊƻǇŜǊŀōƭŜ ŘŜǾƛŎŜέ name that 
will connect with that VPN tunnel. 

 

4.2. The Interface configuration on the Check Point cluster site 2 

 

 

 

4.3. Interoperable devices 

I created 4 interoperable devices, with the IP address information and Pre-shared key in the configuration 
output downloaded from the Azure Vwan hub and VPN sites. 

 

 














