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About this guide

This is guide will describe the full setup configuration of a A¥inteal WAN in two Regions South / West
establishing dull resilience sitdo-site VPN

Thescopeis based orsite-to-site VPN between Azure Virtual WAN and a TWO on premises Checkl@stigrts

Introduction

The Azure huland-spoke connectivity model has been adopted by thousands of our customers to
leverage the default transitive routing behavior of Azure Networking in order to build simple and
scalable cloud networks. Azure VirtWaAN builds on these concepts and introduces new
capabilities that allow global connectivity topologies, not only betweeip@mises locations and
Azure, but also allowing customers to leverage the scale of the Microsoft network to augment their
existing ¢pbal networks.
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1.h SNIWASS

Thescope is based oproviding a full resilience through multiple VPN gitesite from onpremises to Azure

Virtual WAN. In our setup Azure Virtual Wan is based indv®2 I NI LIKAO NBIA 2y az

We will make use of two hubs, one in each region and each hub does contain two instances.
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We have two datacenters with Check Point firewall clusters. Each cluster will have VPN connectivity to
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Both Datacenter interconnect via an internal MPLS backbone and runs as dynamic protocol OSPF inside
their flat network.

We will use BGP inside our VPN tunnels in order to exchange routes betwgearoiees and Azure
Vnets.

‘VNetA VNetg
West Europe West Europe
2.0 3.0,
10.2.0.0/16 10.3.0.0/16 VPN VIP
73.239.3.208
VPN ViP IPsec IKEv2 S2S
@ 104.45.18.186 VPN Connection On-premises
Virtual Hub 104.45.14.195 ’ Ve 105158 ‘;- "
West Europe
10.1.0.0/24 :
Virtual Hub
vpngateway VPN VIP

66.193.205.122

IPsec IKEv2 S25
VPN Connection

w

2.DSYSNIf O2yFAIdzZNI GA2Y

f !'TdzNB +#ANIdz-tf 21 b Ay (g2 NBIA2yaE al!yY {2dzikKé | yR &
1 The Check Point Firewall are running R80.30 build 26fremises

1 OSPF is running inside the datacenters

1

BGP will be used to exchange routes from Azure ¥indtsubnetsaind onpremises network.
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3.1 T dzNBE £ANIdz-t 21 b O2yFAIAzNY GA2Y

TheAzure Virtual WAN configuration will be deployed in EMEAprovide High availability we used two regions and
GKSNBT2NBE 6S YIRS (62 Kdzbhato sinallotsirtizédkeénsHotyoBated thewWirttiab\ilain ¢ ®
regions.

& VWAN-VPN = x

Each point represents a hub.

Connectivity

Hub Hub status Address Space Region VPN sites Azure firewall Point-to-site ExpressRoute circuits  Virtual network conn.

A User VPN configurations " @ Succeeded

3.1. Hub creationfor UK-South

A hub is a virtual network that can contaiatgways for siteto-site, ExpressRoute, or poitu-site
functionality. It takes 30 minutes to create the sttesite VPN gateway in the virtual hub.

Home > vwan-SEA-Cust13 - Hubs > Create virtual hub

Create virtual hub

Basics | Sitetosite Pointtosite ExpressRoute Routing Tags  Review + create

Avirtual hub is a Microsoft-managed virtual network. The hub contains various service endpaints to enable connectivity from
your on-premises ne nsite). The hub is the core of your network in a region. There can anly be one hub per Azure
region. When you create a hub using Azure portal, it creates a virtual hub VNet and 2 virtual hub vpngateway. Leamn mor

Project details

The hub will be created under the same subscription and resource group as the VAN,

v
Virtual Hub Details
Region * North Europe hd
Name *
Hub private address space * g, 10000/24

@ Creating a hub with a gateway will take 30 minutes.

Review + create Next: Site to site >

| created a new resoured NP2 dzL0 20dailK ¢ | y FRegiaé=3JK BcoutN) K
Hub Private space 10.20.30.0/24And another resourc@ N2 dz-3 Saawié |y
West, Hub Private space = 10.20.31.0/24.

S
R Regird URF 2 NJ (1 K S

NOTEHub private address space. The minimum address space is /24 to create a hub, which implies anything range
from /25 to /32 will produce an error during creation.
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3.2. Attach VNET(s) to hub

Go to you Virtual WAN configuration

+*. VWAN | Virtual network connections
b N

4 Add connection | () Refresh

Hub Hub region

P Se;

& Overview

B Activitylog

South-VPN Central US

" Access control (1AM)
* Tas

Settings

Propeties

B Locks

B Export templete
Connectivity

§ Hubs

B wPnsites

& User VPN configurations
A BxpressRoute dircuits

Virtual network connections.

G AN @GR 2y8a8e2N] O2YyyS

.2, Add connection x
o

Connection name *

[ South-hubnet v]

i Hubs* ©

\ v]

Subscription *

[ Azure subscription 1 v J

Resource group *
[ VirtuaWaN-vPN M

Virtual network *

\ v]

Select your resource group and attach it to you VNET.

Virtual network

Virtual networks (0)

Home »

%, VWAN-VPN | Virtual network connections

© Virtual WAN

O Search (Ctri+/)

& Overview

Activity log

& Tano

Access control (JAM)

} Add connection () Refresh

Hub Hub region Virtual network
South-Hub UK South > Virtual networks (1)
West-Hub UK West > Virtual networks (1)

Virtual network connection name

Virtual netwark connection status
Succeeded (1)

Succeeded (1)
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3.3. VPN configuration in hub

Select the hub where you would attach the VPN connectidios. can create up to 1000 sites per Virtual Hub
in a Virtual WAN. If you had multiple hulysu can create 1000 per each of those hubs.

First we have to create a VPN Gateway for the VPNGigite connections, the BGP AS numberAzure

Virtual WANA & LIS NBSRIST IdyfRi G6KS aOF €S dzyAda 3IABS @2dz I 0 NZ
Create VPN Gateway X

A Site to site (VPN gateway) enables you 1o connect VPN sites 103
b

AS Number

65515

Gateway scale units

=l o

When the VR gateway is created, you add also other corivily such as Express routepintto-site or
routing.

Edit virtual hub X

Virtual WAN hub

Basics

AS Number
65515

=]

\:| Include point-to-site gateway
[T Include ExpressRoute gateway

[ use table for routing @

@ Creating or updating a hub can take 30 minutes or more

©2019 Check Point Software Tedbingies Ltd. All rights reserved Prdtected] Distribution or modification is subject to approval P. 7

[Protected]Distribution or modification is subject to approval



3.4.VPN siteto-site

You wil have in the general viewhe Hub is created successful and the VPN Gateway provisioned.

O Refresh

B Delet

VPN

Status : €@ Hub VNET creation successful

. Virtual network connections

wNet connections: o
Routes: ]
A~ VPN (Site to site) A User VPN (Point to site) A ExpressRoute ~  Azure Firewall
@ Gateway provisioning status: succeeded @ No gateway (Create) @ No gateway (Create) @ No firewall (Create)

From here you select théPN site you want to add to the hub.

Home > VWAN >

@_ South-VPN | VPN (Site to site) =

Virtual HUB
|,f3 Search (Ctrl+/) | % + Download VPN Config ]ﬁ] Delete gateway C_) Reset gateway
‘g Overview o
Connectivity

H: VPN (Site to site) (Gateway scale units : 1 scale unit - 500 Mbps x 2

A, ExpressRoute

&1 User VPN (Point to site)

@ Routing 2 Search this page Clear all filters

Security Hub association : Connected to this hub <

@ Convert to secure hub VPN Sites (O
=+ Create new VPN site ¢ Connect VPN sites ,35’ Disconnect VPN sites O Refresh
\:| Site name T4 Location
No results

A A

{StSO0 a/NBIFGS ySg =tb

Q)¢
>
[N
w
™M~

Fill in the following fields,

The inputs ardregion= Uk SouthDevice Vendor Check PoinBGP= enabled and sele¢tub= UKSouth.
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Private address spaceThe IP address spati@at is located on your opremises site. Traffic destined for
this address space is routed to your local site. This is required when BGP is not enabled for the site.

e AT TR T WemEn st - PN (S8 Create VPN Site
¢ westcentralushub - VPN (Site

3.5. Linkconfiguration

¢CKS a[Aylaé 6S oAttt ONBIGSSt@2h tAyl1az 2yS F2N { Al

Create VPN site

T R —
S S E R E—
T e " T e—
O E— O E—
S TN E—
e e I T e—

@ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn mare.

‘ Previous | ‘ Next : Review + create >

IP Address®Public IP address of the gmiemisesfirewall using this link. Optionally, you can provide the
private IP address of your egremises VPN device that is behind ExpressRéfugeu add multiple Links you
Ol yQui dzaS G Kdldresd fof Siffetertdinks intd thé game VPN configuration

¢KS . Dt |FRRNBaa F2NJ airagsS wm x#¢L AYyIiSNFIOS oAttt oS
¢KS . Dt FRRNBaa F2NJ aAadsS w £¢L AYyIiSNFIOS oAttt oS
We use same BGP ASN on both DafaiteS NB 06 SOF dzaS AdQa | AGNBGEOKSR Ffk
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& Gindink foSike withaficiaPRs35.478.190.517, | &
& adduhe sedoadilidknorSite® with of itB(1R111219b ¢ p
& amnnocndmmndm YR !'{b cpp

C2N) (K&thE2&ki®d oS K
Dt LISSNAy3I Lt | RRN
RRN

p<
Dt LISSNAy3I Lt | o)

In our example we choose 100Mb throughput.

Conmected Hubi

Links

3.6.Hub creation for UKWest

The configuration is similar to the Sotflub, except the BGP IP peer addresses changes

Connected Hubs
Hub name Location Connectivity status

& West-Hub UK West @ Not connected

Links

Link name Provider name Speed IP address BGP address ASN

toGW1 Checkpoint 100 Mbps 35.176.190.117 100.64.200.1 65530

toGW2 Checkpoint 100 Mbps 3.10.11.219 100.64.210.1 65530

The BGP peering IP addrésghe IP address you will assign to your VTI interface in the Check Point firewall.
The easiest way to add VTI is via the GAIA web portal. You can verify the VTI tunnel interfaces configuration
through the clish.

gw-3bad44> show vpn tunnels
Interface vpntl
Local 1P100.64.100.1
Peer Name: AZufSouth_0
Remote IP: 10.20.30.12
Interface type: numbered
Interface: vpnt2
Local IP100.64.200.1
Peer Name: AZurerest O
Remote IP: 10.20.31.12
Interface type: numbered
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3.7.Download the VPN configuration

hy GKS 1T dNB LRNIFE 2F-tof W& SKdzad DRfyFQE dZNG 214 2ty Z [OF

Home »
B VWAN | VPN sites
Virtual WAN
| L Search (Ctrl+/) | & + Create site \L Download Site-to-Site VPN configuration 'f_} Refresh
 Overview |/’> Search this page Clear all filters
E Activity log

' Add filter

o

"o Access control (IAM)

# Tans

The output of the confidjle will give all the needed info about the local but also remote connectivity
settings to complete into the Check Point-premises firewalls.

Hereunder a sample of the output.

"configurationVersion™: {
"LastUpdatedTime": "20206-15T12:13:41.5926792",
"Version": "e07b8b1291a4aefaf24-bf50ca6706e9"
2
"vpnSiteConfiguration": {
"Name": 'Southhub”,
"IPAddress": "65.25.223", IP address of Check Point clusteBitel
"BgpSetting™: {
"Asn": 65530AS number Sitel
"BgpPeeringAddress":
"BgpPeeringAddresses™: "100.64.1002IGP Peet, "100.64.1D.1",BGPPeer 2
"PeerWeight": 32768

h
"LinkName": "siteLink01"

3
"vpnSiteConnections": [

{

"hubConfiguration": {
"AddressSpace"10.20.30.0/2",
"Region™: "UK South",

"ConnectedSubnets™: [

]
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2
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "52.1626.145", Azure VWAN Official IP1
"Instancel™: "54.1729.241" Azure VWAN Official 1P2

3
"BgpSetting™: {
"Asn": 65515,
"BgpPeeringAddresses": {
"Instance0": "10.2B012", Azure VWAN BGP peer IP1
"Instancel": "10.20.30.13Azure VWAN BGP peerdP
b
"PeerWeight": 0
}

3
"connectionConfiguration": {
"IsBgpEnabled": true,
"PSK": 'the preshared key between Azure South and Sitel/sitéPN tunnéi,
"IPsecParameters": {
"SADataSizelnKilobytes": 102400000,
"SALifeTimelnSeconds": 3600

3.8.LogicalVPN shema

Check Point Cluster Site 1 Azure Virtual WAN

Instance 0
51.11.26.145 — BGP IP =10.20.30.12

BGP IP 100.64.100.1

AS 65530

Instance 1
51.11.29.241 — BGP IP= 10.20.30.13

Instance O
40.81.134.16 — BGP IP =10.20.31.12

AS 65530
Site2
Instance 1
Check Point Cluster Site 2 40.82.224.91 - BGP IP =10.20.30.13
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5 dzNA y 3
will connect with that VPN tunnel.

Check Point Gateway - GW-1

- General Properties
[+-Network Management
- NAT
HTTPS Inspection
HTTP/HTTPS Proxy
[F-ICAP Server
Platform Portal
- Mail Transfer Agent
- IPSec VPN
[#-VPN Clients
[+-Logs
Fetch Policy
- Optimizations
Hit Count

iKS

tt b

4. Check Point VPN configuration

+% Getlnterfaces.. ~  *\ Edit 3 Actions ~ @

Name Topology IP
& eth0 External 172.31.3.154/24
& ethl AWS-VPN 172.31.5.96/24
& vpntl Point to point  100.64.100.1/32

& vpnt2  Pointto point  100.64.200.1/32

§dzyy St

AYGSNFI OS

4.1.The Interface configuration on the Check Point cluster site 1

Q, Sesrch..

Comments

4.2.The Interface configuration on the Check Point cluster site 2

4.3.Interoperable devices

ONB I G A 2 yiiamethatQ &

| created 4 interoperable devicesijth the IP address information and Pshared key in the configuration
output downloadedirom the Azure Vwan hub and VPN sites.
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